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{* VIRTUALIZATION *}

Hyper-V bug that could crash 'big portions of
Azure cloud infrastructure': Code published

nowpa - “Most serious” Linux privilege-escalation bug

derefer:

... @Ver is under active exploit (updated)

. VULNERABILITIES
Lurkiny

= Decade-0ld VENOM Bug Exposes Virtualized
Environments to Attacks

Critical Xen hypervisor flaw endangers
virtualized environments

The v NETWORK SECURITY

Microsoft Ships Urgent Fixes for Critical Flaws in
Windows Kerberos, Hyper-V

Patch Tuesday: Redmond patches critical, remote code execution vulnerabilities haunting Windows Kerberos and Windows Hyper-V.




OS Vulnerabilities

Vulnerability Total || core | drivers | net | fs | sound
Missing pointer check
Missing permission check
Buffer overflow

Integer overflow
Uninitialized data

Null dereference

Divide by zero

Infinite loop

Data race / deadlock
Memory mismanagement
Miscellaneous
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Figure 2: Vulnerabilities (rows) vs. locations (columns).

Characterizing hypervisor vulnerabilities in cloud computing
servers. Perez-Botero et al. In Proceedings of the 2013
international workshop on Security in cloud computing.

Linux kernel vulnerabilities: State-of-the-art defenses and
open problems. Mao et al. In Proceedings of the Second
Asia-Pacific Workshop on Systems (pp. 1-5).
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Trusted Execution Environment (TEE)
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Trusted Execution Environment (TEE)
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Programming TEEs

Original Project

e

Untrusted Trusted
Project Project

EDL
e Trampoline functions

e Arcane Makefiles
e (Complex data copying protocol



Programming TEEs

You are passing a double pointer, it is, a pointer to pointer to char ( char ** ).

While marshaling/unmarshaling pointers, the EDL Processor processes (copies and validates

input and output) only the first level of indirection, it's up to the developer to handle the additional
levels of indirection. Hence, for an array of pointers it will only copy the first array of pointers, not

the pointed values, copying them is the developer's responsibility. =&

Source: stackoverflow.com



Secure Program Partitioning
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. . . . .
PtrSplit: Supporting General Pointers in Automatic Program S e B R B D
osie . software applications remains challenging. For example, Intel
Pa rtltl onli ng provides a C/C++ interface to the SGX enclave but no direct
support is available for managed languages. As managed
languages like Java and Scala are extensively used for
Shen Liu Gang Tan Trent Jaeger developing distributed applications, developers need to either
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PROGRAM PARTITIONING

Language extension/ PROGRAM
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Parser modification PARSER

COMPIL-

Data flow/Control ATION
flow analysis PIPELINE

Runtime modification —m
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MONAD

return :: a > m a

(>>=) :: ma=>(a=>mb) >mb
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tainting

return :: a > m a

(>>=) :: ma=>(a=>mb) >mb
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return :: a > m a

ma=>(a>mb)>mb



MONAD

return :: a > m a

(>>=) :: ma=>(a=>mb) >mb



Illustration : Password Checker



pwdChkr :: Enclave String -> String -> Enclave Bool
pwdChkr pwd guess = fmap (== guess) pwd

passwordChecker :: App Done
passwordChecker = do
passwd <- inEnclaveConstant "secret”
efunc <- inEnclave $ pwdChkr passwd

runClient $§ do -- Client code
1iftI0 $ putStrLn "Enter your password"
userInput <- 1iftIO getlLine
res <- gateway (efunc <@> userInput)
1iftI0O $§ putStrLn ("Login returned " ++ show res)

main = runApp passwordChecker




pwdChkr :: Enclave String -> String -> Enclave Bool
pwdChkr pwd guess = fmap (== guess) pwd

passwordChecker :: App Done
passwordChecker = do
passwd <- inEnclaveConst- .. "secr t"
efunc <- inEncl-ve { pwdCkr »asswli

runCli-n. o ¢ -- Cl <nt (ode
.fty ¢ JunSirln 'F _er your password"
Uewnwt <- _istI0 getlLine
ces <- gateway (efunc <@> userInput)
1iftI0 § putStrLn ("Login returned " ++ show res)

main = runApp passwordChecker
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Compilation 1

-- Enclave
pwdChkr :: Enclave String -> String -> Enclave Bool

pwdChkr pwd guess = fmap (== guess) pwd

passwordChecker :: App Done
passwordChecker = do
passwd <- inEnclaveConstant "secret”
efunc <- inEnclave $ pwdChkr passwd
return DONE

-- wait for calls from Client
main = runApp passwordChecker




Compilation 1

<= Client
pwdChkr = -- gets optimised away

-- Enclave
pwdChkr :: Enclave String -> String -> Enclave Bool

pwdChkr pwd guess = fmap (== guess) pwd

passwordChecker :: App Done
passwordChecker = do
passwd <- return Dummy
efunc <- inEnclave $ -- ignores pwdChkr body
runClient § do -- Client code
1iftI0 $ putStrLn "Enter your password"”
userInput <- 1liftIO getlLine
res <- gateway (efunc <@> userInput)
1iftI0 $§ putStrLn ("Login returned " ++ show res)

passwordChecker :: App Done
passwordChecker = do
passwd <- inEnclaveConstant "secret”
efunc <- inEnclave $ pwdChkr passwd
return DONE

-- wait for calls from Client

-~ drives the application main = runApp passwordChecker

main = runApp passwordChecker




Compilation 1

-- Client

pwdChkr = -- gets optimised away
-- Enclave

pwdChkr :: Enclave String -> String -> Enclave Bool

passwordChecker :: App Done
pwdChkr pwd guess = fmap (== guess) pwd

passwordChecker = do
passwd <- return Dummy
efunc <- inEnclave $ -- ignores pwdChkr body
runClient § do -- Client code
1iftI0 $ putStrLn "Enter your password"”
userInput <- 1liftIO getlLine
res <- gateway (efunc <@> userInput)
1iftI0 $ putStrLn ("Login returned " ++ show res)

passwordChecker :: App Done
passwordChecker = do
passwd <- inEnclaveConstant "secret”
efunc <- inEnclave $ pwdChkr passwd
return DONE

-- wait for calls from Client

-~ drives the application main = runApp passwordChecker

main = runApp passwordChecker

GHC Trusted{}

INTEL SGX
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Information Flow Control

Secret Trustworthy

Public Untrustworthy

Confidentiality Integrity



Information Flow Control

<S, U>
Secret Trustworthy
<P7 u> <S, ™
Public Untrustworthy
Confidentiality Integrity < 1>

Denning, Dorothy E. "A lattice model of secure information flow." Communications of the ACM 19.5 (1976): 236-243.
Biba, K.J. Integrity considerations for secure computer systems. Technical Report. April 1977.



Information Flow Control
<S, U>

<P7 u> <S, ™

<P, T>



Information Flow Control
<S, U>

<P7 u> <S, ™
Cloud
Provider

<P, T>




Information Flow Control
<S, U>

<P7 u> <S, ™
Cloud

Provider ‘
<F>’ T>('llll’




Information Flow Control
<S, U>

<P7 u> <S, ™
Cloud

Provider ‘

. _




Information Flow Control
<S, U>

<P, U>
Cloud <
. XS
Provider s
N
e
Q




Attestation

Client @ Enclave
T @




Attestation

Remote
Attestation
>
Haskell mbedtls
Client client mbedtls
server
Reference

Monitor



Attestation

Hardware RoT

Intel RA-TLS

Haskell mbedtls

Client client mbedtls

server

__w | X509 public key (PK) (g\

| © X.509 cert <«+—Self-signed certificate
Cass
RA-TLS

certificate

SUBJECT = “CN=RATLS,0=..."
ISSUER = “CN=RATLS,0=..."

(DCAP-based) | KIS
CESEr—

<+—Compare PK against this hash

<«— Must verify against expected

<+—Must verify against Intel PCS
provided attestation certificates

Intel Attestation
Service




Haskell
Client

Attestation

sign(m,

privk) Intel RA-TLS

mbedtls
client

mbedtls
server

verify(m,
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Information Flow Control

class Label 1 where
ub :: 1 =>1->1
glb :: 1 > 1 > 1
canFlowTo :: 1T =5 L — Bool

Enclave 1 p a -- parameterised on Label 1 and
-- privilege p
Labeled L a -- parameterised on Label 1

Stefan, D., Russo, A., Mitchell, J.C., Maziéres, D.: Flexible Dynamic Information Flow Control. In ACM Haskell Symposium 2011



Information Flow Control

label :: Label 1 = 1 - a — Enclave 1 p (Labeled 1 a)
unlabel :: Label 1 = Labeled 1L a — Enclave 1 p a
taint :: Label 1 = 1 — Enclave 1 p ()

labelP :: PrivDesc 1 p = Privp > 1L = a = Enclave 1 p (Labeled 1 a)
unlabelP :: PrivDesc 1 p = Priv p — Labeled 1 a — Enclave 1 p a
taintP :: PrivDesc 1 p = Privp -5 1 = Enclave 1L p ()




Information Flow Control

label :: Label 1 = 1 - a — Enclave 1 p (Labeled 1 a)
unlabel :: Label 1 = Labeled 1L a — Enclave 1 p a
taint :: Label 1 = 1 = Enclave 1 p ()

labelP 5t
unlabelP ::
taintP :: PrivDess, 1 p = Priv p = 1 > Enclave 1 p ()

Floating Labe
L U L

cu




Information Flow Control

label :: Label 1 = 1 - a — Enclave 1 p (Labeled 1 a)
unlabel :: Label 1 = Labeled 1L a — Enclave 1 p a
taint :: Label 1 = 1 — Enclave 1 p ()

labelP :: PrivDesc 1 p =/Priv p\=> 1L = a = Enclave 1 p (Labeled 1 a)
unlabelP :: PrivDesc 1 p Labeled 1 a = Enclave 1 p a
taintP :: PrivDesc 1 p =\Priv p/— 1 — Enclave 1L p ()

Privilege/Capability
An unforgeable token of authority



Information Flow Control

label :: Label 1 = 1 - a — Enclave 1 p (Labeled 1 a)
unlabel :: Label 1 = Labeled 1L a — Enclave 1 p a
taint :: Label 1 = 1 — Enclave 1 p ()

labelP ::/PrivDesc 1 p\= Priv p - 1L = a = Enclave 1 p (Labeled 1 a)
unlabelP :i PrivDesc 1 p & Priv p — Labeled 1 a — Enclave 1 p a
taintP ::\PrivDesc 1 p/= Privp - 1L — Enclave 1L p ()




Declassification with Privileges

Can <C,, I > flow to <C,, I,> in the
presence of privilege P?

P A Cy =104 Pidy =i

€ Uisdli > Cp €00, 05 >

Stefan, D., Russo, A., Mazieres, D., & Mitchell, J. C. (2012). Disjunction Category Labels. In Information Security Technology
for Applications: 16th Nordic Conference on Secure IT Systems, NordSec 2011



Declassification with Privileges

Can <C,, I > flow to <C,, I,> in the
presence of privilege P?

P A Cy =104 Pl =l

€ Uisdi > Cp <0, 05>

A CNF represents a conjunction of Principals
Eg: (Alice /\ Bob)



Declassification with Privileges

Can <C,, I > flow to <C,, I,> in the
presence of privilege P?

Raises the confidentiality level of C, > Declassification
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Zero Trust Federated Learning

Cloud Server
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inside Enclave
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Applications

Federated Learning
Password Wallet
with Differential Privacy



IMPLEMENTATION

GHC

Runtime

mmap

madvise
getrusage
poll

select

clock apis
pthread apis
libm apis



IMPLEMENTATION

GHC ";,
Runtime

Intel SGX




IMPLEMENTATION
mbedTLS (remote)

\ Trusted

. Code Base ~

TRUSTED APP

100K LOC
GHC Trusted i
Runtlme i

Patched mmap,
select, etc

| 40 system
calls




FUTURE WORK

Property-based
Attestation

Haskell

Client Monitor




FUTURE WORK

GHC/Haskell

Requires substantial GHC Runtime
overhaul

CHERI/TrustZONE/AMD SEV



THANKS !

https://github.com/Abhiroop/HasTEE
https://abhiroop.github.io/publications
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