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OS Vulnerabilities

Linux kernel vulnerabilities: State-of-the-art defenses and 
open problems. Mao et al. In Proceedings of the Second 
Asia-Pacific Workshop on Systems (pp. 1-5).

Characterizing hypervisor vulnerabilities in cloud computing 
servers. Perez-Botero et al. In Proceedings of the 2013 
international workshop on Security in cloud computing.
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Programming TEEs

Trusted 
Project

Untrusted 
Project

Original Project

EDL
● Trampoline functions
● Arcane Makefiles
● Complex data copying protocol



Programming TEEs

Source: stackoverflow.com





PROGRAM

PROGRAM PARTITIONING

Language extension/
Annotations

PARSERParser modification

COMPIL-
ATION 

PIPELINE
Data flow/Control 
flow analysis

RUNTIMERuntime modification



INFORMATION FLOW CONTROL?

MALICIOUS CLOUD

Untrustworthy 
input channels

Public 
output channels
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UNTRUSTED GHC Trusted

IFC

No compiler 
modifications
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Illustration : Password Checker
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Compilation 1Compilation 2

INTEL SGX

GHC Trusted
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Information Flow Control
Secret Trustworthy

Public Untrustworthy

Confidentiality Integrity

<S, U>

<P, T>

<S, T><P, U>

Denning, Dorothy E. "A lattice model of secure information flow." Communications of the ACM 19.5 (1976): 236-243.
Biba, K.J. Integrity considerations for secure computer systems. Technical Report. April 1977.
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Client Enclave

Attestation
Am I talking with 

the correct software 
and hardware?



Reference 
Monitor

Attestation

Haskell 
Client

mbedtls 
client Enclavembedtls

server

Remote 
Attestation
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Haskell 
Client

mbedtls 
client Enclavembedtls

server

Intel RA-TLS

Intel Attestation 
Service

Hardware RoT



Attestation

Haskell 
Client

mbedtls 
client Enclavembedtls

server

Intel RA-TLS
sign(m, 
privK)

verify(m, 
pubK)



Trusted

Information Flow

Trusted

Public Secret
Declassification

RA-TLS



Information Flow Control

Stefan, D., Russo, A., Mitchell, J.C., Mazières, D.: Flexible Dynamic Information Flow Control. In ACM Haskell Symposium 2011
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Information Flow Control

Floating Label
Lcur⊔ L



Information Flow Control

Privilege/Capability
An unforgeable token of authority



Information Flow Control



Declassification with Privileges

Stefan, D., Russo, A., Mazières, D., & Mitchell, J. C. (2012). Disjunction Category Labels. In Information Security Technology 
for Applications: 16th Nordic Conference on Secure IT Systems, NordSec 2011

Can <C1, I1> flow to <C2, I2> in the 
presence of privilege P?



Can <C1, I1> flow to <C2, I2> in the 
presence of privilege P?

A CNF represents a conjunction of Principals
Eg: (Alice /\ Bob)

Declassification with Privileges



Can <C1, I1> flow to <C2, I2> in the 
presence of privilege P?

Raises the confidentiality level of C2 → Declassification

Declassification with Privileges
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Client1

Data Clean Room

Client2 Client3

d1 :: C1
d2 :: C2 /\ C3
d3 :: C1 \/ C2

Enforce 
GDPR/
CCPA?



Zero Trust Federated Learning

Uses homomorphic 
encryption for 

training



Applications

● Privacy-preserving Federated Learning
● Encrypted Password Wallet
● Data Clean Room with Differential Privacy



IMPLEMENTATION

glibc

HASKELL APP

GHC 
Runtime

Linux

● mmap
● madvise
● getrusage
● poll
● select
● clock apis
● pthread apis
● libm apis
● …



IMPLEMENTATION

tlibc

HASKELL APP

GHC 
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Linux

Intel SGX

?



IMPLEMENTATION

Gramine LibOS
   -------------------
    Gramine PAL

UNTRUSTED APP

GHC Trusted 
Runtime

Linux

glibc

Trusted 
Code Base ~ 
100K LOCPatched mmap, 

select, etc

40 system 
calls

TRUSTED APP

mbedTLS (remote)



FUTURE WORK

Haskell 
Client EnclaveMonitor

Property-based 
Attestation

What kind 
of 

properties?
Noninterference? 

Robust 
declassification?



FUTURE WORK

CHERI/TrustZONE/AMD SEV

GHC/Haskell
GHC RuntimeRequires substantial 

overhaul 
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