Functional Programming
for Securing Cloud and
Embedded Environments
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TEE Implementations

Host VMM managed access Intel TDX module managed access control,
control, enhanced with MK-TME // leveraging MK-TME and Secure EPT
\\ ‘
Legacy VM Legacy VM Trust Domain Trust Domain
P — S — Unmodified Unmodified
RPTCEH pplicat Applications Applications
;s u : Unmodified Unmodified
Drivers N Drivers : :
Drivers Drivers
TDX- TDX-
oS oS Enlightened Enlightened
0s 0S
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Intel TDX Intel TDX
Guest-Side Interface Guest-Side Interface
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Intel TDX Intel TDX Module
TDX-Aware Host VMM [+— Host-Side =, dein
Interface Running in SEAM Root Mode
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Platform (Cores, Caches, Devices etc.)

Source: Intel TDX 1.0 spec



TEE Implementations

Core1 GPT accessible
by monitor only

GPCs for address

= - translation and

bus transactions

Read from DRAM

interconnect
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Realm

Normal-world

Source: ACAIL. Sridhara et al. Usenix Sec 2024



Choreographies

Choreography
4 )

A—B:X;
A—C.y,
C computes z;
C—B:z

|
Projection

send X to B; recv from A into x; : .
: Projected behavior
send y to C; recv from C into z;

Role A Role B Role n




Information Flow

label :: (Label l) => 1> a > Enclave | p (Labeled | a)
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Information Flow

label :: (Label l) => 1> a > Enclave | p (Labeled | a)

unlabel :: (Label |) => Labeled | a » Enclave |l p a

L u LcurE Ccur?

Clearance

Floatingmi"L L L r|_

Label cur



Information Flow

unlabel

<Alice /\ Bob, Alice /\ Bob> C <Alice, Alice>

Stefan, D.,, Russo, A., Maziéres, D., & Mitchell, J. C. (2012). Disjunction Category Labels. In Information Security Technology for
Applications: 16th Nordic Conference on Secure IT Systems, NordSec 2071
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Information Flow

unlabel

@=> Alice /\ Bob Alice /\ Bob => Alice

<Alice /\ Bob, Alice /\ Bob> /' <Alice, Alice>

Stefan, D.,, Russo, A., Maziéres, D., & Mitchell, J. C. (2012). Disjunction Category Labels. In Information Security Technology for
Applications: 16th Nordic Conference on Secure IT Systems, NordSec 2071



Declassification

unlabelP : (PrivDesc | p) => Priv p » Labeled |l a > Enclave l p a

Privilege or capability
Alice /\=> Alice /\ Bob Alice /\ Bob => Alice

<Alice /\ Bob, Alice /\ Bob> [ <Alice, Alice>

Stefan, D.,, Russo, A., Maziéres, D., & Mitchell, J. C. (2012). Disjunction Category Labels. In Information Security Technology for
Applications: 16th Nordic Conference on Secure IT Systems, NordSec 2071



Zero Trust Federated Learning

Cloud Server
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Synchron



-- note frequencies
= usec 25951
= usec 2273
usec 2025
= usec 1911
= usec 17603
= usec 1517/

®® o O T o Q
]

-- note duration
hn = msec 1060 -- half note
gn = msec 500 -- quarter note



twinkle : List Int
twinkle =[] g, g, d, d, e, e, d.... ]

durations : List Int
durations = [gn, gn, gn, qn, gn, qn, hn.... ]



dacC : Channel Int
dacC = channel ()

noteC : Channel Int
noteC = channel ()



after t ev = syncT t 0 ev



tuneP : Int -> Int -> () -> ()
tuneP timePeriod vol void =
let newtp =
after timePeriod (choose (recv noteC)
(wrap (send dacC (vol * 4095))
(A _ -> timePeriod)))
in tuneP newtp (not vol) void

playerP : List Int -> List Int -> Int -> () -> ()
playerP melody dur n void =

if (n == 29)

then let _ = after (head dur) (send noteC (head twinkle)) in
playerP (tail twinkle) durations 2 void

else let _ = after (head dur) (send noteC (head melody)) in

playerP (tail melody) (tail dur) (n + 1) void



tuneP : Int -> Int -> () -> ()
tuneP timePeriod vol void =

let hewtp 2
afteX timePeriod (choose (recv @
Runs at the rate of (wrap dacC (vol * 4095))
note frequency (A _ }> timePeriod)))

in tuneP newtp (not vol) void
Runs at the rate of

note duration

layerP : List Int -> List Int -> Int -> () -> ()
playerP melody dur n void =

if (n == 29)

then let _ = after (head dur) (send not (head twinkle)) in
playerP (tail twinkle) durations 2 jvoid

else let _ = after (head dur) (send (head melody)) in

playerP (tail melody) (tail dur) (n + 1) void
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Wall clock time (T apsolute)

I’ playerP

rocal
1500
392 cycles |:| U

1500 msec

denotes message-passing



