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TEE Implementations

Source: Intel TDX 1.0 spec



TEE Implementations

Source: ACAI. Sridhara et al. Usenix Sec 2024

GPT accessible 
by monitor only

GPCs for address 
translation and 

bus transactions



Choreographies



Information Flow

Γ⊢ …

label :: (Label l) => l → a → Enclave l p (Labeled l a) 



Information Flow

Γ⊢ …Lcur

L ⊑ Lcur ?

label :: (Label l) => l → a → Enclave l p (Labeled l a) 



Information Flow

Γ⊢ …L ⊔ Lcur

L ⊔ Lcur⊑ Ccur?

Floating 
Label

Clearance

label :: (Label l) => l → a → Enclave l p (Labeled l a)

unlabel :: (Label l) => Labeled l a → Enclave l p a 



Information Flow

<Alice /\ Bob, Alice /\ Bob> ⊑ <Alice, Alice>

Stefan, D., Russo, A., Mazières, D., & Mitchell, J. C. (2012). Disjunction Category Labels. In Information Security Technology for 
Applications: 16th Nordic Conference on Secure IT Systems, NordSec 2011
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unlabel

C2 => C1                                   I1 => I2
—----------------------------------------------------------

<C1, I1> ⊑ <C2, I2>



Information Flow

Stefan, D., Russo, A., Mazières, D., & Mitchell, J. C. (2012). Disjunction Category Labels. In Information Security Technology for 
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unlabel

Alice => Alice /\ Bob         Alice /\ Bob => Alice
—----------------------------------------------------------

<Alice /\ Bob, Alice /\ Bob> ⊑ <Alice, Alice>



Declassification

Stefan, D., Russo, A., Mazières, D., & Mitchell, J. C. (2012). Disjunction Category Labels. In Information Security Technology for 
Applications: 16th Nordic Conference on Secure IT Systems, NordSec 2011

unlabelP :: (PrivDesc l p) => Priv p → Labeled l a → Enclave l p a

Alice /\ Bob => Alice /\ Bob         Alice /\ Bob => Alice
—--------------------------------------------------------------------

<Alice /\ Bob, Alice /\ Bob> ⊑P <Alice, Alice>

Privilege or capability



Zero Trust Federated Learning

Uses homomorphic 
encryption for 

training



Synchron













Runs at the rate of 
note frequency

Runs at the rate of 
note duration




