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Abstract

The ubiquity of digital systems across all aspects of modern society, while
beneficial, has simultaneously exposed a lucrative attack surface for potential
adversaries and attackers. Consequently, securing digital systems becomes of
critical importance. In this dissertation, we address the security concerns of two
classes of digital systems: (i) cloud systems, co-locating multiple applications
and relying on a large trusted code base for software virtualisation, and (ii)
embedded systems, resource-constrained environments that typically employ
unsafe programming languages for application development.

The thesis underlying our dissertation is that digital systems can be protected
from a wide range of critical attacks by employing functional programming-based
techniques, ensuring software isolation in the cloud, and facilitating high-level,
declarative and memory-safe abstractions in embedded systems. Our approach
here is to employ programming language tools, specifically functional program-
ming, which focuses on building software by composing pure functions, avoiding
shared state, mutable data, and side-effects, to enhance the security of both
cloud and embedded systems. For cloud systems, we use functional program-
ming abstractions to partition security-critical software into compartmentalised
structures that use modern hardware protection mechanisms such as Trusted
Execution Environments (TEEs) for software isolation. For embedded systems,
we present high-level functional programming constructs that raise the level
of abstractions and provides safety features to resource constrained embedded
system. The dissertation is organised into two parts.

Part I introduces two successive versions of a domain-specific language
(DSL) designed for programming TEEs, such as Intel SGX. TEEs isolate
applications from low-level system software with large codebases, such as
operating systems and hypervisors, thereby minimizing the trusted computing
base and reducing the resultant attack surface of cloud applications. Broadly,
the DSL contributes the following: (1) It facilitates automatic type-based
program partitioning between trusted and untrusted code, (2) It supports
dynamic information flow control mechanisms for ensuring data confidentiality,
(3) It integrates with an automated remote attestation framework to preserve
TEE integrity, and (4) It offers a tierless programming model that helps minimise
errors arising from multi-tier confidential computing applications, requiring
adherence to complex data exchange protocols.

Evaluations for Part I involve expressing confidential computing applications,
such as (i) a privacy-preserving federated learning application, (ii) an encrypted
password wallet, and (iii) a data-clean room design pattern for multiple parties
to conduct data analytics.
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Part IT contributes a functional language runtime and a functional reactive
programming language targeting embedded systems, with the goal of raising the
level of abstraction and ensuring memory and type safety. The runtime offers
a unified message-passing framework for handling both software messages and
hardware interrupts, along with a novel timing operator to capture the notion
of time. This allows for expressing classical (1) concurrent, (2) I/O-bound,
and (3) timing-aware embedded systems applications in a declarative manner.
Similarly, the reactive programming language is a declarative, pure functional
language built on top of the runtime. It tracks unique side effects in its type
system using a feature called resource types.

Evaluations for Part II ran the language and runtime on microcontrollers
like NRF52, STM32, and GRiSP boards, microbenchmarking resource efficiency
parameters including memory footprint, garbage collection latency, throughput,
jitter, and interpretive load, demonstrating acceptable overheads.

The programming artifacts resulting from this dissertation comprise the
HasTEE and HasTEE' DSLs for programming TEEs, the Synchron C99-based
portable embedded systems runtime, and the Hailstorm reactive programming
language for embedded systems. All these programming artifacts are made
publicly available, along with the evaluation procedures, encouraging further
experiments in securing both cloud and embedded systems.

Keywords

functional programming, trusted execution environment, information flow
control, microcontrollers, real time, runtime, functional reactive programming
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Chapter 1

Introduction

The pervasiveness of digital systems has brought immense productivity to
several aspects of modern society. Sectors such as finance, healthcare, telecom-
munications, information technology, retail, and manufacturing are intrinsically
reliant on digital systems to enhance efficiency, data management, communica-
tion, and overall business competitiveness. However, this significant reliance
on digital artifacts opens a lucrative attack surface, exposing society to unpre-
cedented attackers and adversaries.

Consider, for instance, the classic computer Worrrﬂ Stuznet [1]. Stuxnet,
identified in 2010, was crafted to compromise the Siemens Step7 software,
which controls programmable logic controllers (PLCs) in industrial processes. It
exploited at least four zero-day vulnerabilities in Microsoft Windows, including
a remote-shell execution vulnerability (CVE-2010-2568 [2]) and a hard-coded
password backdoor in the Windows driver for the Siemens PLC (CVE-2010-
2772 [3]). The attack vectors enabled Stuxnet to interfere with the real-time
behavior of the PLCs, causing irreparable damage to the entire control system.
Similar attacks, like the Equifax data breach |4] (CVE-2017-5638 [5]), the
WannaCry ransomware attack (CVE-2017-0143 [6]), and numerous others that
are too many to list, demonstrate the prevalence of such incidents.

Aside from the above discussed instances of deliberate cyber-espionage, there
have been cases of genuinely overlooked vulnerabilities in popular software
libraries, such as the Heartbleed vulnerability in the widely popular OpenSSL
project [7]. This flaw, exploiting an wnvalidated buffer over-read, allowed
attackers to retrieve sensitive data, including private keys and user credentials.
Another recent example is the exploitation of a flaw within Java’s Remote
Method Invocation (RMI) functionality in the seemingly innocuous Java logging
library log4j to launch a remote-code-execution attack [§].

A common theme begins to emerge from our discussions above on software
vulnerabilities, illustrating a connection between software security and software
correctness. For instance, both Microsoft and Google assert that 70% of their
reported security bugs are linked with memory safety (9], [10] — a software
correctness condition. Similarly, NASA’s investigation into the 1999 Mars

La software worm, unlike a virus, is capable of self-replication without host intervention
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Climate Orbiter crash revealed that a type-unsafe conversion between English
and metric units in the ground software [11], a software correctness violation,
was one of the root causes behind the incident.

Complicating matters, certain attacks discussed earlier remain difficult to
thwart, even when the programmer ensures memory safety and type safety
throughout the entire program. In instances similar to Stuznet [1], attackers
exploit vulnerabilities in the host operating system and the surrounding infra-
structure to mount their attacks. To differentiate between various classes of
attack vectors, we use the Stuxnet example to categorise two types of digital
systems targeted by attackers:

Cloud Systems: Such systems are commonly represented by powerful ma-
chines that virtualise hardware through hypervisors and containers [12].
Typically resource-rich, these systems can host multi-tenanted, type-safe,
and memory-safe software, while providing basic memory protection
through the underlying hardware’s memory management unit. Attacks
like Stuxnetﬂ tend to exploit the memory and type unsafety of the underly-
ing hypervisor, operating system and its associated drivers, compromising
critical parts of the system. Section [I.2] explains the attacker model and
security of the cloud in further detail.

Embedded Systems: These systems employ hardware deployed in large
volumes, characterized by low power and resource constraints, often
in the form of microcontrollers. The resource constraints dictate the
use of highly memory-efficient and power-efficient software, typically
written in the C and C++ family of programming languages, which
are both memory and type-unsafe. Additionally, microcontrollers lack
memory management units for cost reduction. Exploiting the memory-
unsafety of such systems, the second part of the Stuxnet attack hijacks
the control flow of the embedded-system-software and injects a malicious
state-machine that degrades the real-time behavior of the control system,
causing catastrophic damages. Section [I.3] explains the consequences of
unsafe programming languages in embedded systems in further detail.

The Threat Model

Based on the discussed attacks, we can now craft a threat model that we want
to address in this dissertation. We can divide it into two parts:

e Threat Model 1. For cloud systems, we assume a powerful attacker
that has administrative access to the operating system, hypervisor and
other related system software hosted on a malicious cloud service. The
attacker could be further classified as a passive attacker who can learn
from observing the public channels of interaction of the trusted program
and the active attacker who actively attempts to compromise the trusted
program through various malicious means discussed above.

2The Stuxnet attack was not conducted on a typical public cloud such as Amazon Web
Services but on a private desktop machine infected with a USB.



e Threat Model 2. In embedded systems, the active attacker often
exploits the memory-unsafety of C/C++ to supply malicious inputs
or misuse the calling convention, causing buffer overflow or use-after-
free bugs. These vulnerabilities enables remote code injection, privilege
escalation, denial-of-service attacks, and similar exploits.

Madhavapeddy et al [13] provides a systematic classification of the various
attack vectors exploitable within both of our threat models. In this dissertation,
our aim is to propose a solution based on programming language techniques that
addresses both of the threat models stated above. In particular, we consider
functional programming languages built on the concept of pure mathematical
functions — that do not perform side-effects — as a means of designing more
correct and, consequently, more secure software.

Functional Programming and Correctness

Functional programming focuses on expressing computation as the evaluation
of pure mathematical functions. Pure functional languages, such as Haskell,
emphasise immutability, referential transparency, and the absence of side effects.

These convenient properties have historically cultivated a culture of equa-
tional reasoning [14], even in the presence of a variety of computational effects
[15], giving rise to a category-theory-inspired algebra of programming |16] in
functional languages. Furthermore, theoretical results [17] have justified the
informal style of equational reasoning adopted by Haskell programmers for
reasoning in the presence of non-termination and the undefined L value.

The strong type system of statically-typed functional languages, like Haskell,
not only enables the development of type-safe software but also facilitates the
encoding of lightweight proofs within the type system [18]. Haskell’s type system
is further extended by tools such as LiquidHaskell [19], enabling the encoding
of invariants that generalise Hoare Logic [20]. Additionally, libraries like
QuickCheck [21] allow automated property-based testing of Haskell programs.

The above discussion positions functional languages, such as Haskell, as
ideal tools for designing security-critical and correct software. However, upon
considering Threat Model 1 carefully, we observe that the first class of attacks
on cloud systems arises outside the safety guarantees provided by the software.
Meanwhile, the second class of attacks on embedded systems (Threat Model 2)
exploits the fact that developers often program in a domain where functional
languages (or as such any high-level languages) are uncommon or absent. In
summary, we list the key challenges below:

e Challenge 1 Functional Programming alone cannot guarantee overall
system correctness. For instance, vulnerabilities in the underlying OS or
a foreign public library are not captured in the correctness condition of a
software written in Haskell.

e Challenge 2 Security properties are quite distinct from the category
theoretic properties that functional languages primarily reason about. For
instance, access control properties or data integrity properties.
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e Challenge 3 Functional Programming lacks abstractions for effectively
expressing real-time computations, abundant in embedded systems.

e Challenge 4 Functional Programming naturally evolved for bulk data-
transformation computations, not 1/0-heavy reactive embedded systems.

This dissertation addresses the first two challenges arising from Threat Model
1 by proposing a domain-specific language that combines specialised hardware
security extensions with language-based security [22] to provide more concrete
security guarantees to the programmer. To tackle the final two challenges
arising from Threat Model 2, we introduce a set of new functional programming
abstractions and a specialised functional language runtime, designed specifically
for embedded systems.

1.1 The Thesis

Having discussed the challenges arising from the threat models attempting to
compromise the safety and security of both cloud and embedded systems, we
now present the thesis underlying this dissertation.

THESIS STATEMENT

Functional Programming abstractions, in conjunction with modern
hardware security extensions and language-based information flow
control mechanisms, present a viable path to isolate sensitive code
and data in the presence of powerful adversarial attacks in a cloud
system. FExtending these functional programming abstractions with
structured concurrency and temporal programming primitives further
provides high-level, declarative and memory-safe abstractions for
embedded systems, thereby establishing a foundation for building
safer and more secure digital systems overall.

The rest of this dissertation is aimed at supporting our thesis statement.
In the following sections, we will first provide the necessary background on the
safety and security of cloud and embedded systems, essential for presenting
our contributions. Followed by that, we provide the summary of four of
our publications that support the hypothesis of functional programming as a
foundation for building safer and secure system. Figure [I.1] shows the outline
of this dissertation and how they tackle parts of our general threat model.

We conclude this section with definitions of useful terms that have been
and will continue to be used throughout the dissertation.

Some useful definitions

Safety. Safety is the absence of undesirable states, ensuring a system remains
within defined permissible states with no violation of critical properties during
execution. Examples include memory safety, type safety and thread safety.
Security policies are often stated as safety properties [23], [24].
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Figure 1.1: Outline of the dissertation

Correctness. The correctness of a system is defined by its precise adherence
to formal specifications. Often, the formal specification takes the form of a
collection of safety properties. However, the specification is not limited to
safety; it may also include other properties like liveness and fairness.
Trustworthy. A system which is provably or demonstrably correct (i.e. it
meets its specification) will be trustworthy — at least within the parameters
of its specification.

Trusted. An entity can be trusted if it always behaves in the expected manner
for the intended purpose . The expected behaviour is often closely tied to
the correctness criterion of the system.

Secure. The Bell-LaPadula model defines security in the form of a
state-machine model for enforcing access control. A system state is defined
to be secure if the only permitted access modes of subjects to objects are in
accordance with a specific security policy.

1.2 Security in the Cloud

Starting from the early 2000s, the world has seen a massive shift in large-scale
IT operations from bare-metal servers and private digital infrastructure to
shared, on-demand, pay-per-use public digital services owned by tech giants
such as Amazon , Microsoft , and Google . This trend, known
as Cloud Computing, heavily relies on resource pooling and virtualisation to
achieve economies of scale that drive overall deployment costs on a cloud much
lower than maintaining a private digital infrastructure for an organization [30].

The role of virtualisation in the cloud has been achieved through traditional
isolation technologies such as hypervisors and operating systems, commonly
implemented in memory-unsafe languages. This provides attackers with a fairly
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large and unsafe trusted code base that can be subjected to various types of
sophisticated attacks f.

Concerned by the alarming trend of low-level attacks against hypervisors
and operating systems, hardware vendors such as Intel, ARM, and AMD have
embraced an emerging security paradigm known as Confidential Computing
. At its core, confidential computing aims to secure what is known as
data in use. Data in use refers to in-memory data on a physical machine,
distributed across DRAM, cache lines, page tables, and other CPU registers.
While encryption has been fairly successful in protecting secrets for data at
rest (such as databases and file systems) as well as data in transit (such as
networks using TLS), the need for efficiency and performance has prevented
encryption from effectively protecting data in use.

To protect data in use, hardware vendors introduced the concept of a
Trusted Execution Environment (TEE), providing hardware-enforced isolation
for in-memory data. A TEE unit essentially offers a disjoint region of code
and data memory, enabling the isolation of a program’s execution and state
from the underlying operating system, hypervisor, I/O peripherals, BIOS, and
other firmware. Some of the most popular Trusted Execution Environment
implementations from leading hardware vendors include Intel Software Guard
Extensions (SGX) [38], ARM TrustZone [39], AMD Secure Encrypted Virtual-
ization (SEV) [40], and Intel Trust Domain Extensions (TDX) [41]. Fig.
illustrates a comparison of the attack surface for an application running on the
cloud without and with a TEE unit engaged.

Attack Surface Without Enclaves  Attack Surface With Enclaves

(==

App App | iApp

1
1
-

Hardware Hardware

Attack Surface

Figure 1.2: The software attack surface (trusted code base) without and with
a TEE unit; Image source: Intel.

In Figure on the right, observe that the OS and the hypervisor (also
known as a virtual machine monitor or VMM) are outside the attack surface
of the application stack. The hardware-protected region of code and data
memory has been variously referred to as an enclave, realm, or isolate. This
enclave is provided with strong guarantees of confidentiality and integrity by
the underlying hardware.

The actual hardware implementation for providing said guarantees varies
widely between different hardware vendors. For instance, Intel SGX implements
the enclave within the virtual memory and employs encryption when the data
moves to the shared cache. In contrast, ARM TrustZone provides a physically
disjoint memory segment with separate memory buses.
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Another key aspect of confidential computing is the presence of a hardware
root of trust and a supported remote attestation protocol. The attestation
process usually employs a cryptographic hash of the enclave code and data to
produce a measurement, which can be used by a communicating third party to
verify both the code integrity and data integrity of the enclave.

This combination of hardware-enforced memory isolation and the remote
attestation mechanism enables programmers to deploy security-critical software
on a public, co-tenanted cloud without having to trust the virtualisation
infrastructure of the cloud provider. However, an Achilles’ heel in the large-
scale adoption of confidential computing has been the low-level and awkward
programming models offered by various hardware vendors [42].

From a broad perspective, the programming model demands intricate
program partitioning that is complex and error-prone and relies on complicated
vendor-specific toolchains. Adding to the woes, the majority of language support
for programming TEEs is using the C/C++ language family, reintroducing the
wide class of memory-unsafety-related vulnerabilities [43] that we have discussed
earlier. Also, the strong confidentiality and integrity guarantee of an enclave
does not extend to the inclusion of public libraries, such as cryptographic
libraries, which can result in leaking user secrets [22].

Opportunity. This opens up an opportunity for us to employ memory-safe
functional programming abstractions to (1) implement program partitioning
and (2) enforce language-based information flow control mechanisms [22] for
protecting the confidentiality and integrity of security-critical software.

Before presenting our approach to capitalise on this opportunity, we will
now switch gears to discuss the second type of systems mentioned earlier —
embedded systems. We will provide a brief background on them and then
outline our contributions.

1.3 Safety in Embedded Systems

An embedded system, unlike traditional disciplines of batch computing and
data processing, is typically embedded within a larger system that involves
interactions with the physical environment. Henzinger and Sifakis [44] defines
an embedded system as “an engineering artifact involving computation that
18 subject to physical constraints. The physical constraints arise through two
kinds of interactions of computational processes with the physical world: (1)
reaction to a physical environment, and (2) execution on a physical platform.”

The first category of interactions gives rise to behavioural requirements on
an embedded system application such as deadline, throughput, response time,
etc., that can have a tangible impact on the physical environment. The physical
interaction component demands that an embedded application be reactive to
any stimulus provided by its environment.

On the other hand, the second category results in more implementation-
specific requirements such as limited power usage, memory usage, etc. These
constraints dictate the economics of embedded systems, which are deployed in
large numbers in most applications areas (like sensor networks and cars) and
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require application development platforms that prioritise resource sensitivity
over high performance.

Consider a typical embedded systems application area like wireless sensor
networks (WSNs) [45], where the number of deployed devices ranges from
hundreds to thousands. Such large deployments are made cost-effective by
reducing the price of an individual unit to be in the range of 10 to 100 dollars.

The cost of these devices is cut down by manufacturing them to be heavily
resource-constrained. Such devices, often microcontrollers, have a small die
area with simple circuitry, missing components like on-chip cache, transistors
for superscalar execution, etc. As a result, these devices are power efficient and
require little cooling. They frequently use ARM-based microcontrollers, also
with constrained memory and clock speed.

Given this inclination toward resource efficiency, the embedded systems
industry primarily conducts software development in the C/C++ family of
programming languages. Figure [1.3]show the results of a 2019 survey of the
embedded systems market conducted by EE Times . The survey gathered
responses from 958 participants across various sectors of the embedded systems
industry, allowing for multiple responses regarding the developers’ primarily
used programming language.

o I ¢
56%

:

.. I 5

22%
o
Python - 6%
3%
o
Assembly language -IM’
4%
B2
2%

I 1%
2%

Java
MATLAB

0,
LabVIEW . =

2% m 2019

JavaScript Ill"f/ 2017
b
1%

C#
2%

Figure 1.3: EETimes 2019 Embedded Systems Markets Study

Figure [I.3] clearly shows the dominance of the C programming language
in the embedded systems industry. The second-most popular language, C++,
often uses a highly specialised subset of modern C++ standards. These
subsets exclude several high-level features of C4++ and constrain the language,
effectively making it behave more like C.

The omnipresence of C can be partially attributed to microcontroller vendors
exclusively supporting C compiler toolchains . Today, any new microcon-
troller entering the market is expected to inherently support the popular ARM
GNU toolchain or another vendor-specific C toolchain. One of the key benefits
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of C is that it is considered as a sufficiently low-level language that can enable
the programmer to write resource-conscious programs. Restricted subsets of C,
such as MISRA C [48], allow writing deterministic programs with statically
predictable object lifetimes.

However, this perceived strength of C as a low-level systems language
becomes a security disadvantage for the system. Examining the memory-
unsafety of C, MITRE analysed the list of known exploited vulnerabilities from
the American Cybersecurity and Infrastructure Agency [49]. Their findings
indicate that the top three culprits—use-after-free, heap-based buffer overflow,
and out-of-bound writes—all stem from memory unsafety.

Although the adoption of C is driven by resource efficiency, Henzinger
and Sifakis’ definition [44] highlights an unaddressed component in embedded
systems — reaction to the physical environment or reactivity. Operationally,
reactive applications are I/O-intensive due to their continual interactions with
the external environment. Additionally, the external environment can supply a
variety of stimuli, best handled by breaking down an application into several
concurrent stimulus handlers.

A third property that arises as a result of interaction with the external
world is the notion of being timing-aware. Responses to certain specific types
of stimuli often require reactions within a given deadline and at a periodic
rate. Thus, we can assemble three important operational properties of reactive
systems, which are embodied in embedded systems applications, as follows:

1. I/O-intensive
2. Concurrent

3. Timing-aware

The C programming language is not a concurrent language. There are some
ad-hoc libraries, such as Protothreads [50], to mimic concurrent behavior, but
the intrinsic language semantics are not concurrent. Moreover, in the presence
of callback-based I/O driver APIs for embedded systems, C programs start
suffering from a programming anti-pattern known as callback hell [51]. Also, in
terms of real-time behaviors, C is deficient and often resorts to vendor-specific,
bespoke real-time extensions to the original language [52].

There is a clear gap for a high-level, memory-safe, and type-safe language
for embedded systems that embodies the discussed reactive properties while
efficiently running programs in a resource-sensitive manner. To design such
systems, we need a fundamentally concurrent language that allows structuring
callback-based, low-level APIs into programs with a natural control-flow while
respecting the physical timing requirements.

For certain application areas, such as soft real-time applications, if pro-
grammers are willing to adopt automatic memory management schemes, a
trade-off emerges: memory-safe programs that occasionally miss application
deadlines versus memory-unsafe programs susceptible to the wide class of
memory-unsafety-based attacks [49] but with tighter timing performance. In
this dissertation, we opt for the former, which gives rise to an opportunity.
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Opportunity. This opens up our second opportunity to employ memory-
safe functional programming abstractions and extend them with structured (1)
concurrency, (2) I/0, and (3) temporal programming primitives for safer em-
bedded systems programming.

Recapitulating, in this dissertation, we are considering two classes of systems
— cloud systems and embedded systems. After discussing the challenges to
the safety and security of both classes of systems, we have now identified
two opportunities for contributions aimed at supporting our thesis of using
functional programming abstractions as a foundation for safe and secure systems.
In the remainder of this chapter, we will provide a high-level summary of our
four papers and highlight their main contributions that support our thesis
statement. Papers I and II introduce two successive versions of a domain-
specific language embedded in Haskell for programming Trusted Execution
Environments in cloud systems. Papers III and IV present the design and
implementation of specialised functional programming languages and runtimes
targeted towards embedded systems. Note that the contributions in Papers III
and TV have also been discussed in our licentiate thesis [53].

1.4 Papers I and II: HasTEE and HasTEE™

Paper 1

Paper I presents HasTEE [54], a domain-specific language (DSL), designed for
programming Trusted Execution Environments (TEEs) such as Intel SGX.

One of the challenges that arises when running high-level, memory-safe, and
type-safe languages on a TEE like Intel SGX is the use of a restricted C standard
library implementation provided by the vendor, such as tlibc [55]. Libraries
like tlibc are not POSIX-compliant and severely restrict memory mapping,
threading, timing, and various other APIs used for interacting with the OS
and hardware. This significantly impacts the porting of standard programming
language runtimes that heavily rely on POSIX compliance, especially for high-
level features such as efficient and automatic memory management.

Trusted Runtime. A crucial contribution of HasTEE was enabling the
Glasgow Haskell Compiler (GHC) Runtime [56] to operate on Intel SGX
hardware. This enables the execution of a language with a strong type system
and automatic memory management on a TEE, which inherently offers stronger
correctness guarantees than programming TEEs in the C family of languages.
The implementation details are discussed in Chapter

Another key challenge in TEE programming is the cumbersome multi-
project programming model that necessitates partitioning the entire program
and its state into two projects — a smaller trusted project for the enclave
and the remaining untrusted project responsible for communication with the
trusted counterpart. Every hardware vendor provides its own toolchain for
accomplishing this program partitioning, and the result is often error-prone,
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requiring adherence to complex data-copying protocols for communication
between the two projects.

In addressing this challenge, our solution is creating a fairly general pro-
gramming interface for HasTEE. This interface is designed to capture the
lifting of a polymorphic Haskell function into an enclave and allowing function
application within the enclave. It also features mutable references to model
state. Figure [[.4] show the core HasTEE API.

-- mutable references for modeling state
liftNewRef :: a — App (Enclave (Ref a))
readRef :: Ref a — Enclave a
writeRef :: Ref a — a — Enclave ()

-- get a reference to call a function inside the enclave
inEnclave :: Securable a = a — App (Secure a)

-— runs the Client monad
runClient :: Client () — App Done

-- used for function application on the enclave
gateway :: Binary a = Secure (Enclave a) — Client a
(<@>) :: Binary a = Secure (a — b) — a — Secure b

-- call this from “main” to run the App monad
runApp :: App a — I0 a

Figure 1.4: The core HasTEE API

Program partitioning through a “poor man’s module system”.
Our program partitioning is accomplished by treating the API shown in Fig.
as analogous to a module signature in the ML family of languages. There
are two implementations for the corresponding signature: one for the program
running on the enclave (captured as the Enclave monad) and the second for the
program communicating with the enclave (the Client monad). Internally, a
dispatch table is constructed within our DSL, mapping a function call from the
untrusted side of the program to a function application inside the enclave. The
detailed meaning and implementation of the API are provided in Chapter

Note that our implementation, inspired from Haste, is quite lightweight
and does not require any advanced type-level or language-level features of
Haskell. The main objective of the API is to facilitate sound program par-
titioning rather than introducing a module system, similar to those already
existing in Haskell , .

Information Flow Control. The HasTEE API also incorporates a prag-
matic implementation of information flow control , where all computations
carried out in the enclave are considered highly confidential. Enforcing gen-
eralised non-interference on such a model would disallow any form of
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communication with the enclave, as all computed results would also be confid-
ential. We relax this constraint and allow data to flow out of the enclave, but
through a very restricted API — namely, the function gateway (Fig. [1.4). There
are a number of other guardrails provided to prevent accidental information
leak such as the RestrictedIO monad and Binary typeclass constraint on
data flowing across the enclave. The details can be found in Chapter

Evaluations. Our evaluations were conducted through three sample ap-
plications. One of them — a case study on Federated Learning — involves
the use of TEEs and homomorphic encryption to emulate a zero-trust data
analytics setup. Our preliminary results show acceptable memory overheads
but suffer from high latency and low throughput in communication with the
enclave. The performance impact is attributed to our implementation strategy,
wherein we utilise two GHC runtimes to facilitate communication between the
client and the enclave, a topic discussed in further detail in Chapter [5

One of the missing features in HasTEE is the absence of any integration
with the remote attestation protocols supported by various TEEs. In our
follow-up Paper II, we improve upon HasTEE by adopting an alternate threat
model and addressing its other shortcomings.

Paper 11

Paper 1I presents HasTEE™ , a DSL that builds on top of HasTEE while
adopting a different threat model. Figure contrasts the two threat models.

O o

Malicious Machine

@

Malicious

O Cloud

Figure 1.5: The HasTEE threat model on the left and the HasTEE™ threat
model on the right (not limited to four clients)

In Fig. [I.5] on the left, we observe that HasTEE’s threat model closely
aligns with a typical TEE threat model. In this scenario, there is a single
malicious machine, and an attacker with administrative access on the hypervisor,
operating systems, and all other system software attempts to compromise the
enclave, which is trusted. The red arrows indicate the input/output boundary,
which is often maliciously exploited to craft spurious inputs that can compromise
the enclave integrity .

In HasTEE™, we extend the above threat model to represent multiple
clients (Fig. right). The program partitioning technique from HasTEE is
generalised to allow a single program to represent multiple clients and an enclave.
HasTEE™ then employs multiple compilations to split the same program into
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several clients and one enclave program. The details of the implementation are
found in Chapter [6}

Tierless DSL. This approach of using a single program to express the
interactions of several clients and servers is known as tierless programming [67].
The automation of program partitioning in Haskell makes the entire process
type-safe by capturing the types of all participants within Haskell’s type system.
This automation helps eliminate bugs that may arise from manual program
partitioning and the adherence to complex data copying protocols.

Furthermore, this enables a transition from the HasTEE model, which
uses the DSL as an SDK, to a model where separate trusted client and server
programs are generated. Subsequently, the entire server program could be
hosted within a TEE, aligning with the programming model of newer Intel
TDX machines [41]. Further details can be found in Chapter [6]

Integrity with Remote Attestation. One of the key contributions of
HasTEET is the integration of a remote attestation infrastructure for verifying
the enclave integrity. In Fig. [I.5] the arrows at the communication boundary
are marked in green, as HasTEE™ uses Intel’s RA-TLS infrastructure [68]
to establish a secure communication channel with the enclave. Furthermore,
HasTEE™’s design frees programmers from writing any form of cross-cutting
code related to attestation protocols, which is very common in C/C++-based
projects. HasTEE™ also incorporates a digital signature-based scheme to
verify client integrity, ensuring secure data inflow and outflow. The details are
presented in Chapter [6]

Information Flow Control. HasTEE™, as an improvement over HasTEE,
integrates a sound and complete dynamic information flow control (IFC) mech-
anism inspired by the Labeled I0 (LIO) monad [69]. HasTEE" introduces
labeled values inside the enclave, enabling the mixing of both public and con-
fidential data within the enclave. The basic IFC primitives include tainting,
labeling, and unlabeling the data. Unlabeling data results in tainting the com-
putational context, which constrains all other contexts in which the data can
move while respecting generalised non-interference [62].

The labeling model adopted in HasTEE™ is Disjunction Category labels
[70], which itself is based on the well-known Myers-Liskov labeling model [71].
Our implementation additionally provides the client application with labeling
and unlabeling primitives, as they are trusted. Declassification [72] is permitted
using privileges, which resemble the concept of capabilities [73]. Further details
are explained in Chapter [6]

A Confidential Data Sharing Pattern. The final contribution of
HasTEET is a data sharing design pattern that uses a combination of priv-
ileges or capabilities with standard public-key cryptography, enabling mutually
distrusting parties to conduct data analytics.

Evaluations. For evaluations, the data sharing pattern discussed above is
employed to model a data clean room [74]. We present microbenchmarks for
measuring the performance overheads on the data clean room arising from the
dynamic IFC mechanism, remote attestation, and client-integrity checks. The
results indicate that the overheads are in the order of hundreds of milliseconds,
which we suggest as acceptable overheads for security-critical software.
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Multiple Enclaves. While the HasTEET DSL accounts for multiple
clients and a single enclave, it seems that there is a missing notion for multiple
enclaves. Multiple enclaves typically refer to multiple sets of encrypted memory
pages hosted in either (1) the same virtual address space, (2) different virtual
address spaces, or (3) different physical address spaces.

Scenario (1) can be naturally expressed in HasTEE™ using a combination of
the fork0S and runInBoundThread functions from GHC’s Control.Concurrent
library [75]. Regarding scenarios (2) and (3), we deliberately decided against
representing disjoint address spaces as distinct types in our DSL. This is because
those scenarios are simply considered a special case of the standard client-server
interaction already expressible in HasTEE™T.

The Question of Side channels. While HasTEET presents itself as
a viable solution for constructing secure software on the cloud, employing a
combination of strongly-typed functional programming, Trusted Execution
Environments, and language-based information flow control, a rising concern
is the exploitation of side channels in hardware [76], [77]. In the work on
HasTEET and HasTEE, side channels were considered out of scope, as we
focused on mitigating much easier-to-exploit software vulnerabilities compared
to hardware side-channel attacks, which often require physical access to the
hardware. Nevertheless, given the discovery of attacks like the £PIC Leak 78],
which do not rely on noisy side-channels, we recognise the significant challenge
of addressing side channels. Accordingly, we discuss possible future work on
extending HasTEE™ to counter such attacks in Chapter

1.5 Paper I1I: Synchron

Paper III presents Synchron [79], a functional language runtime, and corres-
ponding programming interface targeted towards embedded systems. Synchron
is a specialised runtime API designed for expressing (i) I/O-bound, (ii) con-
current and (iii) timing-aware programs. The architecture of Synchron
consists of three parts -

e Runtime - The principal component of Synchron is a specialised runtime
consisting of nine built-in operations and a scheduler. The runtime
allows the creation of concurrent user-level processes (green threads)
and provides operators for declaratively expressing interactions between
the software processes and hardware interrupts. The power-efficient
scheduling of the processes is managed by the Synchron scheduler.

e Low-level Bridge - The Synchron runtime interacts with the various
hardware drivers through a low-level bridge interface. The interface is
general enough such that it can be implemented by both synchronous
drivers (like LED) as well as asynchronous drivers (like UART).

e Underlying OS - The Synchron runtime is run atop an underlying RTOS
such as ZephyrOS or ChibiOS. The OS supplies the actual hardware
drivers that implement the low-level bridge interface described above.
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We have designed our runtime interfaces in a modular fashion such that
other operating systems, such as FreeRTOS, can be easily plugged in.

Our implementation of Synchron is in the form of a bytecode-interpreted
virtual machine called the SynchronVM. The execution engine of SynchronVM
is based on the Categorical Abstract Machine [80] (of Caml [81]), which supports
the cheap creation of closures to support functional programming languages.
Fig. below provides a graphical description of the architecture of Synchron.

SynchronVM Processi Process2 Process3 Process4
processes
C99 SynchronVM Runtime System o e e e S e S S S S S S S SRS eSS |
Low-level Bridge |
OS/HAL Wall-clock time subsystem Drivers
dependent
Zephyr/ChibiOs

Figure 1.6: Architecture of Synchron

The Synchron API

The core API of Synchron consists of nine functions, which can be embedded
within a standard call-by-value functional language. In Fig. [I.7] we present the
complete API using the syntax of a call-by-value functional language, serving
as the frontend for programming with Synchron. Syntactically, the language
resembles Haskell but is semantically closer to Caml [81]. We emphasise that
we use the type signature for the ease of exposition; however, the underlying
virtual machine is untyped.

spawn : (OO — ()) — Threadld

channel : () — Channel a

send : Channel a — a

recv : Channel a — Event a

choose : Event a — Event a — Event a

wrap : Event a — (a — b) — Event b

sync : Event a — a

syncT : Time — Time — Event a — a

spawnExternal : Channel a — Driver — ExternalThreadld

Figure 1.7: The complete Synchron API

Concurrency. The Synchron API is built on Concurrent ML (CML) [82], a
synchronous message-passing—based concurrency model. CML’s key distinction
from predecessors like Hoare’s communicating sequential processes [83] is the
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separation between the intent and act of communication. This separation is
captured by first-class values called Events.

An event is an abstraction to represent deferred communication. In contrast
with a rudimentary protocol involving single message sends and receives, the
CML combinators such as wrap and choose can compose elaborate communic-
ation protocols involving multiple sends and receives.

Timing. Synchron’s extension of the CML API to include the notion of
timing is from the function syncT (Fig. [1.7). The syncT operation allows a
programmer to specify the exact timing window at which an event synchron-
isation should happen. The first argument to syncT represents the baseline of
the operation, while the second argument is the deadline. The syncT operator
provides an opportunity to dynamically prioritise concurrent timed processes
instead of static-priority APIs provided by typical RTOSes.

I/0. To unify the notions of I/O and concurrency, Synchron introduces the
spawnExternal operator. The spawnExternal operator models the external
hardware drivers as processes themselves. Modelling the drivers as processes
allow programmers to apply the entire message-passing API to low-level drivers
interactions such as interrupt-handling. The serialisation and deserialisation
between software messages and hardware interrupts are handled by the runtime.

The design and implementation of SynchronVM are detailed in Chapter [7}
Note that we previously introduced a subset of the API, focusing on concurrency
and I/O aspects, elsewhere [84]. However, Chapter [7| provides a comprehensive
explanation of the complete API.

Evaluations. Our evaluations were carried out on the NRF52840DK [85]
and the STM32F4 Discovery [86] microcontroller boards with the help of a mu-
sical application, which involves some soft real-time components. Other micro-
benchmarks were carried out on response times, memory usage, interpreter-
overhead, and power consumption.

Our preliminary results are encouraging and show that in terms of power
usage, a program running on SynchronVM has the same amount of momentary
power consumption as a C program written using callback registration. Indeed,
when considering integrated power usage over time, a C program tends to be
more power-efficient. However, the trade-off of programming with high-level
abstractions is an attractive proposition.

In terms of memory usage, a SynchronVM program occupies tens to hun-
dreds of kilobytes, which is beneficial for memory constrained microcontrollers.
The response times of our benchmarks are typically 2-3x times longer than the
C equivalents. A point to be noted here is that our execution engine is based
on the categorical abstract machine, which is known to be four times slower,
on average, than the Zinc abstract machine [87] (that underlies OCaml [88]).

For memory management, we use a stop-the-world, non-moving, mark-and-
sweep garbage collector that employs pointer-reversal-based marking, suitable
for memory-constrained embedded systems. Additionally, we employ an ag-
gressive peephole optimization that attempts to reduce the size of the code to
fit in the flash memory of microcontrollers.

A natural extension of this work would be to embed a HasTEE*-style
DSL in Synchron’s frontend functional language and use ARM TrustZone’s
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extensions for microcontrollers [89]. This is considered as potential future work.
Additionally, in Chapter [3] we discuss our future plans to port SynchronVM to
experimental memory-tagging architectures, such as CHERI [90].

1.6 Paper I1V: Hailstorm

Paper IV introduces Hailstorm, a functional reactive programming language
designed for embedded systems [91]. Chronologically, Hailstorm is the first
published paper in this dissertation, preceding the work on SynchronVM.
Hailstorm primarily aims to tackle the challenge of designing a programming
language for I/O-intensive embedded systems applications. In a pure functional
language like Haskell, these applications would reduce to a giant I/O monad
capturing all external interactions.

One alternate approach to expressing such applications is Functional React-
ive Programming (FRP) [92]; however, in practice, if embedde(ﬂ in a language
like Haskell, such applications would inevitably interact with the external world
through monadic I/O. The problem is also alluded to by Conal Elliott, the
inventor of FRP, in a blog post [93]:

...imperative computation still plays a significant role in most
Haskell programs. Although monadic 10 is wily enough to keep
a good chunk of purity in our model, Haskell programmers still use
the imperative model as well and therefore have to cope with the
same fundamental difficulties that Backus told us about. In a sense,
we’re essentially still programming in Fortran,...

Hailstorm’s key contribution is introducing a purely functional programming
language that incorporates side effects without relying on monads. Instead, it
opts to integrate FRP into the core I/O semantics of the language. It uses the
Arrowized FRP [94] formulation of FRP. The most central type in the language
is that of a signal function, SF' a b, where a and b denote polymorphic type
variables. Signal functions are representations of a dataflow from type a to b.

We further extended this representation with the concept of a resource type
[95]. A resource type is type-level label that can be used to uniquely identify
various external resources. The new type of a signal function becomes SF r a b,
where r denote a polymorphic resource label. For instance, two sensors that
can supply an Int and Float value type respectively, will have the following
types in Hailstorm -

resource S1
resource S2

sensorl :: SF S1 () Int
sensor2 :: SF S2 () Float

3refers to the embedding of a language, not to be confused with embedded systems
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The unit type - () - above indicates that the sensor interacts with the
external world. Hailstorm provides a family of combinators (Fig. [1.8]) to
declaratively compose the data flowing through the various signal functions.

mapSignal# : (a — b) — SF Empty a b

(>>>) : SFrpab —SFrgbc — SF (rqUry) ac

(&&&) : SF r1 ab — SF rp ac — SF (ryUry) a (b, c)
(x*x) : SFry ab — SFro cd — SF (ryUry) (a, c) (b, d)

Figure 1.8: The key Hailstorm operators

The technical details about the type-level union and its semantics are
described in the Chapter As discussed earlier, FRP models are often
embedded within a host language, making any form of interaction with the
external world syntactically awkward. The introduction of resource types is
done to resolve this issue, and we detail, using examples, in Chapter [§] on how
a resource label can allow the correct composition of signal functions.

Evaluations. The Hailstorm language has an LLVM and an Erlang backend.
The Erlang backend, in particular, was used to prototype experiments on the
GRIiSP microcontroller boards. The evaluations consisted of writing very small
prototype applications in Hailstorm like a watchdog process, a simplified traffic
light system and a railway level-crossing simulator.

We also carried out micro-benchmarks on the memory consumption and
response time of the programs. The memory footprint of the Hailstorm pro-
grams was in the order of 2-3 MB, owing to the size of the Erlang runtime.
The response time of the programs was in the range of 100-150 microseconds.

As the work on Hailstorm preceded Synchron [79], the paper uses an Erlang-
based runtime. Nevertheless, the language is more naturally suited for hosting
on a memory-efficient, embedded systems runtime such as Synchron.

1.7 Discussion

Revisiting our thesis statement, our goal was to use a functional programming
foundation to build safer and secure digital systems. We distinguish between
two classes of digital systems: cloud and embedded systems. Built upon
functional programming abstractions, we employ hardware security extensions
and language-based security techniques to secure the cloud. Simultaneously,
we propose concurrency, I/O, and timing primitives to enhance the safety of
embedded systems. Figure visually illustrates how the contributions from
these four papers come together to construct a secure software system.

In Fig. [[.9] the embedded systems component benefits from the declarative,
memory-safe, and type-safe features of Hailstorm and Synchron. At the same
time, the cloud-based software can be hosted on a potentially malicious cloud,
with security guarantees ensured by HasTEE™. Furthermore, the integration
of our remote attestation framework with the communication protocol (TLS)
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Hailstorm

Synchron

Malicious Cloud

Figure 1.9: A secure digital system using HasTEE™, Synchron and Hailstorm

ensures that we can establish secure communication channels, guaranteeing the
integrity of both the client and server. In the following chapter, we offer our
reflections on the role of Functional Programming in this dissertation and in
the construction of secure systems in general.
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Chapter 2

Reflections

This dissertation is a compilation of four papers in which we use functional
programming abstractions to address a variety of problems. Reflecting on some
of the more important challenges:

1. Both HasTEE [54] and HasTEE™ [65] have to deal with the problem of
program partitioning for security.

2. Both libraries, HasTEE™ in particular, needs to enforce forms of Inform-
ation Flow Control (IFC) mechanisms.

3. To provide a highly automated and type-safe programming model for
TEEs, HasTEE™ had to implement a multi-tier programming model,
which we call tierless programming.

4. To address the inherent concurrency of microcontrollers, both Synchron
[79] and Hailstorm [91] need to implement structured concurrency prim-
itives. Structured concurrency [|96], a general ternﬂ for concurrency
primitives ensuring well-defined scope and structured lifetime for con-
current tasks, is implemented by the green threads in Synchron and
implicitly integrated into Hailstorm’s FRP primitives.

5. Synchron has to implement temporal programming primitives to express
timing-aware computations.

6. Finally, Hailstorm needs to perform resource tracking to express compos-
able I/O operations among various sensors within the FRP paradigm.

To address the above challenges, we employ various techniques and abstrac-
tions from what we refer to as the Functional Programming Toolkit.

Lcoined by Martin Sustrik, the author of the popular ZeroMQ library [97]

23
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2.1 The Functional Programming Toolkit

The Functional Programming Toolkit is a metaphorical “toolkit” that offers
a wide array of techniques and abstractions from a functional programming
language, which we have employed for solving problems during various stages
of writing this dissertation. Figure [2.1| visually illustrates the above discussed
challenges (highlighted in blue) and showcases some of the tools (highlighted
in green) from the toolkit that we employed to address these diverse problems.

* Typeclasses

Type-level
Programming

Higher-Order
Functions

Purity (No
side-effects)

Functional Reactive
Programming

Higher-Order
Concurrency

Figure 2.1: Some essential tools (green) from the Functional Programming
Toolkit employed in this thesis and their corresponding applications (blue).

Monads. The notion of a monadic structure is employed to enforce in-
formation flow control. The return :: a -> m a operator can be considered
as tainting a value, and the underlying monadic computation then tracks the
information flow within the specified monad (Chapter [6]).

For tierless programming, a monadic computation tracks the correct client
and server, dispatching the desired computation accordingly (Chapter@

For program partitioning, the entire API is expressed as a combination of
three monads, where the monadic type marks the location where the computa-
tion is executed (Chapters [5 and [6)).

Typeclasses. Typeclasses are used to emulate remote procedure calls and
variadic functions for a partitioned program in Chapter [} They are extensively
used in implementing disjunction category labels for IFC in Chapter |§| .

Purity. Purity is an important concept in IFC, where a pure function can
be considered confined by default . Consequently, HasTEE™ relies on the
purity of Haskell functions to enforce non-interference.

Higher-Order Concurrency. Originally proposed by John Reppy ,
higher-order concurrency naturally integrates with functional languages to
represent structured concurrency primitives. Our extensions in Synchron
additionally allow expressing temporal programming operations in this model.
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Functional Reactive Programming (FRP). FRP, in combination with
resource-types [95] enable resource tracking in Hailstorm (Chapter [g)).

Higher-Order Functions. Higher-Order Functions are pervasive through-
out every aspect of this dissertation, with applications too numerous to enu-
merate. For instance, the program partitioning and tierless programming
mechanisms in both HasTEE and HasTEE™ rely on higher-order functions to
lift them to the enclave and generate the internal dispatch table identifying
the location of each function.

Type-level Programming. We deliberately use a limited amount of
type-level programming, as it can often impact the type-inference capabilities
of Hindley-Milner-style type systems [99]. In HasTEE™, type-level strings are
used for distinguishing between various client and servers. Also in Hailstorm,
a resource type serves as an example of very simple set-theoretic operations
implemented at the type-level for resource tracking.

2.2 Practicality

Reflecting on the practicality of our contributions, the HasTEET DSL (along
with its predecessor HasTEE) is implemented as a Haskell library. Along with
the DSL, even the Information Flow Control aspect of HasTEE™ is part of the
same Haskell library.

The advantage of adopting this library-based approach is that programmers
can readily access a simple and secure DSL for specialised hardware without
relying on dedicated languages such as GoTEE [100] for TEE programming or
Jif |101] and Flow Caml [102] for information flow control. Furthermore, the
entire Haskell ecosystem is available to the programmer, as a HasTEE™ program
is simply a Haskell program, without any specialised language extension.

In the chronological order of publication, our earlier works on Hailstorm and
Synchron represent more ground-up redesigns, which we consider essential given
the propensity for memory-safety and type-safety vulnerabilities associated
with C in embedded systems. Since the publication of Synchron [79], we
have incorporated a foreign-function interface in Synchron to interact with
C/C++ libraries, thereby opening the door to the broader embedded systems
ecosystem. However, the memory and type safety guarantees do not extend
to the C/C++ libraries. One possible approach to address this limitation is
software compartmentalization, a topic we discuss as future work in Chapter [3|

2.3 Reasoning with Functional Programming

One of the benefits of functional programming is that it allows equational
reasoning even in the presence of side effects [15]. As the HasTEE™ library
implements enclave computation within a monad, the well-known left-identity,
right-identity, and associativity monad laws [103] apply to the Enclave monad.

Regarding security properties, the Information Flow Control component
of HasTEE™ is based on the Labeled IO monad, for which Stefan et al. have
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already proven non-interference and containment (asserting that certain pieces
of code cannot manipulate or have access to specific data) [69].

Reasoning becomes more challenging with Synchron as it is implemented
as an impure virtual machine rather than a pure programming language.
Nevertheless, the underlying API is an extension of Hoare’s Communicating
Sequential Processes [83], which has a substantial body of work dedicated to
developing a mathematical theory [104].

Hailstorm, on the other hand, is a pure functional programming language
based on Arrowized FRP formulation. Consequently, when equationally reas-
oning with Hailstorm, one can apply the standard monad laws as well as the
additional Kleisli arrow laws [105].

What about Formal Verification? Given our aim to provide strong
system security guarantees, the question naturally arises: Is it feasible to
formally verify our assurances? Considering type safety, a sound [106] and
complete [107] Hindley-Milner type system is able to guarantee the type safety
of a program. In terms of memory safety, the memory management in our
contributions is automatic, ensuring memory-safety by default.

The security properties requiring formal verification include non-interference
[62]. The non-interference property of security monads and their corresponding
Haskell libraries has been mechanically verified |108].

Such formal proofs often involve mechanising a core calculus and proving
non-interference in the somewhat idealised core language. If mechanising the
proof for a significantly larger, practical language were to be undertaken, it
would require mechanised semantics for the entire language. However, with
the exception of Standard ML [109], very few feature-rich languages have such
comprehensive mechanised semantics. As a result, there are possibilities of
errors creeping in the actual implementation of the library.

One of the possible solutions is writing the entire library in a proof assistant
and then using the program extraction feature to generate the actual library.
Such approaches often require quite elaborate proof techniques and substantial
proof-engineering effort [110].

An alternative to formal verification could involve using QuickCheck [21]
to encode non-interference as a property and applying property-based testing
on the actual library implementation. As HasTEE™T enables the execution of
Haskell programs within the enclave, we consider this a potentially fruitful
avenue for future research and discuss it further in Chapter

2.4 Applicability beyond Functional Languages

Our final reflection is on the applicability of our contributions beyond functional
programming languages. Before discussing imperative languages, if we consider
other statically-typed functional programming languages like OCaml and SML,
our contribution could be adopted, subject to mimicking higher-kinded types like
monads. Similarly, while typeclasses are quite central to our implementation,
the same could be implemented using ML modules.

Beyond functional languages, the natural beneficiary from the contributions
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made in this dissertation would be a language like Rust |111]. Particularly in
embedded systems, Rust is touted to be an eventual replacement for C. Though
Rust does not intrinsically contain structured concurrency primitives, there
are experimental crates [112] that leverage the basic concurrency constructs of
Rust to implement various structured concurrency libraries. Rust also lacks any
temporal programming operations, so the Synchron API could be something
that could be naturally adopted as a Rust library.

With respect to the HasTEE™ line of work, Rust, like OCaml, does not nat-
ively support higher-kinded types like monads. However, through sophisticated
usage of Rust traits, many of the core functionalities in our contributions could
be implemented. There also exists a Rust SDK [113] for programming Intel
SGX enclaves, so it would be quite natural to adopt the program partitioning
technique of HasTEE™ and use it to simplify TEE programming in Rust.
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Chapter 3

Future Work

3.1 Property-based Testing for TEEs

As discussed earlier, the capability of running Haskell programs in the enclave
opens up the possibility of applying QuickCheck’s property-based testing to
Trusted Execution Environments. There are two levels at which QuickCheck
can be applied:

e Fuzz Testing. Tools such as SGXFuzz [114] and TEEzz [115] have
successfully employed fuzzing-based approaches to discover bugs and
vulnerabilities in Intel SGX and ARM TrustZone, respectively. The
bugs are typically found by fuzzing the API at the enclave boundary.
QuickCheck can be analogously applied as a fuzzer (as illustrated in
QuickFuzz [116]) to catch vulnerabilities at the enclave boundary.

e Testing Non-interference - The more interesting and unique use case of
QuickCheck could be to test if the HasTEE™ library when executing
a monadic computation on an enclave obeys non-interference. Unlike
traditional properties, non-interference is a hyperproperty [117], meaning
it is a property applied to a set of traces rather than a single trace.
While this poses a challenge to express in QuickCheck, Hritcu et al.
|[118] have presented initial work on testing non-interference for a stack
machine written in Haskell. The next challenge would be to generalise this
approach for generating polymorphic HasTEET programs, thus paving
the way to employ QuickCheck for testing generalised non-interference.

3.2 Beyond Binary Attestation

Attestation, one of the core components of Confidential Computing, is concerned
with proving the identity of the software (and hardware) running on a TEE to
a challenging remote party. Both Intel SGX and ARM TrustZone toolchains
currently rely on something called binary attestation, where the identity of the
software essentially consists of a cryptographic hash of the software’s build
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artifact. One of the key limitations of binary attestation is that it provides the
remote party with confidence solely in the enclave’s initial state, disregarding
the dynamically changing state of the program. It fails to account for the
fundamental fact that software’s behaviour and state, particularly in the case
of long-running servers, undergoes dynamic changes throughout its runtime —
something not captured by a binary hash. Moreover, the use of a static binary
hash as an identity also increases the probability of fingerprinting attacks [119].

A more natural way to identify software could involve behavioral or property-
based attestation, where the software is identified by the satisfaction of func-
tional and security properties, rather than relying on a binary hash. The idea
of property-based attestation [120] has been around since the introduction of
the Trusted Platform Module [121] but deserves to be explored in the context of
TEEs. An important question that needs answering is: What kind of properties
best identify trusted software?

In line with our earlier discussion on property-based testing, the QuickCheck
properties of the trusted software could serve as the identifier in property-based
attestation. Research is needed on the infrastructure required to integrate
dynamic monitoring of the software and check if it satisfies the specified
properties. A potential solution would likely involve integrating a runtime
monitor with HasTEE* programs, drawing parallels to related work on software
privacy monitoring using runtime monitors [122].

3.3 Side-channel Attacks

There is a growing body of work on side-channel attacks against Intel SGX
enclaves |123|, where the speculative execution capabilities of modern x86
machines are exploited to extract secrets through timing [77], voltage [124],
and other side channels. The long-term solution to these attacks would involve
migrating security-critical software to computer architectures with specialised
extensions [125] or to newer processor designs [126].

A more short-term solution would involve integrating software-based tech-
niques for side-channel mitigation into HasTEE™. The general strategy involves
disallowing (1) branching on secrets, (2) specialized memory-access patterns
depending on secrets, and (3) early termination of loops or procedures de-
pending on secrets. In connection with this, Agat [127] proposed a simple
type system, allowing statements to branch on secrets only if the branches
exhibit the same memory access pattern. More recently, DSLs like FaCT
[128] introduced secrecy type systems and compiler transformations to enforce
the aforementioned strategies. These approaches could be implemented and
experimented with using GHC compiler plugins [129]. Additionally, further
research on the impact of laziness on side-channel attacks is crucial.

3.4 SynchronVM on CHERIoT

As noted earlier, the addition of the C/C++ foreign function interface to
SynchronVM enables tapping into the larger embedded systems ecosystem.
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However, correspondingly, the memory and type safety of the software are
compromised, and even the type-safe Synchron programs themselves become
vulnerable to classic memory-unsafety-based attacks [49).

A solution to this would be porting Synchron to a new architectural ex-
tension to RISC-V called CHERIoT [130]. Underneath, CHERIoT employs
a capability-based system that uses a collection of techniques involving fat
pointers to perform bound-checks on memory-unsafe libraries and prevent
use-after-free vulnerabilities, effectively compartmentalising the memory-unsafe
code. Challenges would mainly involve adapting the C99-based SynchronVM
code to the CHERIOT toolchain, which features a different pointer structure
and introduces new pointer types compared to C99.

3.5 Conclusion

We acknowledge that security is often a moving target, and achieving a perfectly
secure platform is a goal that demands further research. As such, our hope
is that the contributions made through this dissertation would open further
avenues for research, where the strong static guarantees provided by a language
like Haskell can be married with newer hardware and software-based security
techniques to enable the construction of a safe and secure digital system.
The programming artifacts of HasTEE, HasTEE™, Synchron, and Hailstorm
have all been made publicly available and are liberally licensed (MIT and BSD
licenses). We hope that subsequent research will build upon these artifacts and
our suggested lines of future work, enhancing our current security guarantees
and moving closer to the elusive goal of a perfectly secure software system.
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Chapter 4

Statement of Contributions

Paper I. HasTEE: Programming Trusted Execu-
tion Environments with Haskell

Abstract

Trusted Execution Environments (TEEs) are hardware enforced memory isol-
ation units, emerging as a pivotal security solution for security-critical ap-
plications. TEEs, like Intel SGX and ARM TrustZone, allow the isolation
of confidential code and data within an untrusted host environment, such as
the cloud and IoT. Despite strong security guarantees, TEE adoption has
been hindered by an awkward programming model. This model requires
manual application partitioning and the use of error-prone, memory-unsafe,
and potentially information-leaking low-level C/C++ libraries.

We address the above with HasTEE, a domain-specific language (DSL)
embedded in Haskell for programming TEE applications. HasTEE includes a
port of the GHC runtime for the Intel-SGX TEE. HasTEE uses Haskell’s type
system to automatically partition an application and to enforce Information
Flow Control on confidential data. The DSL, being embedded in Haskell, allows
for the usage of higher-order functions, monads, and a restricted set of 1/O
operations to write any standard Haskell application. Contrary to previous
work, HasTEE is lightweight, simple, and is provided as a simple security
library; thus avoiding any GHC modifications. We show the applicability of
HasTEE by implementing case studies on federated learning, an encrypted
password wallet, and a differentially-private data clean room.

Statement of Contributions

I implemented the trusted GHC runtime, developed the cabal-based library for
two-project partitioning, and created the overall compiler and runtime toolchain.
The idea for using the Haste-based approach for program partitioning came
from Koen. The ideas on the information flow control mechanisms came from
Alejandro and were implemented by Robert and myself.
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For the federated learning example, the entire Paillier-based homomorphic
encryption library support for IEEE-754 floating-point numbers was developed
by me, and I officially maintain the Paillier library on Hackage. The server
side of the federated learning example was written by me. Robert wrote the
client side of the federated learning example, as well as the password wallet
example and the differentially private data clean room example.

For the paper, Sections 1 to 4.3 and Section 5.1 were written by me, including
the formulation of the two-memory-cell-based operational semantics. Section
4.4 was written by Alejandro. Sections 5.2, 5.3, 6.1, 8 and 9 were written in
collaboration between myself and Robert. Sections 6.2 and 6.3 were written
by Robert. Alejandro made several additions to the related work on IFC in
Section 8.

The complete evaluations in Section 7 on the Azure machine were done
by me, and the writing for Section 7 was also done by me. Alejandro made
insightful comments, edits, and enhancements to the overall paper. Koen also
provided feedback on the paper.

Paper I1. HasTEE": Confidential Computing and
Analytics with Haskell

Abstract

Confidential computing is a security paradigm that enables the protection of
confidential code and data in a co-tenanted cloud deployment using specialised
hardware isolation units called Trusted Execution Environments (TEEs). By
integrating TEEs with a Remote Attestation protocol, confidential computing
allows a third party to establish the integrity of an enclave hosted within
an untrusted cloud. However, TEE solutions, such as Intel SGX and ARM
TrustZone, offer low-level C/C++-based toolchains that are susceptible to
inherent memory safety vulnerabilities and lack language constructs to mon-
itor explicit and implicit information-flow leaks. Moreover, the toolchains
involve complex multi-project hierarchies and the deployment of hand-written
attestation protocols for verifying enclave integrity.

We address the above with HasTEE™, a domain-specific language (DSL)
embedded in Haskell that enables programming TEEs in a high-level language
with strong type-safety. HasTEET assists in multi-tier cloud application
development by (1) introducing a tierless programming model for expressing
distributed client-server interactions as a single program, (2) integrating a
general remote-attestation architecture that removes the necessity to write
application-specific cross-cutting attestation code, and (3) employing a dynamic
information flow control mechanism to prevent explicit as well as implicit data
leaks. We demonstrate the practicality of HasTEE™ through a case study on
confidential data analytics, presenting a data-sharing pattern applicable to
mutually distrustful participants and providing overall performance metrics.
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Statement of Contributions

The design of the tierless DSL was done in collaboration between myself
and Alejandro. The implementation was done by myself. The entire remote
attestation framework was designed and implemented by myself. The design of
the information flow control system was inspired by LIO and COWL, whose
design Alejandro asked me to study. The implementation was done by myself.
The data clean room example was proposed by Alejandro, and the design was
a collaboration between Alejandro and myself. The implementation was done
by myself. The evaluations were also done by myself.

The entire paper was written by myself with feedback from Alejandro on
the final draft.

Paper III. Synchron - An API and Runtime for
Embedded Systems

Abstract

Programming embedded applications involves writing concurrent, event-driven
and timing-aware programs. Traditionally, such programs are written in
machine-oriented programming languages like C or Assembly. We present an
alternative by introducing Synchron, an API that offers high-level abstractions
to the programmer while supporting the low-level infrastructure in an associated
runtime system and one-time-effort drivers.

Embedded systems applications exhibit the general characteristics of being
(i) concurrent, (ii) I/O-bound and (iii) timing-aware. To address each of these
concerns, the Synchron API consists of three components - (1) a Concurrent
ML (CML) inspired message-passing concurrency model, (2) a message-passing—
based I/0O interface that translates between low-level interrupt based and
memory-mapped peripherals, and (3) a timing operator, syncT, that marries
CML’s sync operator with timing windows inspired from the TinyTimber
kernel.

We implement the Synchron API as the bytecode instructions of a virtual
machine called SynchronVM. SynchronVM hosts a Caml-inspired functional
language as its frontend language, and the backend of the VM supports the
STM32F4 and NRF52 microcontrollers, with RAM in the order of hundreds of
kilobytes. We illustrate the expressiveness of the Synchron API by showing
examples of expressing state machines commonly found in embedded systems.
The timing functionality is demonstrated through a music programming exercise.
Finally, we provide benchmarks on the response time, jitter rates, memory, and
power usage of the SynchronVM.

Statement of Contributions

I am responsible for the development and maintenance of the virtual machine
discussed in the paper. I conceived the core research idea presented in the
paper and designed and implemented the middleware, optimiser, assembler,
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bytecode interpreter, and substantial portions of the runtime. Additionally,
I proposed the timing API and implemented its core components within the
runtime. Bo Joel Svensson contributed by writing the low-level bridge and
timing subsystem, as well as the garbage collector, and collaborated with me
on various crucial design decisions within the runtime.

I wrote the paper in collaboration with Bo Joel Svensson. Several edits and
enhancements were proposed by Mary Sheeran. The experiments presented in
the paper were conducted by myself and Bo Joel Svensson.

Paper IV. Hailstorm: A Statically-Typed, Purely
Functional Language for IoT Applications

Abstract

With the growing ubiquity of Internet of Things (IoT), more complex logic
is being programmed on resource-constrained IoT devices, almost exclusively
using the C programming language. While C provides low-level control over
memory, it lacks a number of high-level programming abstractions such as
higher-order functions, polymorphism, strong static typing, memory safety, and
automatic memory management.

We present Hailstorm, a statically-typed, purely functional programming
language that attempts to address the above problem. It is a high-level
programming language with a strict typing discipline. It supports features like
higher-order functions, tail-recursion, and automatic memory management, to
program IoT devices in a declarative manner. Applications running on these
devices tend to be heavily dominated by I/O. Hailstorm tracks side effects like
I/0 in its type system using resource types. This choice allowed us to explore
the design of a purely functional standalone language, in an area where it is
more common to embed a functional core in an imperative shell. The language
borrows the combinators of arrowized FRP, but has discrete-time semantics.
The design of the full set of combinators is work in progress, driven by examples.
So far, we have evaluated Hailstorm by writing standard examples from the
literature (earthquake detection, a railway crossing system and various other
clocked systems), and also running examples on the GRiSP embedded systems
board, through generation of Erlang.

Statement of Contributions

I was responsible for conceiving the research idea and implementing the compiler
presented in the paper. I authored all the major sections of the paper, with
Mary Sheeran providing suggestions for the paper’s structure, making edits,
and contributing final enhancements.
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Abstract

Trusted Execution Environments (TEEs) are hardware en-
forced memory isolation units, emerging as a pivotal security
solution for security-critical applications. TEEs, like Intel
SGX and ARM TrustZone, allow the isolation of confidential
code and data within an untrusted host environment, such as
the cloud and IoT. Despite strong security guarantees, TEE
adoption has been hindered by an awkward programming
model. This model requires manual application partitioning
and the use of error-prone, memory-unsafe, and potentially
information-leaking low-level C/C++ libraries.

We address the above with HasTEE, a domain-specific lan-
guage (DSL) embedded in Haskell for programming TEE
applications. HasTEE includes a port of the GHC runtime
for the Intel-SGX TEE. HasTEE uses Haskell’s type system
to automatically partition an application and to enforce In-
formation Flow Control on confidential data. The DSL, being
embedded in Haskell, allows for the usage of higher-order
functions, monads, and a restricted set of I/O operations to
write any standard Haskell application. Contrary to previous
work, HasTEE is lightweight, simple, and is provided as a
simple security library; thus avoiding any GHC modifications.
We show the applicability of HasTEE by implementing case
studies on federated learning, an encrypted password wallet,
and a differentially-private data clean room.

CCS Concepts: « Security and privacy — Trusted com-
puting; Information flow control; Security in hardware;
- Software and its engineering — Functional languages;
Domain specific languages.
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1 Introduction

Trusted Execution Environments (TEEs) are an emerging
design of hardware-enforced memory isolation units that aid
in the construction of security-sensitive applications [Mulli-
gan et al. 2021; Schneider et al. 2022]. TEEs have been used
to enforce a strong notion of trust in areas such as confi-
dential (cloud-)computing [Baumann et al. 2015; Zegzhda
etal. 2017], IoT [Lesjak et al. 2015] and Blockchain [Bao et al.
2020]. Intel and ARM each have their own TEE implementa-
tions known as Intel SGX [Intel 2015] and ARM TrustZone
[ARM 2004], respectively. Principally, TEEs provide a disjoint
region of code and data memory that allows for the physical
isolation of a program’s execution and state from the under-
lying operating system, hypervisor, and I/O peripherals. For
terminology, we shall use the term enclave (adopted from
Intel) to refer to the isolated region of code and data and its
trusted computing base (TCB).

TEEs, despite their strong security guarantees, have seen
limited adoption in software development owing to several
challenges. Firstly, TEEs often present an awkward and low-
level programming model [Decentriq 2022]. For instance, Intel
provides a C/C++ interface to program SGX that requires
partitioning the program’s state into trusted and untrusted
components and dividing the entire logic into two separate
software projects (Section 2)—a complex and error-prone
process that could lead to data leakage. From a security per-
spective, the use of C/C++ APIs can open further opportu-
nities to exploit well-known memory-unsafe vulnerabilities
such as return-oriented programming (ROP) [Shacham 2007]
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in applications running inside TEEs [Mufoz et al. 2023]. Sec-
ondly, current TEE programming models are insufficient to
enforce security policies. Applications should be written in a
way such that they do not accidentally reveal confidential
information. Furthermore, inputs and outputs to an enclave
must be correctly encrypted, signed, decrypted, and verified
to protect against malicious hosts. Thirdly, little support is
given to migrate legacy applications inside enclaves. Appli-
cations inside enclaves often rely on their own Operating
System (OS) since they cannot trust the one in the host ma-
chine. Library OS-based approaches exist to provide this
functionality. However, for legacy applications written in
high-level languages relying on non-trivial runtimes, the
porting of the runtime becomes a challenging task.

Efforts have been made to address these challenges. The
work by Ghosn et al. [2019] introduces GoTEE, a modifi-
cation of the Go programming language with support for
secure routines that are executed inside enclaves. In GoTEE,
the authors heavily modify the Go compiler and extend the
language to support new TEE-specific abstractions that helps
to automatically partition an application. GoTEE does not
provide any control over how sensitive information moves
within the application, which could enable accidental data
leaks. In a similar spirit, Oak et al. [2021] introduce Jg, a
subset of Java with support for enclaves. Ji focuses on pro-
viding information-flow control (IFC) to ensure that the
code does not leak sensitive data by accident or by coer-
cion of a malicious host. Jg uses a sophisticated compilation
pipeline to first partition the application and then uses an-
other compiler to check that sensitive information is not
leaked. Virtualization-based solutions, such as AMD SEV
[AMD 2018], attempt to alleviate the effort required to port
legacy applications. However, the trade-off is that the TCB
becomes larger and the granularity to identify sensitive data
becomes much coarser.

Our contribution through this paper is HasTEE, a domain-
specific language (DSL) embedded in Haskell for program-
ming TEE applications. HasTEE integrates TEE-specific ab-
straction and semantics while hiding low-level hardware
intricacies making it hardware neutral! Additionally, Has-
TEE offers IFC to prevent accidental leakage of sensitive
data. Owing to its embedding in Haskell, developers can use
familiar abstractions such as high-order functions, monads,
and a limited set of I/O operations to write applications in a
conventional manner. This design choice enables seamless
integration with all of the existing Haskell features. Com-
pared to the previous work, HasTEE is lightweight, simple,
and is provided as a simple security library; thus avoiding
any GHC [Jones et al. 1993] compiler modifications!

HasTEE by Example

Listing 1 presents a sample password checker application
written using HasTEE.

Abhiroop Sarkar, Robert Krook, Alejandro Russo, and Koen Claessen

ipwdChkr ::
2pwdChkr pwd guess = fmap (== guess) pwd

Enclave String -> String -> Enclave Bool

passwordChecker :: App Done
spasswordChecker = do
6 passwd <- inEnclaveConstant "secret"
efunc <- inEnclave $ pwdChkr passwd
8 runClient $ do -- Client code
9 1iftI0 $ putStrLn "Enter your password"
10 userInput <- 1iftIO getlLine
11 res <- gateway (efunc <@> userInput)
12 1iftI0O $ putStrLn ("Login returned " ++ show res)

Listing 1. A password checker written in HasTEE

The distinction between the trusted and untrusted parts of
the application is done via the type system that encodes
the former as the Enclave type (line 1) and the latter as the
Client type (type inferred in line 8).

The function pwdChkr takes a sensitive string located in
the enclave (Enclave String), a public string from the client
host (String) and produces a sensitive Boolean in the en-
clave (Enclave Bool). Line 6 holds the secret string that
we want to protect (inEnclaveConstant). Line 7 uses the
inEnclave call to obtain a reference to the function pwdChkr
located in the enclave. The function gateway (line 11) is re-
sponsible for transmitting the collected arguments to the
enclave function, and bringing the result back to the client.
The gateway function acts as an interface between the en-
clave and non-enclave environment. The untrusted host client
is in charge of driving the application, while the enclave is
assigned the role of a computational and/or storage resource
that services the client’s requests. HasTEE connects an appli-
cation (passwordChecker) to Haskell’s main method using
the runApp App a -> I0 a function that executes
the application. From an IFC perspective, lines 6 and 7 cor-
respond to labelling, i.e., establishing, which inputs are sen-
sitive for the program—an activity that is part of the TCB.
In general, HasTEE code starts by labelling the sensitive in-
put with the inEnclave primitive. Subsequently, the client
code is compelled to manipulate secrets in a secure manner.
In this setting, secure means that no sensitive information
in the enclave gets leaked except that it has been obtained
via the primitive gateway. The HasTEE API is explained in
Section 4.2, and the semantics are discussed in Section 4.3.

Contributions

A type-safe, secure, high-level programming model.
The HasTEE library enables developers to program a TEE
environment, such as Intel SGX, using Haskell - a type-safe,
memory-managed language whose expressive type system
can be leveraged to enforce various security constraints. Ad-
ditionally, HasTEE allows programming in a familiar client-
server style programming model (Section 4.2 and 5.2), an
improvement over the low-level Intel SGX APIs.
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Automatic Partitioning. A key part of programming
TEEs, partitioning the trusted and untrusted parts of the
program is done automatically using the type system (details
in Section 3 and 4.3). Crucially, our approach does not require
any modification of the GHC compiler and can be adapted
to other programming languages, as long as their runtime
can run on the desired TEE infrastructure.

Information Flow Control. Drawing inspiration from
restricted IO monad families in Haskell, we designed an En-
clave monad that prevents accidental leaks of secret data by
TEE programmers (Section 5.3). Hence, our Enclave monad
enables writing applications with a relatively low level of
trust placed on the enclave programmer.

Portability of Haskell’s runtime. We modify the GHC
runtime, without modifying the compiler, to run on SGX en-
claves. This enables us to host the complete Haskell language,
including extensions, supported by GHC 8.8 (Section 5.1).

Demonstration of expressiveness. We illustrate the prac-
ticality of the HasTEE through three case studies across
different domains: (1) a Federated Learning example (Sec-
tion 6.1), (2) an encrypted password wallet (Section 6.2) and
(3) a differentially-private data clean room (Section 6.3). The
examples also demonstrate the simplicity of TEE develop-
ment enabled by HasTEE.

2 Background
Intel Software Guard Extensions (SGX)

Intel Software Guard Extensions (SGX) [Intel 2015] is a set
of security-related instructions supported since Intel’s sixth-
generation Skylake processor, which can enhance the secu-
rity of applications by providing a secure enclave for pro-
cessing sensitive data. The enclave is a disjoint portion of
memory separate from the DRAM, where sensitive data and
code reside, beyond the influence of an untrusted operating
system and other low-level software.

Intel offers an SGX SDK for programming enclaves. The
SDK requires dividing the application into trusted and un-
trusted parts, where sensitive data resides in the trusted
project. It provides specialized function calls called ecall for
enclave access and an ocall API for communication with the
untrusted client. The boundary between the client and en-
clave is defined using an Enclave Description Language (EDL).
The SDK utilizes a tool called edger8r to parse EDL files and
generate two bridge files. These files ensure secure data trans-
fer between projects through copying instead of sharing via
pointers, preventing potential manipulation of the enclave’s
state. Fig 1 shows the SDK’s programming model.

Application developers working with enclaves aim to min-
imize the Trusted Computing Base (TCB) by keeping the
operating system and system software outside the enclave.
The SGX SDK offers a restricted C standard library implemen-
tation (tlibc) for essential system software. Programming
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Figure 1. Intel SGX SDK Programming Model

SGX enclaves involves understanding the complex control
flow between trusted and untrusted components. Enforc-
ing SGX’s programming model on typical software projects
can be challenging, and the limited tlibc library restricts
running applications beyond those written in vanilla C/C++.

3 Key Idea: A Typed DSL for Enclaves
The Programming Model and Partitioning

HasTEE supports the automatic partitioning of programs
by utilizing a combination of the type system to identify
the enclave and a conditional compilation tactic to provide
different semantics to each component. The compilation
tactic was first used in Haste.App [Ekblad and Claessen 2014],
to partition a single program into a Client and Server type.
Fig 2 shows the partitioning procedure at a high level.

Original program

Publi
ot Somio 2 [ ot 7

Public Secret

Figure 2. The HasTEE partitioning scheme

Importantly, this approach does not require any compiler
extensions or elaborate dependency analysis passes to distin-
guish between the underlying types. The codebase involved
in other complex partitioning approaches [Ghosn et al. 2019;
Oak et al. 2021] becomes part of the Trusted Computing Base
(TCB), creating a larger TCB. In contrast, our approach does
not add any partitioning code to the TCB. Fig 3 shows the
partitioned software stack in the HasTEE approach.

\

Client Monad ecall Enclave Monad
—
GHC Runtime

Trusted GHC =)
Runtime =
Operating System )

ocall

Figure 3. The untrusted (left) and trusted (right) software
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Post-partitioning, the client-server-style programming
model is used for programming the enclave. In this model,
the client takes on the primary role of driving the program
and utilizes the enclave as a computational and/or storage re-
source. The source program, written in Haskell, benefits from
type safety, while HasTEE internally handles the message
transfer between the client and enclave memory at runtime.

Information Flow Control on Enclaves

Being a Haskell library enables HasTEE to tap into the library-
based Information Flow Control techniques in Haskell [Buiras
et al. 2015; Russo 2015; Russo et al. 2008]. The IFC literature
distinguishes between sensitive and non-sensitive computa-
tions via monads indexed with security levels [Russo et al.
2008], e.g., Sec Hand Sec L, where security levels H and L
are assigned to sensitive and public information, respectively.
Public information can flow into sensitive entities but not
in the other way around. We have a similar security-level
hierarchy between the Enclave and Client monads, respec-
tively. Accordingly, we design the Enclave monad such that
it restricts the possible variants of I/O operations. Internally,
the Enclave monad constrains the scope of side-effecting
operations to protect the confidentiality of data within the
enclave (details in Section 5.3). Furthermore, HasTEE de-
mands to explicitly mark where information is being sent
back to the client (gateway), thus clearly indicating where to
audit and control information leakages. Due to the security-
critical nature of the Enclave monad, we include a trust
operator, which is similar to the endorse function found in
IFC literature.

Trusted GHC Runtime

One of the key challenges in allowing Haskell programs to
run on TEE platforms is to provide support for the GHC
Haskell Runtime [Marlow et al. 2009] itself. A Haskell pro-
gram relies on the runtime for essential tasks such as memory
allocation, concurrency, I/O management, etc. The GHC run-
time heavily depends on well-known C standard libraries,
such as glibc on Linux [GNUDevs 1991] and msvcrt on
Windows [Microsoft 1994]. In contrast, the Intel SGX SDK
provides a much more restricted libc known as t1libc.

This results in the fact that several libc calls used by
the GHC runtime such as mmap, madvise, epoll, select
and 100+ other functions become unavailable. Even the core
threading library used by the GHC runtime, pthread, has
a much more restricted API on the SGX SDK. To solve this
conundrum, we have patched portions of the GHC runtime
and used functionalities from a library OS, Gramine [C. Tsai,
Porter, et al. 2017], to enable the execution of GHC-compiled
programs on the enclave.

TEE Independence

Finally, HasTEE provides an abstraction over low-level sys-
tem APIs offered by TEEs. As a result, the principles applied
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in programming Intel SGX should translate to the program-
ming of other popular TEEs, such as the ARM TrustZone.

4 Design of HasTEE
4.1 Threat Model

We begin by discussing the threat model of the HasTEE
DSL. HasTEE has the very same threat model as that of Intel
SGX. In this model, only the software running inside the
enclave memory is trusted. All other application and system
software, such as the operating system, hypervisors, driver
firmware, etc., are considered compromised by an attacker.
A very similar threat model is shared by a number of other
work based on Intel SGX [Arnautov et al. 2016; Baumann
et al. 2015; Ghosn et al. 2019; Lind et al. 2017].

In this work, we enhance the application-level security
firstly by using a memory-safe language, Haskell, and sec-
ondly use the Enclave monad to introduce information flow
control. Our implementation strategy of loading the GHC
runtime on the enclave allows us to handle Iago attacks
[Checkoway and Shacham 2013] (see Section 5.1). We trust
the underlying implementation of the SGX hardware and
software stack (such as tlibc) as provided by Intel. Known
limitations of Intel SGX such as denial-of-service attacks
and side-channel attacks [Schaik et al. 2022] are beyond the
scope of this paper.

An ideally secure development process should include au-
diting the code running on the enclave either through static
analyses or manual code reviews or both. The conciseness
of Haskell codebases should generally facilitate the auditing
process. However, the mechanisms for fail-proof audits are
beyond the scope of this paper as well.

4.2 HasTEE API

We show the core API of HasTEE in Fig 4. The functions
presented operate over three principal Haskell data types:
(1) Enclave, (2) Client, and (3) App. All three types are
instances of the Monad typeclass, which allows for the use
of do notation when programming with them. One of the
key differences in functionality provided by the Client and
Enclave monads is that Client allows for arbitrary I/O,
whereas Enclave only provides restricted I/O. More on the
latter in Section 5.3. The App monad sets up the infrastructure
for communication between the Client and Enclave monad.
We show a simple secure counter written using most of the
APl in Listing 2.

Listing 2 internally gets partitioned into the trusted and
untrusted components via conditional compilation. In line 3,
liftNewRef is used to create a secure reference initialised
to the value 0. Followed by that, the computation to incre-
ment this value inside the enclave is given in lines 4 - 7.
Applying inEnclave on the enclave computation (line 4)
yields the type App (Secure (Enclave Int)).The Secure
type is HasTEE’s internal representation of a closure. Line
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-- mutable references

liftNewRef :: a — App (Enclave (Ref a))
readRef :: Ref a — Enclave a
writeRef :: Ref a — a — Enclave ()

-- get reference to function inside enclave
inEnclave :: Securable a = a — App (Secure a)

-- runs the Client monad
runClient :: Client () — App Done

-- used for function application on the enclave
gateway :: Binary a = Secure (Enclave a) — Client a
(<@>) :: Binary a = Secure (a — b) — a — Secure b

-- call this from "main to run the App monad
runApp :: App a — I0 a

Figure 4. The core HasTEE API

1app :: App Done
2app = do

enclaveRef <- liftNewRef @ ::
: count <- inEnclave $ do

App (Enclave (Ref Int))

5 r <- enclaveRef
6 v <- readRef r
writeRef r (v + 1) >> return v :: Enclave Int

s runClient $ gateway count >>=

9 \v -> 1iftI0 $ print $ "Counter's #" ++ show v
10
1imain = runApp app

Listing 2. A secure counter written in HasTEE (types

annotated for clarity)

8 uses the critical gateway function to actually execute the
enclave computation within the enclave memory and get the
result back in the client memory. This resulting value, v, is
displayed to the user.

The only function from Fig. 4 not used in Listing 2 is the
<@> operator, used to collect arguments that are sent to the
enclave. For example, an enclave function, f, that accepts two
arguments, argl and arg2, would be executed as gateway
(f <@> argl <@> arg2). Parameters to secure functions
are copied to the enclave before the function is invoked,
and results are copied from the enclave to the client before
the client resumes execution. To do this copying, gateway
and <@> has a Binary constraint on the types involved. This
specifies that the values of the types involved have to be
serialisable. Listing 1 in Section 1 shows a concrete usage of
the operator. We have larger case studies in Section 6.

4.3 Operational Semantics of HasTEE

We provide big-step operational semantics of the HasTEE
DSL. Note, we illustrate the semantics using an interpreter
written in Haskell that shows the transition of the client as
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well as the enclave memory as each operators gets inter-
preted. We show our expression language and the abstract
machine values to which we evaluate below:

type Name = String

data Exp = Lit Int | Var Name | Fun [Name] Exp
| App Exp [Exp] | Let Name Exp Exp | Plus Exp Exp
| InEnclave Exp | Gateway Exp | EnclaveApp Exp Exp --HasTEE

data Value = IntVal Int | Closure [Name] Exp Env

| SecureClosure Name [Value] | ArgList [Value] | Dummy

| Err ErrState -- Error conditions

The Exp language above is a slightly modified version of
lambda calculus with the restriction of allowing only fully
applied function application. This restriction is done to re-
flect the nature of the HasTEE API, which through the type
system, only permits fully saturated function applications
for functions residing in the enclave. The lambda calculus
language is then extended with the core HasTEE operators.

In the Value type, the Closure constructor, owing to
saturated function application, captures a list of variable
names and the environment. Notable in the Value type is
the SecureClosure constructor that represents a closure
residing in the enclave memory. This constructor does not
capture the body of the closure as the body could hold any
hidden state that lies protected within the enclave memory.
The SecureClosure value is used by the Gateway function
to invoke functions residing in the enclave.

The ArglList constructor supports the <@> operator that
collects enclave function arguments. Lastly, the Dummy value
is used as a placeholder for operators lacking semantics de-
pending on the client or the enclave memory. For instance,
the Gateway function has no meaning inside the Enclave
monad, it is only usable from the Client monad. The Dummy
crucially enables the conditional compilation trick in Has-
TEE by acting as a placeholder for meaningless functions in
the respective client and enclave memory.

Our evaluators will show transition relations operating on
two distinct memories that maps variable names to values -
the enclave memory and the client memory.
type ClientEnv = [(Name, Value)]
type EnclaveEnv = [(Name, Value)]

Accordingly, we define two evaluators - evalEnclave
(Fig. 5) and evalClient (Fig. 6). The complete evaluator run
in two passes. In the first pass, it runs a program and loads up
the necessary elements in the enclave memory and then in
the second pass, the loaded enclave memory is additionally
passed to the client’s evaluator.

Two helper functions, genEncVar and evallist are not
shown for concision. They generate unique variable names
and fold over a list of expressions respectively. Appendix A
contains the complete, typechecked semantics as runnable
Haskell code.

We use Listing 3 to illustrate how the enclave, as well as
the client memory, evolves as a program gets evaluated. Our
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1 evalEnclave :: (MonadState StateVar m)

2 = Exp — EnclaveEnv — m (Value, EnclaveEnv)
3 evalEnclave (Lit n) env = pure (Intval n, env)

4 evalEnclave (Var x) env = pure (lookupVar x env, env)
5 evalEnclave (Fun xs e) env =

6 pure (Closure xs e env, env)

7 evalEnclave (Let name el e2) env = do

8 (el', env') « evalEnclave el env

9 evalEnclave e2 ((name,el'):env')

10 evalEnclave (App f args) env = do

11 (v1, envl) «— evalEnclave f env

12 (vals, env2) « evallist args envl []

13 case v1 of

14 Closure xs body ev —

15 evalEnclave body ((zip xs vals) ++ ev)

16 _ — pure (Err ENotClosure, env2)

17 evalEnclave (Plus el e2) env = do

18 (v1, envl) « evalEnclave el env

19 (v2, env2) « evalEnclave e2 envl

20 case (v1, v2) of

21 (Intval al, IntVal a2) — pure (Intval (al + a2), env2)
22 - — pure (Err ENotIntLit, env2)
23 evalEnclave (InEnclave e) env = do

24 (val, env') « evalEnclave e env

25 varname «— genEncVar

26 let env'' = (varname, val):env'

27 pure (Dummy, env'')

28 —-- the following two are essentially no-ops

29 evalEnclave (Gateway e) env = evalEnclave e env
30 evalEnclave (EnclaveApp el e2) env = do

31 (_, envl) « evalEnclave el env
32 (_, env2) « evalEnclave e2 envl
33 pure (Dummy, env2)

Figure 5. Operational Semantics of the Enclave

itestProgram = let m = 3 in

2 let f = A x ->x +min

3 let y = inEnclave f in

4 gateway (y <@> 2)

Listing 3. A simple program for illustrating the operational
semantics of HasTEE

semantic evaluator operates in two passes. In the first pass,
the evalEnclave evaluator from Fig. 5 is run. Fig. 7a shows
the state of the enclave environment after the evaluator has
completed evaluating Listing 3. Notably, the variable y maps
to a value with no semantic meaning, as the evaluator is
already running in the secure memory.

In the second pass, the environment from Fig. 7a is addi-
tionally passed as a state variable to the evaluator evalClient
from Fig. 6. Note the different value mapped to the variable y
in Fig 7b. EnclaveApp is evaluated on lines 25-34 in Fig 6. It
generates the value SecureClosure "EncVar," [Lit 2].

Notable is the evaluation of the gateway call on line 4 of
Listing 3. The semantics for this evaluation are in lines 12-24
of Fig 6. The evaluator upon finding a reference EncVary
with no semantics in the client memory (Fig 7b) looks up

Abhiroop Sarkar, Robert Krook, Alejandro Russo, and Koen Claessen

evalClient :: (MonadState StateVar m)
= Exp — ClientEnv — m (Value, ClientEnv)

1
2
3
4 -- evalClient for Lit, Var, Fun, Let, App, Plus not
5 -- shown as they behave the same as evalEnclave above
6 evalClient (InEnclave e) env = do
7 (_, env') « evalClient e env
8 varname <« genEncVar
9

let env'' = (varname, Dummy):env'
10 pure (SecureClosure varname [1, env'')
11 evalClient (Gateway e) env = do
12 (e', envl) « evalClient e env
13 case e' of
14 SecureClosure varname vals — do
15 enclaveEnv « gets encState
16 let func = lookupVar varname enclaveEnv
17 case func of
18 Closure vars body encEnv — do
19 (res,enclaveEnv') «
20 evalEnclave body ((zip vars vals) ++ encEnv)
21 pure (res, envl)
22 _ — pure (Err ENotClosure, envl)
23 _ — pure (Err ENotSecClos, env1)
24 evalClient (EnclaveApp el e2) env = do
25 (v1, envl) « evalClient el env
26 (v2, env2) « evalClient e2 envl
27 case vl of
28 SecureClosure f args —
29 case v2 of
30 ArgList vals —
31 pure (SecureClosure f (args ++ vals), env2)
32 v — pure (SecureClosure f (args ++ [v]), env2)
33 v — pure (ArglList [v,v2], env2)

Figure 6. Operational Semantics of the Client

m3 m—3

f +— Closure [’x”] (x +m) [m + 3] f+— Closure ["x”] (x +m) [m > 3]
EncVary +— Closure ["x”] (x + m) [m — 3] EncVary — Dummy
y +— Dummy y + SecureClosure "EncVar,” []

(a) Enclave Environment (b) Client Environment

Figure 7. (a) gets loaded during the first evaluator pass, and
the Client Environment remains empty. In the second pass,
(b) gets loaded while having access to the memory (a), as can
be seen in Fig 6.

EncVarg in the enclave environment (Fig 7a) and finds a
Closure with a body. Crucially, it evaluates the Closure
by invoking the evalEnclave function on line 21 of
Fig. 6 using the enclave environment. This part models
how the SGX hardware switches to the enclave memory
when executing the secure function f rather than the client
memory. An important point is generating an identical fresh
variable name, EncVary, that the client uses to identify and
call the functions in the enclave memory.
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4.4 Practical security analysis

In what follows, we perform a security analysis of Has-
TEE. We start by making explicit that the only communi-
cation from the enclave back to the host client is primitive
gateway. In this regard, we have the following claim cap-
turing a (progress-insensitive [Askarov, Hunt, et al. 2008])
non-interference property. Intuitively, this property states
that (side-effectful) programs do not leak information except
via their termination behavior.

Proposition 4.1 (Non-interference). Given a HasTEE pro-
gram p Enclave a -> App Done, where p does not
use primitive gateway, and two enclave computations el
Enclave aand e2 Enclave a, thenp el andp e2
perform the same side-effects in the host client.

This proposition states that in p the public effects on the
host client cannot depend on the content of the argument
of type Enclave a. The veracity of this proposition can be
proven from the semantics of gateway, which is the only
primitive calling evalEnclave from evalClient Fig. 6. If
non-interference does not hold in the context of developing
HasTEE, it could indicate the presence of vulnerabilities in
the system. For example, it could suggest that data is being
leaked into the host environment due to an error in the
partitioning process of the HasTEE compiler. Alternatively,
it might imply that certain side effects within the enclave are
unintentionally revealing data back to the host, contrary to
our expectations. Non-interference serves as an important
initial security condition in the development of HasTEE as
it helps identify and address numerous vulnerabilities that
may arise during the process.

When it comes to reason about programs with the primi-
tive gateway, we need to reason about IFC declassification
primitives (or intended ways to release sensitive informa-
tion) [Sabelfeld and Sands 2005] and how to avoid exploiting
it to reveal more information than intended. Gollamudi and
Chong [2016] utilizes delimited release as the security pol-
icy. This security policy extends information-flow control
beyond non-interference. It allows for explicit points of con-
trolled information release, called escape hatches, where sen-
sitive information can be sent to public channels. This policy
stipulates that information may only be released through
escape hatches and no additional information is leaked. The
function gateway is our escape hatch. If we apply delimited
release to HasTEE, then host clients can always learn what
the function gateway e returns, given that expression e
evaluates to the same value in the initial states st1, st2 ::
Enclave agiven to a program p—a condition to avoid misus-
ing escape hatches to reveal more information than intended.
Our case studies (Section 6) satisfy delimited release.

Automatically enforcing delimited release or robust de-
classification [Myers, Sabelfeld, et al. 2004] imposes severe
restrictions in either the information being declassified or
how declassification primitives are used. Hence, we leave
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enforcing such security policies as future work. Instead, our
DSL explicitly requires marking the points where informa-
tion is sent back to the client (i.e., gateway), making it clear
where to audit and control information leakages.

5 Implementation of HasTEE
5.1 Trusted GHC Runtime

One of the crucial challenges in implementing the HasTEE
library is enabling Haskell programs to run within an Intel
SGX enclave. All Haskell programs compiled via the Glasgow
Haskell Compiler (GHC), rely on the GHC runtime [Marlow
et al. 2009] for crucial operations such as memory allocation
and management, concurrency, I/O management, etc. As
such, it is essential to port the GHC runtime in order to run
Haskell programs on the enclave.

The GHC runtime is a complex software that is heavily
optimized for specific platforms, such as Linux and Win-
dows, to maximize its performance. For instance, on Linux,
the runtime relies on a wide variety of specialised low-level
routines from a C standard library, such as glibc [GNUDevs
1991] or mus1 [Felker 2005], to provide essential facilities like
memory allocation, concurrency, and more. The challenge
lies in porting the runtime due to the limited and constrained
implementation of the C standard library in the SGX SDK,
called tlibc [Intel 2018]. Specifically, t1ibc does not sup-
port some of the essential APIs required by the GHC runtime,
including mmap, madvise, munmap, select, poll, a number
of pthread APIs, operations related to timers, file reading,
writing, and access control, and 100+ other functions.

Given the magnitude of engineering effort required to
port the GHC runtime, we fall back on a library OS called
Gramine [C. Tsai, Porter, et al. 2017]. Gramine internally
intercepts all 1ibc system calls within an application binary
and maps them to a Platform Abstraction Layer (PAL) that
utilizes a smaller ABIL. In Gramine’s case, this amounts to
only 40 system calls that are executed through dynamic
loading and runtime linking of a larger libc library, such
as glibc or musl. Importantly, to protect the confidentiality
and integrity of the enclave environment, Gramine uses a
concept known as shielded execution, pioneered by the Haven
system [Baumann et al. 2015], where a library is only loaded
if its hash values are checked against a measurement taken at
the time of initialisation. Shielded execution further protects
applications against Iago attacks [Checkoway and Shacham
2013] in Gramine.

However, there are additional difficulties in loading the
GHC runtime on the SGX enclave via Gramine. Owing to
Gramine’s diminished system ABI, it has a dummy or incom-
plete implementation for several important system calls that
the runtime requires. For instance, the absence of the select,
pselect, and poll functions, which are used in the GHC
10 manager, required us to modify the GHC I/O manager to
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Figure 8. The high-level overview of communication be-
tween the untrusted and trusted parts of the app

manually manage the polling behavior through experimen-
tal heuristics. Similarly, the critical mmap operation in GHC
uses specific flags (MAP_ANONYMOUS) that require modifica-
tion. In addition, other calls, such as madvise, getrusage,
and timer-based system calls, also require patching. We hope
to quantify these modifications’ performance in the future.

After the GHC runtime is loaded onto an enclave, com-
munication between the untrusted and trusted parts of the
application effectively occurs between two disjoint address
spaces. Communication between them can happen over any
binary interface, emulating a remote procedure call. Our
early prototype stage implementation uses an inter-process
communication (IPC) call to copy the serialised data (Fig 8).
A production implementation should communicate via the
C ABI using Haskell’s Foreign Function Interface (FFI), as
this would be significantly faster than an IPC.

The Gramine approach requires 57,000 additional lines of
code in the Trusted Computing Base (TCB) [C. Tsai, Porter,
et al. 2017]. However, this is still an improvement over tradi-
tional operating systems, like Linux, with a TCB size of 27.8
million lines of code [Larabel 2020].

5.2 HasTEE Library

The API of the HasTEE library was already shown (Fig-
ure 4) and discussed in Section 4.2. The principal data types,
Enclave and Client, have been implemented as wrappers
around the IO monad, as shown below:

inewtype Enclave a = Enclave (IO a) -- data constructor not
exported
2type Client = IO

A key distinction is that the Enclave data type does not
instantiate the MonadIO typeclass, as a result of which arbi-
trary IO actions cannot be lifted inside the Enclave monad.
This is to ensure that the enclave does not perform leaky IO
operations such as writing to the terminal. These are effect-
ful operations that may leak information, which may not be
rolled back. However, the Enclave monad does instantiate a
RestrictedIO typeclass that will be discussed in the follow-
ing section. The conditional-compilation-based partitioning
technique is achieved by having dummy implementations
of certain data types in one of the modules, while the con-
crete implementation of those types is defined in the second
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module. We give an example of this using two different data
types from the APL

1-- Client.hs

2data Secure a =

3 Secure CallID [ByteString]
itype Ref a = RefDummy

1-- Enclave.hs
2data Secure a = SecureDummy

itype Ref a = IORef a

A notable aspect of the API is the Securable typeclass,
which constrains the inEnclave function and enables it to
label functions with any number of arguments as residents of
the enclave memory. The Securable typeclass accomplishes
this using a well-known typeclass trick in Haskell, used to
represent statically-typed variadic functions such as printf
[Augustsson and Massey 2013]. In general, Securable char-
acterises functions of the form a; — ... — a, — Enclave b.

The operational semantics presented in Section 4.3 should
provide an intuition for the core implementation techniques
used in the library. The complete HasTEE project has been
open-sourced'. More implementation details can be found
in the Haste.App paper [Ekblad and Claessen 2014].

5.3 Information Flow Control for Enclaves

The HasTEE library, being written in Haskell, allows using
language-based Information Flow Control (IFC) techniques
available in Haskell [Russo et al. 2008]. IFC approaches in
Haskell aim to protect the confidentiality of data by encap-
sulating computations within a Sec monad. Typically, the
monad employs a lattice of labels [Denning 1976] to model
various security levels and then enforces policies on how
data can flow between the levels. For a two-label lattice,
where confidential data is marked with H and public data
with L, a security policy known as non-interference is to pre-
vent information flow from the secret to public channels
[Goguen and Meseguer 1982]. In other words, L £ L, H C H,
L C H,but H Z L, where C indicates the flows to relation.
A similar scenario arises in HasTEE, where the Enclave
monad can be compared to a security-critical Sec H monad
that attempts to prevent information leakage to a public Sec
L channel represented by the Client monad. Enforcing the
non-interference policy in this scenario would imply that
no data can flow out of the Enclave monad to the Client,
which would make the enclave very restrictive for any real-
world use cases. As such, the IFC literature relaxes the non-
interference policy by the means of declassification [Sabelfeld
and Sands 2005], to allow controlled data leak from H to L.
In the HasTEE API, the gateway (Binary a) =>
Secure (Enclave a) -> (Client a) function is an escape
hatch [Hedin and Sabelfeld 2012] that allows the enclave to
leak any data to the client. We prioritise the usability of the
API and trust that the enclave programmer will make the
gateway call when they are certain they want to intention-
ally leak information to a public channel. However, there
is a hidden line of defence in the gateway function. If the

!https://github.com/Abhiroop/Enclavel FC
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programmer wishes to send any user-defined data type to
the untrusted client, they need to provide an instance of the
Binary typeclass. Writing this typeclass instance for some
confidential data type, such as a private key, equips the confi-
dential data with the capacity to leave the enclave boundary,
which should be done in a highly controlled manner.

Besides the gateway function, the Enclave monad has oc-
casional requirements to interact with general I/O facilities
like file reading/writing or random number generation. For
such operations, the Enclave monad would need a MonadIO
instance in Haskell to perform any I/O operations. How-
ever, as discussed in the previous section, we do not provide
the lenient MonadIO instance to the Enclave monad but in-
stead, use a RestrictedIO typeclass to limit the types of I/O
operations that an Enclave monad can do.

RestrictedIO, shown in Listing 4, is a collection of type-
classes that constrains the variants of I/O operations possi-
ble inside an Enclave monad. For instance, if a programmer,
through the usage of a malicious library, mistakenly attempts
to leak confidential data through a network call, the typeclass
would not allow this.

itype RestrictedIO m = (EntropyIO m, UnsafeFileIO m) -- other
typeclasses not shown

sclass EntropyIO (m :: Type —-> Type) where
4 type Entropy m:: Type
genEntropyPool :: m (Entropy m)

7class UnsafeFileIO (m :: Type -> Type) where

8 untrustedReadFile :: FilePath -> m (Untrusted String)

Listing 4. The Restricted IO typeclass

This approach is invasive in that it restricts how a library
(malicious or otherwise) that interacts with a HasTEE pro-
gram conducts I/O operations. For instance, we had to modify
the HsPaillier library [L.-T. Tsai and Sarkar 2016] that used
the genEntropy function for random number generation.
Initially, the library could use the Haskell IO monad freely,
but to interact with a package written in HasTEE, it had to
be modified to use the more restricted type class constraint
(EntropyI0) for its effectful operations. This limits potential
malicious behaviour within the library. Notably, our changes
involve only five lines of code that instantiate the type class
and generalize the type signature of effectful operations.

Another aspect of IFC captured in our system is the notion
of endorsement [Hedin and Sabelfeld 2012], which is the
dual of declassification. Endorsement is concerned with the
integrity, i.e., trustworthiness, of information. In HasTEE, we
utilize endorsement to ensure that the integrity of secrets is
not compromised by data being introduced into the enclave.

HasTEE allows file reading operations inside the Enclave
monad, which can potentially corrupt the enclave’s data
integrity. To control this, HasTEE provides two forms of file
reading operation - (1) untrusted file read and (2) trusted
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encrypted file reads. For (1), data read from untrusted files
require manual endorsement via the trust :: Untrusted a
-> aoperator (where Untrusted ais a wrapper over the data
read). This provides an additional check before untrusted
data interacts with the trusted domain.

For point (2), HasTEE relies on an Intel SGX feature known
as sealing. Every Intel SGX chip is embedded with a unique
128 bit key known as the Root Seal Key (RSK). The SGX
enclave can use this RSK to encrypt trusted data that it wishes
to persist on untrusted media. This process is known as
sealing; HasTEE provides a simple interface to seal as well
as unseal the trusted data being persisted, as shown below:

idata SecurePath = SecurePath String

ssecurefile :: FilePath -> SecurePath

securefile fp = "/secure_location/" <> fp -- path hidden
sreadSecure :: SecurePath -> Enclave String

7writeSecure :: SecurePath -> String -> Enclave ()

In the above, the writeSecure operation corresponds to
ciphertext declassification [Askarov, Hedin, et al. 2008], while
readSecure to an operation that applies automatic endorse-
ment if the file can be decrypted successfully by the enclave
RSK. If an attacker were to locate the secure location, the
worst possible outcome would be the deletion of the file.
However, the contents of the file cannot be read or modified
outside the enclave, so the attacker would not be able to
access the sensitive information stored within.

6 Case Studies
6.1 Federated Learning

Federated Learning is an emerging privacy-preserving ma-
chine learning [Al-Rubaie and Chang 2019] approach that
allows multiple parties to train a model without sharing the
raw training data. A typical federated learning setup involves
multiple decentralized edge devices holding local datasets,
training a model locally and then aggregating the trained
model on a cloud server. Fig. 9 shows the desired setup.
The setup in Fig. 9 above is facilitated by a combination
of TEEs and homomorphic encryption. Homomorphic En-
cryption (HE) [Gentry 2009] is a form of encryption that
enables direct computation on encrypted data, revealing the
computation result only to the decryption key owner. We
emulate the very same setup for our case study where we
have two mutually distrusting parties -
o Confidential data owner. This party wants to protect
its confidential data. A real-life example would be a hospital
containing confidential patient data.
e ML model owner. This party wants to protect their in-
tellectual property (the ML model) from the data owners as
well as the cloud provider. They encrypt their model when
sending it to the data owners and allows them to use only
homomorphic encryption for operating on the model.
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Figure 9. A Federated Learning setup where the data owners
are protecting their data and the ML model owner is protect-
ing their model. The training with encrypted weights can be
done using homomorphic encryption.

idata SrvSt =

SrvSt { publicKey :: PubKey, privateKey :: PrvKey
3 , updWts :: Vector Double, numClients :: Int
4 , wtsDict :: Map Epoch [Vector CipherText]) }

Listing 5. The Federated Learning server state

The above setup only requires the cloud server supporting
Intel SGX technology so that even mobile devices can partic-
ipate in training as a worker role. We can very conveniently
model this entire setup as three clients and a server with an
enclave in HasTEE. For illustration purposes, we will use
GHC'’s threads to represent the three clients instead of three
separate data owner machines.

Listing 5 models the server’s state. Note that the weights
are kept in plaintext form. The enclave state holds both its
public and private keys. However, only the public key should
be allowed to move to the client. We enforce this by not pro-
viding an instance of the Binary typeclass for the private
key. If untrusted modules try to attack such enforcement by
adding new instances to Binary, or even providing overlap-
ping ones to override the behaviour of overloaded methods,
then Safe Haskell [Terei et al. 2012] will indicate GHC to not
compile the code. Haskell is unique in terms of having an
extension like Safe Haskell. Safe Haskell enforces sandbox-
ing for trusted code by banning extensions that introduce
loopholes and compromise type-safety or module abstraction
(often for the sake of performance). As discussed in Sec-
tion 5.3, the lack of a Binary instance for the privateKey
will prevent the enclave programmer from accidentally leak-
ing the security-critical private key.

Listing 6 shows the API exposed to the client machine.
Instead of the complex SGX_ECALL machinery, our API is
expressed in idiomatic Haskell. Calling any function f from
the record api with an argument arg in this API is expressed
simply as gateway ((f api) <@> arg).
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Double
Double

itype Accuracy =
2type Loss =
sdata API = API {
aggregateModel :: Secure (Epoch -> Vector CipherText ->
Enclave (Maybe (Vector CipherText))),

5 validateModel :: Secure (Enclave (Accuracy, Loss)),
o getPublicKey :: Secure (Enclave PubKey),
7 reEncrypt :: Secure (CipherText -> Enclave CipherText)}

Listing 6. The Federated Learning client API

Listing 7 shows the main ML model training loop. A few
functions have been elided for brevity, but the key portions
of the client-server interaction in HasTEE should be visi-
ble. The Config type holds the state containing encrypted
weights sent from the cloud server, the learning rate, the
current epoch number and the public key. After each epoch
it updates the weights to the new aggregated value (Line
12). The value x’ is the data set that the data owners are
protecting and y is the result of the learning algorithm. The
adjustModelWithLearningRate function (body elided, line
6) takes the computed gradient (line 5) and tries to converge
on the desired result.

On line 7 the server is communicated to aggregate models
spread across different clients, with the server returning
the encrypted updated weights wt’. We use a wrapper over
gateway, called retryOnEnclave (body elided), to allow the
server to move in lock step with all the clients. Then in line 8,
the server is communicated again to collect the accuracy and
loss in the ongoing epoch number, which gets displayed in
line 9. Finally, the loop continues in line 10.

thandleSingleEpoch :: API -> CurrentEpochNum -> MaxEpochNum
-> Matrix Double -> Vector Int -> Config -> Client
Config
’handleSingleEpoch api n m x' y cfg'
| n== = return cfg'
| otherwise = do

5 grad <- computeGradient api cfg' x' y

6 cfgNew <- adjustModelWithLearningRate api

7 (cfg' { iterN = n }) grad
8 wt' <- retryOnEnclave $ (aggregateModel api) <@> n

9 <@> (weights cfgNew)
10 (acc, loss) <- gateway (validateModel api)

11 printClient $ " Iteration no: " <> show n <>

12 Accuracy:

<> show acc <> " Loss : " <> show loss
13 handleSingleEpoch api (n+1) m x' y
14 (cfgNew { weights = wt' })

Listing 7. The key model training loop

Listing 7 above features a complex control flow with at
least two interactions visible in the loop itself. Internally,
computeGradient and adjustModelWithLearning both talk
to the enclave, calling the reEncrypt function to remove
noise from the homomorphic encryption operation. HasTEE
can represent a fairly complex, asynchronous control flow
as simple Haskell function calls.
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In terms of Information Flow Control, there are two im-
portant aspects in this case study. Firstly, the RestrictedIO
typeclass constrains potentially malicious libraries from mis-
behaving. For example, consider the library HsPaillier [L.-T.
Tsai and Sarkar 2016], which implements the Paillier Cryp-
tosystem [Paillier 1999] for partial homomorphic encryption.
All effectful operations from this library, such as genKey ::
Int -> I0 (PubKey, PrvKey), need to be rewritten for
them to be usable within the Enclave monad. The following
snippet shows our typeclass instantiation and a sample type
signature change needed inside the library.

1instance (I0 ~ m) => EntropyIO m where
2 type Entropy m = EntropyPool
genEntropyPool = createEntropyPool
1
s5-- genKey :: Int -> IO (PubKey, PrvKey) -- original type
cgenKey :: (Monad m, EntropyIO m)=> Int -> m (PubKey, PrvKey)

The second aspect of IFC arises when the client machine
queries the server for accuracy and loss by asking it to vali-
date the model. On the server side, the enclave has to read
a file with test data. This test data resides outside of the
enclave and is potentially an attack vector. In order to not
inadvertently trust such an exposed source, the enclave uses
the untrustedReadFile function from the RestrictedIO
typeclass (Listing 4). The file isread as an Untrusted String
and requires explicit programmer endorsement via the trust
operator for the compiler to typecheck the program.

Overall the case study constitutes only 500 lines of code.
It naturally fits into the client-server programming model,
and the usage of Haskell provides type safety and enables
IFC-based security.

6.2 Encrypted Password Wallet

For this case study, we use HasTEE to implement a secure
password wallet that stores authentication tokens in en-
crypted form on the disk. An authentication token can be
retrieved from the wallet if the right master password is
supplied. The definition of a password wallet used by the
case study follows in Listing 8.

A single entry of authentication tokens

Item = Item { title :: String, username :: String,
password :: Password } deriving (Show, Read)

The secure wallet

Wallet = Wallet { items :: [Item], size :: Int,
masterPassword :: Password} deriving (Show, Read)

Listing 8. The definition of a password wallet as a regular
Haskell data type.

The Show and Read instances are used to convert a wallet
to and from a string. This allows us to write the wallet to
disk, and by writing to a secure file path we ensure that
the stored wallet is encrypted, as described in section 5.3.
By omitting a Binary instance we ensure that the wallet
is not inadvertently leaked to the client directly. The code
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1-- | Secure file path to the wallet
2wallet :: SecureFilePath
swallet = secureFile "wallet.seal"

s5-== | Try to load the secure wallet into the enclave
sloadWallet :: Enclave (Maybe Wallet)
loadWallet = do b <- doesSecureFileExist wallet
8 if b then do contents <- readSecure wallet
9 return $ readMaybe contents
10 else return Nothing
11
12== | Store the wallet on disk in encrypted form
13saveWallet :: Wallet -> Enclave ReturnCode
14saveWallet w = writeSecure wallet (show w) >> return Success

Listing 9. The code that storing and loading the encrypted
wallet. Programmer do not need to manage encryption keys.

in Listing 9 implements the functions that store and load
the wallet. We emphasize that the code does not need to
explicitly reason about encryption and decryption, except
for defining the secure file path.

Our password wallet has the following features - (1) adding
an authentication token, (2) retrieving a password, (3) delet-
ing a token and (4) changing the master password. It is
designed as a command-line utility where the commands
are handled by an untrusted client and the passwords are
protected by the enclave. The complete implementation is
roughly 200 lines of Haskell code.

The hardware-enforced security provided by our secure
wallet makes it a natural fit for designing wallets that are
protected by biometrics. A similar approach is used on mod-
ern iPhones, where passwords are stored in a secure enclave
[Apple 2021] to ensure confidentiality, and the user’s biomet-
ric data is used as the master password. In our case, the usage
of a high-level language like Haskell enables expressing this
relatively complex application concisely.

6.3 Data Clean Room with Differential Privacy

A Data Clean Room (DCR) [AWS 2022] is a technology that
provides aggregated and anonymised user information to
protect user privacy while providing advertisers and ana-
lytic firms with non-personally identifiable information to
target a specific demographic with advertising campaigns
and analytics-based services.

DCRs compute and release aggregated results based on
the user data. To prevent attackers from compromising indi-
vidual user information from aggregate data (via statistical
techniques), DCRs employ differential privacy [Dwork 2006].
Differential privacy adds calibrated noise to the aggregate
data making it computationally hard for attackers to compro-
mise individual data. The noise calibration can be adjusted
for increased privacy (more noise) or increased accuracy
(less noise).
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Our third case study implements a differentially-private
DCR within an SGX enclave using HasTEE. The DCR consists
of record, User, containing fields such as name, occupation,
salary, gender, age, etc. The User record is encrypted
before being provisioned to the DCR, after which we use
the Laplace Mechanism [Dwork and Roth 2014] when per-
forming counting queries to add noise to the result. The
mechanism introduces noise by sampling a Laplace distribu-
tion. The code implementing the Laplace mechanism can be
found in Appendix B.

The DCR does not provide a Binary instance for the User
record to ensure that it is not transferred to the enclave via
plain serialisation. Instead, we expose functions that encrypt
and decrypt users.

The Laplace Mechanism for adding noise requires a source
of randomness. Here, we use Haskell’s System. Random pack-
age, which internally reads from /dev/urandom. For produc-
tion environments, a more cryptographically secure source
of randomness is required. We extend the RestrictedIO
(Section 5.3) interface to allow this operation as long as the
programmer endorses the file read.

Consider a sample query to test how many individuals in
a data set have a salary within a specific range.

1salaryWithin :: Integer -> Integer -> User -> Bool

»salaryWithin 1 h u = 1 <= salary u && salary u <= h

The HasTEE code for the DCR executing this query is
shown in Listing 10. Lines 3 to 8 specify the API of the data
clean room. The DCR’s API supports (1) initialisation, (2)
fetching of the public key, (3) provisioning user data to the
enclave, and (4) executing the salary query. Line 8 is used
to generate some arbitrary users (for testing), after which
the client code takes over. The client initializes the DCR and
fetches its public key. After this, the users are encrypted and
sent to the DCR. On line 15 the salary query is executed in
the DCR, and then the result is printed.

Generating arbitrary users to test the setup is done purely
for illustration purposes. In a more faithful implementation,
the client would relay the public key to data owners that
would then send already encrypted user records to the client,
which provisions them to the DCR. Owing to HasTEE’s
client-server programming model and the use of a high-
level language like Haskell, the implementation becomes
very compact with roughly 200 LOC.

7 Evaluations
7.1 Discussion

In contrast to development on the Intel C/C++ SGX SDK, Has-
TEE’s high-level programming model entirely abstracts away
the complexity of dealing with the low-level edl files in the
SGX SDK. The remote procedure calls that happen between
the untrusted client and trusted enclave are typechecked in
Haskell, unlike the SGX SDK. The benefits of high-level of
abstraction can also be seen in the password wallet example,

Abhiroop Sarkar, Robert Krook, Alejandro Russo, and Koen Claessen

1app :: App Done

2app = do

3 ref <- liftNewRef undefined
initSt <- inEnclave $ initEnclave ref 0.1
pkey <- inEnclave $ getPublicKey ref

6 prov' <- inEnclave $ provisionUserEnclave ref
Im <- inEnclave $ laplaceMechanism ref $

salaryWithin 10000 50000
9 dataset <- 1iftIO $ sequence $ replicate 500
10 (generate arbitrary)
11 runClient $ do
12 gateway $ initSt -- initialize enclave state
13 key <- gateway pkey -- enclaves public key
1 mapM_ (\u -> do ct <- encryptUser u key
15 gateway $ prov' <@> ct) dataset
16 -- provision users
7 result <- gateway lm -- run the salary query
18 1iftI0 $ putStrLn $ concat ["res: ", show result]
Listing 10. The client running the salaryWithin query over
the data set in the data clean room.

where functions readSecure and writeSecure (Listing 9)
relieves developers from the burden of key management.
Furthermore, HasTEE warns a program against accidental
data leaks and can enforce stronger compile-time guarantees
than Intel C/C++ SGX SDK. For instance, in all three case
studies, the lack of the Binary type-class constraint would,
by construction, prevent accidental leakage of the secret data
from the enclave. All three case studies restrict the I/O op-
erations possible in the Enclave monad by the type-class
RestrictedIO. Notably, in the federated learning example,
we adapted the homomorphic encryption library to limit the
effects possible in the I0 monad.

7.2 Performance Evaluations

Our evaluations were conducted on an Azure Standard DC1s
v2 (1 vepu, 4 GiB memory) SGX machine. We use the pass-
word wallet case study as the canonical example to present
performance evaluations across different parameters. We
chose this example as it covers all the major aspects of the
HasTEE API, such as protecting the confidentiality of data
across the memory as well as the disk.

Memory Overhead. We show the memory consump-
tion of our modified GHC runtime, sampled across 100 runs,
where a sample was collected every second.

Memory RSS Virtual Size Disk Swap
Atrest 19,132KB 287,920 KB 0 KB
Peak 20,796 KB 290,032KB 0KB

Although the memory usage of HasTEE will certainly vary
across applications, these numbers provide a general esti-
mate of the trusted GHC runtime’s space usage. The Resident
Set Size (RSS) indicates that the application fits within 20
MB at peak usage. RSS is an overestimate of memory usage
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as it includes the memory occupied by shared libraries as
well. As a result, we can be certain that our application fits
within the Enclave Page Cache limit (Section 2) of 93 MB.

Latency. We measure the latency and throughput for an
instance of password retrieval, that includes - (i) an enclave
crossing to call the trusted runtime, (ii) standard GHC execu-
tion time, (iii) encrypted file load, (iv) file decryption, (v) file
read, and (v) a second enclave crossing to return the result.

Our measurements show that using the Linux send/recv
call for enclave crossing results in a 60 milliseconds overall
latency. As our current socket-based communication is a
proof-of-concept, it incurs a substantial overhead compared
to native SGX enclave crossings. As a baseline, we measured
the latency of an encrypted password retrieval in unmodified
GHC (file encrypted with gpg [GNU 1999]). The baseline
number comes out to be 0.6 milliseconds showing an overall
100x slowdown. Note that an average SGX ECALL operation
incurs at least a 10x slowdown via the native SDK [Ghosn
et al. 2019]. We believe switching to native ECALLs has the
potential to improve our latencies.

Throughput. In terms of throughput, HasTEE is able to
handle on average 11 requests for password retrieval per
second. Again, this number has the potential for further
improvemnt by switching to native SGX ECALLs.

We currently present coarse-grained measurements of
the various metrics but envision future work, where more
fine-grained parameters, such as the correlation between
the GC pauses across the two runtimes can be presented.
Appendix 7.3 provides a qualitative comparison of HasTEE
against GoTEE and Jg.

7.3 Comparing HasTEE to GoTEE and Jg

Table 1 presents a comparison between HasTEE and its two
closest counterparts - GOTEE [Ghosn et al. 2019] and Jg [Oak
et al. 2021]. While both GoTEE and Ji had to modify the re-
spective compilers, HasTEE required no modifications to the
compiler. The specific runtime used by Jg is not mentioned
in the paper [Oak et al. 2021]; however, it suggests that no
modification of the runtime was required, as it was run on
a large virtualized host - SGX-LKL [Priebe et al. 2019]. In
contrast, the runtimes for HasTEE and GoTEE required mod-
ification. GOTEE required significant modifications to the
Golang runtime system to enable communication between
the trusted and untrusted memory.

Both GoTEE and Jg use sophisticated static analysis passes
and program transformations to partition a program into its

two components. In contrast, HasTEE’s conditional compilation-

based approach is much simpler, which is beneficial when
it comes to security. Having less and simpler code makes it
easier to verify for correctness. Notably, the purity of Haskell
enables the user to inspect the type of a function and infer
that it is naturally confined whenever a function is side-effect
free. Inferring the confinement of a pure function is much
more challenging in imperative languages like Java and Go.
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8 Related Work

Managed programming languages. While there are im-
perative and object-oriented languages with TEE support
(e.g., Go-based [Ghosn et al. 2019], and Java-based[Oak et al.
2021; C. Tsai, Son, et al. 2020], HasTEE is (to the best of our
knowledge) the first functional language running on a TEE
environment. The Rust-SGX [Wang et al. 2019] project pro-
vides foreign-function interface (FFI) bindings to the C/C++
Intel SGX SDK. Different from HasTEE, Rust-SGX does not
aim to introduce any programming model or IFC to pro-
tect against leakage of sensitive data. Instead, Rust-SGX’s
main goal is application-level memory safety when program-
ming with the low-level SGX SDK. HasTEE provides memory
safety by the virtue of running Haskell, a memory-safe lan-
guage, on the enclaves. Trust]S [Goltzsche et al. 2017] takes a
similar FFI-based approach as Rust-SGX for programming en-
claves with JavaScript. An important project in this space is
the WebAssembly (WASM) initiative [Rossberg 2019]. There
have been WASM projects, both academic, such as Twine
[Ménétrey et al. 2021], as well as commercial, such as Enarx
[Red Hat 2019], aimed at allowing WASM runtimes to op-
erate within SGX enclaves. Our initial approach was to use
the experimental Haskell WASM backend [Tweag.io 2022] to
run Haskell on SGX enclaves. However, the aforementioned
runtimes are not supported by GHC and lack several key
features required for loading Haskell onto an enclave.

Automatic partitioning. HasTEE has a seamless pro-
gram partitioning and familiar client-server-based program-
ming model for enclaves. HasTEE’s lightweight partition-
ing approach is inspired by the Haste.App library [Ekblad
and Claessen 2014]—a library to write web applications in
Haskell and deploy parts of it into JavaScript on the web
browser. The most well-known automatic partitioning tool
for C programs on an SGX enclave is Glamdring [Lind et al.
2017]. The general idea of partitioning a single program has
been studied as multitier programming [Weisenburger et al.
2021]. Among the existing approaches to multitier program-
ming, HasTEE provides a lightweight alternative that does
not require any compiler modification or elaborate dataflow
analysis to partition the program.

Application development. There have been attempts
to virtualize entire platforms within the enclave memory
to reduce the burden of dealing with the two-project pro-
gramming model of Intel SGX. Haven [Baumann et al. 2015]
virtualizes the entire Windows operating system as well
as an entire SQL server application running on top of it.
SCONE [Arnautov et al. 2016] virtualizes a Docker container
instance within an SGX enclave. The libraryOS Gramine [C.
Tsai, Porter, et al. 2017], which is used in this work, is an
example of lightweight virtualization.

AMD’s TEE system, AMD SEV [AMD 2018], is natively a
virtualization-based approach. While it eases development,
virtualization can result in drastically increasing the size of
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| Framework || HasTEE GOTEE [ Je
IFC support Standard declassification None Robust declassification
Partitioning scheme Type-based Process-based Annotation-based
Modified compiler No Yes Yes
Modified runtime system Yes Yes No

Trusted Components GHC compiler, GHC run-

Java parser and partitioner,

GoTEE compiler, GoTEE Jif compiler, JVM, SGX-

time, Gramine runtime LKL [Priebe et al. 2019]
. . Synchronous Message- Using the obqect—
Programming model Client-server . framework provided
Passing
by Java

Table 1. Comparison of HasTEE, GoTee, and Jg. We specify the core components involved in the Trusted Computing Base in

all three frameworks.

the TCB. We chose to apply a libraryOS approach for HasTEE
in order to have a TCB of 57k lines of code (Gramine). As a
future work, we can move away from Gramine and make the
GHC runtime a standalone library inside the SGX enclave.

Information Flow Control. HasTEE draws inspiration
from the work on static IFC security libraries (e.g., [Buiras
et al. 2015; Russo 2015; Russo et al. 2008]). Such approaches
relies on the purity of Haskell to detect and stop malicious
behaviour. HasTEE can support IFC in a dynamic manner
[Stefan et al. 2011] by adapting the interpretation of the
Enclave type to be a runtime monitor rather than just a
wrapper for IO, where gateway performs security checks
when sending/receiving information—an interesting direc-
tion for future work.

The work on IMPg [Visser and Smaragdakis 2016] studies
IFC non-interference for passive and active attackers on the
host client. Gollamudi, Chong, and Arden [2019] present a
calculus for reasoning about IFC for applications distributed
across several enclaves. Jg [Oak et al. 2021] studies how com-
promised host clients can abuse gateway (declassification)
primitives. Their security property and enforcement is based
on the notion of robust declassification [Myers, Sabelfeld, et
al. 2004; Waye et al. 2015]. Intuitively, this policy ensures that
low-integrity data cannot influence the declassification of
secret data. HasTEE enforces a simpler IFC policy for passive
attackers—along the lines of Visser and Smaragdakis [2016]—
and defer automatic analyses of the use of gateway for future
work. Another interesting line of work is Moat [Sinha et al.
2015], which formally verifies enclave programs running on
Intel SGX such that data confidentiality is respected. It uses
IFC to enforce the policies and automated theorem proving
to verify the policy enforcement mechanism.

9 Conclusion & Future Work

This paper presents HasTEE, a domain-specific language to
write TEE programs while ensuring confidentiality of data by
construction. Unlike previous work, HasTEE provides its par-
titioning of source code and IFC as a library! For HasTEE to

14

work, we ported GHC’s runtime to run within SGX enclaves
by using the libraryOS Gramine. We demonstrate through
three diverse case studies how HasTEE'’s IFC mechanism can
help prevent accidental data leakage while producing con-
cise code. We hope HasTEE opens future research avenues
at the intersection of TEEs and functional languages.

There are several directions for future work. The IFC
scheme we consider operates on two security levels - sensi-
tive (Enclave) and public (Client) data. A natural extension
is to enable multiple security levels [Myers and Liskov 2000;
Stefan et al. 2011] to represent the concerns of different prin-
cipals contributing data to enclaves. TEEs also provide a ver-
ifiable launch of the execution environment for the sensitive
code and data, enabling a remote entity to ensure that it was
set up correctly. Remote attestation [Knauth et al. 2018] allows
an SGX enclave to prove its identity to a challenger using
the private key embedded in the enclave. HasTEE does not
capture attestation at the programming language level since
it a property of the system components layout. Neverthe-
less, remote attestation can facilitate secure communication
between multiple enclaves, e.g., a distributed-enclave set-
ting; so it would be interesting to incorporate language-level
support for remote attestation. Finally, GHC runtime is exten-
sively optimized for performance. Obtaining a more compact
and portable runtime, e.g., by using a restricted set of libc
operations, could result in a considerably smaller TCB. A
more portable runtime would facilitate HasTEE experiments
on other TEE infrastructures such as ARM TrustZone and
RISC-V PMP [RISC-V 2017].
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56 3

A Typechecked Operational Semantics of o

HasTEE in Haskell ssinitStateVar :: EnclaveEnv -> StateVar
s9initStateVar = StateVar @
1{-# LANGUAGE FlexibleContexts #-} 60
2module HasTEEOrig where 61
3 seval :: Exp -> Value

simport Control.Monad.State.Class sseval e =
simport Control.Monad.State.Strict 64 let newEnclaveEnv = snd $
6 65 evalState (evalEnclave e
type Name = String initEnclaveEnv)
8 66 (initStateVar initEnclaveEnv)
sdata Exp = Lit Int 67 in fst $ evalState (evalClient e initClientEnv) (
10 | Var Name initStateVar newEnclaveEnv)
1 | Fun [Name] Exp 68 where
12 | App Exp [Expl 69 initEnclaveEnv = []
13 | Let Name Exp Exp 70 initClientEnv = []
|

Plus Exp Exp 1
15 72genEncVar :: (MonadState StateVar m) => m String

16 -- HasTEE operators 73genEncVar = do

17 | InEnclave Exp 74 n <- gets varName

18 | Gateway Exp 5 modify $ \s -> s {varName = 1 + n}
19 | EnclaveApp Exp Exp -- (<@>) 76 pure ("EncVar" <> show n)

20 deriving (Show) 77
21 7sevallist :: (MonadState StateVar m) => [Exp] -> Env -> [

22data Value = IntVal Int Value] -> m ([Value], Env)

23 | Closure [Name] Exp Env 79evallist [] e vals = pure (reverse vals, e)
2 -- HasTEE values soevallList (el:es) env xs = do

25 | SecureClosure Name [Value] s1 (v, e) <- evalEnclave el env

26 | ArglList [Valuel s2 evallList es e (v:xs)

27 | Dummy 83

28 84

29 == Error values ssevalEnclave :: (MonadState StateVar m)

30 | Err ErrState 86 => Exp -> EnclaveEnv -> m (Value, EnclaveEnv)
31 deriving (Show) s7evalEnclave (Lit n) env = pure (IntVal n, env)
32 ssevalEnclave (Var x) env = pure (lookupVar x env, env)
ssdata ErrState = ENotClosure soevalEnclave (Fun xs e) env =

34 | EVarNotFound 90 pure (Closure xs e env, env)

35 | ENotSecClos sievalEnclave (Let name el e2) env = do

36 | ENotIntLit 92 (el', env') <- evalEnclave el env

37 93 evalEnclave e2 ((name,el'):env')

3sinstance Show ErrState where ssevalEnclave (App f args) env = do

39 show ENotClosure = "Closure not found" 95 (v1, envl) <- evalEnclave f env

40 show EVarNotFound = "Variable not in environment" 9 (vals, env2) <- evallist args envl []

11 show ENotSecClos = "Secure Closure not found" 97 case vl of

12 show ENotIntLit = "Not an integer literal" 98 Closure xs body ev ->

43 99 evalEnclave body ((zip xs vals) ++ ev)
4type Env = [(Name, Value)] 100 _ => pure (Err ENotClosure, env2)

15 10ievalEnclave (Plus el e2) env = do

iwtype ClientEnv = Env 102 (v1, envl) <- evalEnclave el env

i7type EnclaveEnv = Env 103 (v2, env2) <- evalEnclave e2 envl

48
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104 case (v1, v2) of

105 (Intval al, IntvVal a2) -> pure (IntvVal (al + a2), env2)

106 _ => pure (Err ENotIntLit, env2)

107

1sevalEnclave (InEnclave e) env = do

109 (val, env') <- evalEnclave e env

110 varname <- genEncVar

111 let env'' = (varname, val):env'

112 pure (Dummy, env'')

113-- the following two are the essentially no-ops

114evalEnclave (Gateway e) env = evalEnclave e env

115evalEnclave (EnclaveApp el e2) env = do

116 (_, envl) <- evalEnclave el env

117 (_, env2) <- evalEnclave e2 envl

118 pure (Dummy, env2)

119

120evallist2 :: (MonadState StateVar m) => [Exp] -> Env -> [
Value] -> m ([Valuel, Env)

1z1ievallist2 [] e vals = pure (reverse vals, e)

122evallist2 (el:es) env xs = do

123 (v, e) <- evalClient el env

124 evallList2 es e (v:xs)

127evalClient :: (MonadState StateVar m)

128 => Exp -> ClientEnv -> m (Value, ClientEnv)
120evalClient (Lit n) env = pure (IntVal n, env)
130evalClient (Var x) env = pure (lookupVar x env, env)
131evalClient (Fun xs e) env =

132 pure (Closure xs e env, env)

133evalClient (Let name el e2) env = do

134 (el', env') <- evalClient el env

135 evalClient e2 ((name,el'):env')

136evalClient (App f args) env = do

137 (v1, envl) <- evalClient f env

138 (v2, env2) <- evallList2 args envl []

139 case vl of

140 Closure xs body ev ->

141 evalClient body ((zip xs v2) ++ ev)

142 _ —> pure (Err ENotClosure, env2)

13evalClient (Plus el e2) env = do

144 (v1, envl) <- evalClient el env

145 (v2, env2) <- evalClient e2 envl

146 case (v1, v2) of

14 (Intval al, IntvVal a2) -> pure (IntvVal (al + a2), env2)
148 _ —> pure (Err ENotIntLit, env2)

149

150

1s1evalClient (InEnclave e) env = do

152 (_, env') <- evalClient e env

<- genEncVar

154 let env'' = (varname, Dummy):env'

153 varname

155 pure (SecureClosure varname [], env'')
1ssevalClient (Gateway e) env = do

157 (e', envl) <- evalClient e env

158 case e' of

159 SecureClosure varname vals -> do

160 enclaveEnv <- gets encState

Abhiroop Sarkar, Robert Krook, Alejandro Russo, and Koen Claessen

161 let func = lookupVar varname enclaveEnv

162 case func of

163 Closure vars body encEnv -> do

164 (res,enclaveEnv') <- evalEnclave body ((zip vars
vals) ++ encEnv)

165 pure (res, envl)

166 _ => pure (Err ENotClosure, envl)

167 _ —> pure (Err ENotSecClos, envl)

1ssevalClient (EnclaveApp el e2) env = do

169 (v1, envl) <- evalClient el env

170 (v2, env2) <- evalClient e2 envl

171 case v1 of

172 SecureClosure f args ->

173 case v2 of

174 ArglList vals -> pure (SecureClosure f (args ++ vals)
, env2)

175 v -> pure (SecureClosure f (args ++ [v]), env2)

176 v -> pure (ArgList [v,v2], env2)

179-- gateway (f == SecureClosure f [])

180-- gateway (f <@> arg == EA f arg == SecureClosure f [argl)

181-— gateway (f <@> argl <@> arg2 == EA f (EA argl arg2) == SC
f [argl, arg2])

1sslookupVar :: String -> [(String, Value)] -> Value
18710okupVar _ [] = Err EVarNotFound

1sslookupVar x ((y, v) : env) =

189 if x ==y then v else lookupVar x env

Listing 11. Operational Semantics of HasTEE

B Data Clean Room Code

1-- This function runs the query over the dataset and

2-- returns the true result

Enclave (Ref CleanRoomSt) -> (User -> Bool)
-> Enclave Int

scountingQuery ::

scountingQuery refst q = do

5 st <- readRef =<< refst

6 return $ length $ filter id $ map q (users st)

s-- Sample the laplace distribution

9laplaceDistribution :: Enclave (Ref CleanRoomSt) -> Double
-> Enclave Double

10laplaceDistribution refst b = do

11 z <- int2Double <$> getRandom refst (0,1)

12 u <- ((/) 1000 . int2Double) <$> getRandom refst
(1,1000)

13 return $ (2 *x z - 1) * (b * log u)

14

15-= The laplace mechanism, assuming the server state is

16-- already given, has type

17-= (User -> Bool) -> Enclave Double

18-= In the example usage in the paper, the salaryWithin

19-- query is partially applied such that it is of type

18
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20-- User -> Bool

211laplaceMechanism :: Enclave (Ref CleanRoomSt) -> (User ->
Bool) -> Enclave Double

221aplaceMechanism refst q = do

23 st <- readRef =<< refst

24 -- perform the true query

25 true <- int2Double <$> countingQuery refst q

26 -- sample noise from the laplace distribution

27 noise <- laplaceDistribution refst (1 / (epsilon st))
28 -- augment the true result with the noise

29 return $ true + noise

Listing 12. Code for the laplace mechanism.
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Abstract. Confidential computing is a security paradigm that enables
the protection of confidential code and data in a co-tenanted cloud de-
ployment using specialized hardware isolation units called Trusted Exe-
cution Environments (TEEs). By integrating TEEs with a Remote Attes-
tation protocol, confidential computing allows a third party to establish
the integrity of an enclave hosted within an untrusted cloud. However,
TEE solutions, such as Intel SGX and ARM TrustZone, offer low-level
C/C++-based toolchains that are susceptible to inherent memory safety
vulnerabilities and lack language constructs to monitor explicit and im-
plicit information-flow leaks. Moreover, the toolchains involve complex
multi-project hierarchies and the deployment of hand-written attestation
protocols for verifying enclave integrity.

We address the above with HasTEE™, a domain-specific language (DSL)
embedded in Haskell that enables programming TEEs in a high-level lan-
guage with strong type-safety. HasTEE™ assists in multi-tier cloud appli-
cation development by (1) introducing a tierless programming model for
expressing distributed client-server interactions as a single program, (2)
integrating a general remote-attestation architecture that removes the
necessity to write application-specific cross-cutting attestation code, and
(3) employing a dynamic information flow control mechanism to prevent
explicit as well as implicit data leaks. We demonstrate the practicality of
HasTEE™ through a case study on confidential data analytics, present-
ing a data-sharing pattern applicable to mutually distrustful participants
and providing overall performance metrics.

Keywords: Confidential Computing - Trusted Computing - Trusted Ex-
ecution Environments - Information Flow Control - Attestation - Haskell.

1 Introduction

Confidential computing [28] is an emerging security paradigm that ensures the
isolation of sensitive computations and data during processing, shielding them
from potential threats within the underlying infrastructure. It accomplishes this
by employing specialised hardware isolation units known as Trusted Execution
Environments (TEEs). A TEE unit, such as the Intel SGX [24] or ARM Trust-
Zone [1], provides a disjoint region of code and data memory that allows for
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the physical isolation of a program’s execution and state from the underlying
operating system, hypervisor, I/O peripherals, BIOS and other firmware.

TEEs further allow a remote party to establish trust by providing a measure-
ment of the sensitive code and data, composing a signed attestation report that
can be verified. As such, TEEs have been heralded as a leading contender to
enforce a strong notion of trust within cloud computing infrastructure[4,33,50],
particularly in regulated industries such as healthcare, law and finance [12].

However, an obstacle in the wide-scale adoption of confidential computing has
been the awkward programming model of TEEs [47]. TEEs, such as Intel SGX,
involve partitioning the state of the program into a trusted project linked with
Intel-supplied restricted C standard library [19] and an untrusted project that
communicates with the trusted project using custom data copying protocols [18].
The complexity is compounded for distributed, multi-tiered cloud applications
due to the semantic friction in adhering to various data formats and protocols
across multiple projects [32], resulting in increased developer effort [30].

Furthermore, a well-known class of security vulnerabilities [8,39] arise from
the memory-unsafety of the TEE projects. Given the security-critical nature
of TEE applications, efforts have been made to introduce Rust-based [48] and
Golang-based SDKs [13] aimed at mitigating memory unsafety vulnerabilities.
However, the same applications remain vulnerable to unintended information
leaks [34]. Consider the following trusted function hosted within a TEE:

#include "library.h" //provides “int computeldz(char %)
char *secret = "...";

1

2 3

3 int public_arr [15] = ....;

4 void trusted_func(char *userinput, int inputsize) {

5 if (memcmp(secret, userinput, inputsize) == 0) {

6 int val = computeIldx(userinput);

7 ocall_printf("/d\n", public_arr[vall); // handwritten printf routine
s } else { ocall_printf("0\n"); }

s }

In the above program, at least five attack vectors are present - (1) the
inputsize parameter can be abused to cause a buffer-overflow attack, (2) the
userinput parameter can be tampered by a malicious operating system to force
an incorrect branching, (3) even with the correct inputsize and userInput, the
attacker can observe stdout to learn which branch was taken, (4) the trusted
library function - computeIdx - could intentionally (if written by a malicious
party) or accidentally leak secret, and (5) finally the attacker can use timing-
based side channels to learn the branching information or even the secret [7].

Our contribution through this work is — HasTEE" — a Domain Specific Lan-
guage (DSL) embedded in Haskell and targeted towards confidential comput-
ing. HasTEE™ is designed to mitigate at least four of the five attack vectors
mentioned above. Additionally, it offers a tierless programming model, thereby
simplifying the development of distributed, multi-tiered cloud applications.

HasTEE™ builds on the HasTEE [37] project, which crucially provides a
Glasgow Haskell Compiler (GHC) runtime [23] capable of running Haskell on
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Intel SGX machines. While using a memory-safe language like Haskell or Rust
mitigates attack vector (1), all the other attack vectors remain open in the
HasTEE project. HasTEE™ notably adds support for a general one-time-effort
remote-attestation infrastructure that helps mitigate the attack vector (2). While
the underlying protocol employs Intel’s RA-TLS [21], HasTEE™' ensures that
programmers are not required to create custom attestation code for capturing
and sending measurements or conducting integrity checks [22].

For attack vectors (3) and (4), HasTEET adds support for a dynamic infor-
mation flow control (IFC) mechanism based on the Labeled I0 Monad (LIO)
[43]. Accordingly, we adopt a floating-label approach from OSes such as HiStar
[51], enabling HasTEE™ to relax some of the impractical 1/O restrictions in the
original HasTEE project. Side-channel attacks (attack vector (5)) remain outside
the scope of HasTEE™.

Concerning the complex programming model, modern TEE incarnations like
AMD SEV-SNP [38] and Intel TDX [20] introduce a virtualization-based solu-
tion, opting to virtualize the entire project instead of partitioning it into trusted
and untrusted components. At the cost of an increased trusted code base, this
approach simplifies the TEE project layout. Nevertheless, it remains vulnerable
to the complexities of a multi-tiered cloud application, as well as all five of the
aforementioned attack vectors.

The tierless programming model of HasTEE" expresses multi-client-server
projects as a single program and uses the Haskell type system to distinguish
individual clients. A separate monadic type, such as Client "clientl" a, de-
marcates each individual client, while HasTEE’s multi-compilation tactic parti-
tions the program. This programming model, evaluated on Intel SGX, remains
applicable on newer Intel TDX machines.

Contributions. We summarize the key contributions of HasTEE™ here:

— HasTEE™ introduces a tierless DSL (Section 3.1), capable of expressing
multi-tiered confidential computing applications as a single program, increas-
ing an application’s comprehensibility and reducing developer effort.

— HasTEE™ incorporates a remote attestation design (Section 3.2) that relieves
programmers from crafting custom integrity checks and attestation setups.

— HasTEET integrates dynamic information flow control mechanisms (Section
3.3) to prevent explicit and implicit information leaks from applications.

— We use HasTEE™’s IFC mechanism and cryptography in a data clean room
case study (Section 4), showing a general data sharing pattern for conducting
analytics on confidential data among mutually distrustful participants.

2 Threat Model

We build upon the threat model of the HasTEE project [37] and other related
works on Intel SGX [3,4,13,48]. In such a threat model, an attacker attempts to
compromise the code and data memory within the TEE. The attacker has ad-
ministrative access to the operating system, hypervisor and other related system
software hosted on a malicious cloud service.
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We expand the above threat model to include an active attacker attempting
to compromise the integrity of the data flowing into the TEE, as well as a
passive attacker who observes the public channels that the trusted software
interacts with to learn more about its behaviour. The threat model terminology is
adopted from the Jg project [31], and related attacks are discussed in subsequent
sections. Another class of potential threats emerge from the inclusion of public
software libraries into TEE software, such as cryptography libraries, which might
accidentally or intentionally leak secrets [25].

HasTEE™’s attestation infrastructure, based on Intel’s RA-TLS protocol [21]
accounts for masquerading attacks [15,45]. Availability attacks such as denial-
of-service and hardware side-channel attacks are outside the scope of this work.

3 The HasTEEt DSL

We illustrate the key APIs of HasTEE™T using a password checker application in
Listing 1, and explain the individual types and functions in the subsequent sec-
tions. Notably, the entire application, consisting of a separate client and server,
can be expressed within 27 lines of Haskell code (excluding import declarations).

Listing 1 shows the user Alice storing her password in the TEE memory and
deploying the trusted function pwdChecker to conduct a password check. The
application uses three key types — EnclaveDC, Client, and App, adapted from
HasTEE [37]. All three types implements a monadic interface, denoted as m,
constructed using fundamental operations return :: a -> m a and (>>=)
ma -> (a ->mb) -> m b (read as bind). The return x operation produces
a computation returning the value of x without side effects, while the (>>=)
function sequences computations and their associated side effects. In Haskell, we
often use the do-notation to express such monadic computations.

The EnclaveDC monad represents the trusted computations that get loaded
onto a TEE. The name FEnclave alludes to an Intel SGX enclave, while DC
stands for Disjunction Category, which we further explain in Section 3.3.

The client-side of the application is represented by the namesake Client
monad that captures a type-level string - "client". The type-level string allows
the Haskell type-system to distinguish between multiple clients and serves as an
identifier for the monadic computation runner function - runAppRA on line 27.

The monad App serves as a staging area where the enclave data ("password")
and the enclave computation (pwdChecker) are loaded into trusted memory.
Also, the client function is provided with the API it will use to communicate
with the TEE within the App monad. We provide the type signatures of a sim-
plified subset of the HasTEET APIs used in Listing 1 for loading trusted data
and computations, and running the computations, in Fig. 1 below.

The application begins with the app function (lines 17-25). The functions
inEnclaveLabeledConstant and inEnclave are used to load the trusted data
(line 19) and the trusted function (line 21) in the enclave, respectively. The
runClient at line 22 runs the monadic Client computations. Note, there is no



81

27

HasTEE™': Confidential Cloud Computing and Analytics with Haskell 5

pwdChecker :: EnclaveDC (DCLabeled String) -> String -> EnclaveDC Bool
pwdChecker pwd guess = do

1_pwd <- pwd

priv <- getPrivilege

P <- unlabelP priv 1_pwd

if p == guess then return True else return False

data API = API { checkpwd :: Secure (String -> EnclaveDC Bool) }

client :: API -> Client "client" ()

client api = do
1iftI0 $ putStrLn "Enter your password:"
userInput <- 1iftIO getLine
res <- gatewayRA ((checkpwd api) <@> userInput)
1iftI0 $ putStrLn ("Login returned " ++ show res)

app :: App Done
app = do
pwd  <- inEnclavelLabeledConstant pwdLabel "password"
let priv = toCNF "Alice"
efunc <- inEnclave (dcDefaultState priv) $ pwdChecker pwd
runClient (client (API efunc))

where
pwdLabel :: DCLabel
pwdLabel = "Alice" ) "Alice" :: DCLabel

main = runAppRA "client" app >> return ()

Listing 1: A password checker application in HasTEE+

inEnclave :: Label 1 => LIOState 1 p -> a -> App (Secure a)
inEnclavelLabeledConstant

:: Label 1 => 1 -> a -> App (EnclaveDC (DCLabeled a))
gatewayRA :: (Binary a, Label 1)

=> Secure (Enclave 1 p a) —-> Client loc a

(<@>) :: Binary a => Secure (a -> b) -> a -> Secure b
runClient :: Client loc a -> App Done
runAppRA :: Identifier -> App a -> I0 a

Fig. 1. HasTEET APIs for loading data and computations on the TEE and invoking
the TEE (parameterized types simplified and typeclass constraints omitted for brevity).

equivalent runEnclave, as in our programming model a client functions as the

main application driver, while the enclave serves as a computational service.
The client and server communicate with each other through a user-defined

API type (line 8) that encapsulates a remote closure, represented using the
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Secure type constructor. This closure is constructed on line 21 with the inEnclave
function whose type signature can be found in Fig. 1. The parameter LI0OState
1 p and the typeclass constraint Label 1 are explained in Section 3.3.

The client function (lines 10-15) has access to the remote closure through
the API type. The remote function is invoked on line 14 using the <@> operator
to emulate function application and the gatewayRA function executes the remote
function call. The respective type signatures are specified in Fig. 1.

A notable type in the pwdChecker function is DCLabeled String that cap-
tures the password string but is labeled with ownership information of user Alice.
The labeling happens on line 19 using the inEnclaveLabeledConstant function
and the label pwdLabel (lines 24,25). The body of pwdChecker uses certain IFC
operations - getPrivilege and unlabelP, which we elaborate on in Section 3.3.

The structure of Listing 1 represents the standard style of writing HasTEE™
programs, where the monadic types EnclaveDC, Client and App indicate the
partitioning within the program body. We discuss the partitioning tactic and
the underlying representation to capture multiple clients in the next section.

3.1 Tierless client-server programming

HasTEE™T builds on the partitioning strategy of HasTEE [37] but generalizes
it for multiple clients. The strategy involves compiling the program n times for
n parties. The compilation of the enclave program substitutes dummy imple-
mentation for all client monads. Similarly, each client compilation substitutes a
dummy value for the enclave monad. The distinction between each client is done
using a type-level string identifier, such as "client1". At runtime, this identifier
is used to dynamically dispatch the correct client, as shown in Fig. 2.

The dynamic identifier-based dispatch of the client computation is inspired
from the HasChor library [40] for choreographic programming. In this approach,
a Client monad is parameterized with a type-level location string, which is used
at runtime to execute the desired Client computation (see Listing 2).

data Client (loc :: Symbol) a where
Client :: (KnownSymbol loc) => Proxy loc -> I0 a -> Client loc a

symbolVal :: forall (n :: Symbol) proxy. KnownSymbol n => proxy n -> String

runClient :: Client loc a -> App Done
runClient (Client loc cl) = App $ do
location <- get -- the underlying App monad captures the location

if ((symbolVal loc) == location)
then 1iftI0 cl >> return Done
else return Done -- cl not ezecuted

Listing 2: The underlying Client monad in HasTEE™
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Fig. 2. HasTEE™"’s partitioning uses multiple compilations to create binaries that can
dynamically dispatch the code for only one concerned monad based on a string identifier

The function symbolVal is provided by GHC to reflect types as terms at
runtime, provided the types are constrained by the KnownSymbol typeclass.
The runClient function in Listing 2 queries the App monad that captures the
string within the underlying App monad. The runClient implementation for
the EnclaveDC module is simply implemented as runClient _ = return Done,
which amounts to a dummy implementation. A case study involving multiple
clients is demonstrated in Section 4.

For the remote function invocation, the inEnclave function internally builds
a dispatch table mapping an integer identifier to each enclave function. The client
only gets access to the integer identifier. It uses the <@> operator to gather
the function argument and the gatewayRA function to serialise the arguments,
make the remote function call (specifying the identifier), and obtain the result
computed on the remote enclave machine. Note the Binary typeclass constraint
(Fig. 1) on both of the remote invocation functions for binary serialisation.

The complete implementation details of HasTEET has been made publicly
available!. Further details on the operational semantics of the general partition-
ing strategy can be found in the HasTEE[37] paper.

3.2 Remote Attestation via a Monitoring Server

A key component of confidential computing is remote attestation, which estab-
lishes trust on a TEE within a malicious environment. In HasTEE™, we conduct
our experiments on Intel SGX enclaves, and hence our infrastructure is inte-
grated with the SGX attestation protocol. The low-level protocol is a multi-step

! https://github.com/Abhiroop/Has TEE
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process [21] that begins with the client sending a nonce to the TEE, the TEE
then creates a manifest file that includes an ephemeral key to encrypt future
communication. Next, the TEE generates an attestation report that summarizes
the enclave and platform state. A quoting enclave on the same machine verifies
and signs the report, now called a quote, and returns it to the client. The client
then communicates with the Intel Attestation Service (IAS) to verify the quote.

The API for this interface is quite low-level and involves programming at the
level of a device driver (/dev/attestation). Intel’s RA-TLS protocol abstracts
over the low-level APIs and presents an API deeply tied to the TLS protocol. RA-
TLS operates by extending an X.509 certificate to incorporate the attestation
report within an unused X.509 extension field. During TLS connection setup,
it uses the TLS handshake to transmit the quote, calculated using the protocol
described earlier [21]. The enclave programmer, working with RA-TLS, interacts
with a modified TLS implementation such as Mbed TLS [2]. Now, the focus shifts
back to dealing with low-level socket-programming APIs, such as:

int (*#ra_tls_create_key_and_crt_der_f) (uint8_t+** der_key, size_t* der_key_size,
uint8_t#** der_crt, size_t* der_crt_size);

void (*ra_tls_set_measurement_callback_f)(int (*f_cb) (const char* mrenclave,
const char* mrsigner, const char* isv_prod_id, const char* isv_svn));

Once again, managing these APIs is error-prone and memory unsafe. Addi-
tionally, it requires constructing underspecified protocols. Most importantly, the
programmer is burdened with handling cross-cutting concerns that are irrelevant
to the application code.

In HasTEE™, we abstract over Intel’s RA-TLS protocol. As mentioned ear-
lier, clients always serve as the primary program driver, while the enclave func-
tions as a computational service. The enclave-as-a-service model is implemented
by representing the entire enclave program as an infinitely running server. The
server is implemented in C using the Mbed TLS library [2], which can parse
and verify the modified X.509 certificate. Internally, when the enclave runs, it
spawns the C server hosted on the enclave memory but using separate memory
pages. We use GHC’s Foreign Function Interface to establish a communication
channel between the C and Haskell heaps. Listing 3 shows a high-level overview
of the implementation.

The Mbed TLS-based C server module acts as a monitor for the enclave
application. All dataflows between the clients and the enclave pass through this
module, which conducts integrity checks on incoming data at this point. Fig. 3
shows the HasTEE™ general monitoring architecture.

There are two distinct attackers targeting the dataflow - (1) a malicious OS
snooping or tampering with the data flowing into the enclave, and (2) a malicious
client, potentially colluding with the OS, repeatedly sending garbage inputs to
observe the behaviour of the enclave. The TLS channel specifically prevents the
first attack. For the second attack, we use public-key-cryptography-based digital
signatures to verify the identity of the client making the request.

For instance, in Listing 1, we provision the public key for user Alice during
enclave boot time and disallow password checks from other malicious clients.
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runAppRA :: Identifier -> App a -> I0 a
runAppRA ident (App s) = do
(a, vTable) <- runStateT s (initAppState ident)
flagptr <- malloc :: I0 (Ptr CInt)
dataptr <- mallocBytes dataPacketSize :: I0 (Ptr CChar)
<- fork0S (startmbedTLSSERVER_ffi tid flagptr dataptr)

result <- try (loop vTable flagptr dataptr) -- ezception handler
-- exzception handling and freeing C pointers

return a

where

loop :: [(CallID, Method)] -> Ptr CInt -> Ptr CChar -> IO ()
loop vTable flagptr dataptr = do -- body elided
-- non-blocking loop that gets woken when data arrives;
-= “flagptr™ indicates data arrival; read data from “dataptr’
-- invoke the correct method from the lookup table “vTable~
loop vTable flagptr dataptr -- continue the event loop
-- implemented in C
startmbedTLSSERVER_ffi :: ThreadId -> Ptr CInt -> Ptr CChar -> I0 ()

Listing 3: High-level template of the runAppRA function for the enclave

Malicious Cloud

CLIENT APP Ttegrity
= APP
] ONITOR

MODULE
verify(m, pubk, sig)

TLS Handshake
Intel RA-TLS

Fig. 3. HasTEE™’s remote attestation infrastructure abstracts over Intel’s RA-TLS
protocol and supports establishing the identity of the client and the server

While Intel-SGX also offers mutual attestation services, they depend on the client
machine supporting an SGX enclave. Considering Intel’s recent deprecation of
SGX services on desktops and other client devices [47], our scheme aligns well.

3.3 Dynamic Information Flow Control

While programming TEEs using a memory-safe and type-safe language inher-
ently provides stronger guarantees than programming in C/C++, such TEE
applications remain vulnerable to unintended information leaks. To mitigate
such explicit and implicit information leaks, HasTEE™T integrates a dynamic in-
formation flow control mechanism within the underlying EnclaveDC monad. For
instance, the trusted function pwdChecker from Listing 1 operates in this monad
and captures a labeled string - the user password. The internal representation of
the types EnclaveDC a and DCLabeled a is as follows:

newtype Label 1 => Enclave 1 p a = Enclave (IORef (LIOState 1 p) -> IO a)
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data Labeled 1 t where
LabeledTCB :: (Label 1, Binary 1, Binary t) => 1 -> t -> Labeled 1 t

type EnclaveDC = Enclave DCLabel DCPriv
type DCLabeled = Labeled DCLabel

data LIOState 1 p = LIOState { lioCurLabel :: 1, lioClearance :: 1
, lioOutLabel :: 1, lioPrivilege :: Priv p}

The above representation is inspired by the LIO Haskell library [43]. The
Enclave monad is parameterized by the label type 1 and privilege type p,
wherein the Label typeclass captures a lattice [9] with partial order C gov-
erning the allowed flows. The Enclave monad employs a floating label approach,
inspired by the HiStar OS [51]. In this approach, the computational context re-
tains a current label L.,,. Upon reading sensitive data labeled L, it taints the
context with the label L.,,-L1L, where L denotes the least upper bound. The float-
ing label approach restricts subsequent effects and enforces the lattice property,
thereby preventing information leaks from higher-classified data to lower con-
texts in the lattice—a principle known as non-interference [14]. In the LIOState
type, 1lioCurLabel represents L., and 1ioClearance imposes an upper bound
on the upward flow of a computational context within the lattice.

The EnclaveDC type specialises the Enclave monad to use disjunction cat-
egory (DC) labels [42]. A DC Label captures both the confidentiality [9] and
integrity [6] as a tuple. It employs the notion of mutually distrusting principals,
whose conjunction represents restrictions on both the confidentiality and in-
tegrity of the data. An example label type is found in Listing 1, where pwdLabel
constructs a DC Label using the tuple-construction operator %% and a string
representation of the principal Alice to give "Alice" %% "Alice" (line 25).

A notable component in the DC Label system is the notion of a privilege,
which is the type parameter p in the Enclave monad. In most real-world sce-
narios, the strict enforcement of non-interference is impractical, and privileges
allow relaxing this policy by defining a more flexible ordering relation, Cp.

In HasTEE'’s DCLabel implemen-

tation, we use a conjunctive normal

form (CNF) representation for each

disjunctive category of confidentiality PACy = PANL =1,
and integrity. Hence, given a boolean <Cy,1 >Cp < Cy, I >
formula P representing the privileges

and two labels < Cy,I; > and <

Cy, I >, the Cp is defined as shown

in the formula.

In Listing 1, we use the toCNF function (line 20) to generate a privilege for
Alice to declassify the password, provisioning it to the Enclave monad at boot
time (line 21). This allows the pwdChecker function to invoke getPrivilege
(line 4) and then use that privilege to call the unLabelP function (line 5), which
internally computes the Cp formula shown above. The unlabelP function and
a related set of core APIs for HasTEE"’s IFC enforcement is shown in Fig. 4.
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unlabel :: Label 1 => Labeled 1 a -> Enclave 1 p a
unlabelP :: PrivDesc 1 p => Priv p -> Labeled 1 a -> Enclave 1 p a
label :: (Label 1, Binary 1, Binary a)

=>1 -> a -> Enclave 1 p (Labeled 1 a)
labelP  :: (PrivDesc 1 p, Binary 1, Binary a)

=> Priv p -> 1 -> a -> Enclave 1 p (Labeled 1 a)
taint :: Label 1 => 1 -> Enclave 1 p ()
taintP :: PrivDesc 1 p => Priv p -> 1 -> Enclave 1 p ()

Fig. 4. Core HasTEE" APIs for Information Flow Control

Implementation note: for prototyping, we represent principals and corresponding
privileges using Strings. In practice, a 512-bit private-key-hash is recommended.

The operations shown above dynamically compute the C and Cp relation to
determine allowed information flows. The PrivDesc typeclass permits delegating
privileges akin to the acts for relation described in the Myers-Liskov labeling
model [29]. The type Labeled 1 a exists to allow labeling values to labels other
than L.,,. Labeled data can be used to indicate data ownership and hence we
provide additional APIs for the Client monad to label, serialise and unlabel
data, inspired by labeled communication in the COWL system [44].

An implementation challenge arises when integrating the dynamic IFC mech-
anism with our partitioning tactic, specifically within the inEnclave :: Label
1 => LIOState 1 p -> a -> App (Secure a) function. This function is used
to mark a function as trusted and move it into the TEE. The polymorphic type
a encodes any general function of the form a; -> a; -> ... a, -> Enclave 1
b. However, the type-checker is unable to unify the 1 in LIOState 1 p and the
1in Enclave 1 b. Due to the dynamic nature of our IFC mechanism, a user can
mistakenly supply a different label type at runtime, preventing the type-checker
from producing a witness. Accordingly, we use the Data.Dynamic module of
GHC to dynamically type the LI0OState 1 p term. Thus, before evaluating the
LIO computation, our evaluator dynamically checks for matching types and, on
success, executes the monadic computation. A notable aspect is that both the
program partitioning and IFC enforcement are implemented as a Haskell library,
which allows us to use these features of the language.

4 Case Study: A Confidential Data-Analytics Pattern

We present a case study in privacy-preserving data analytics, illustrating how
a group of mutually distrusting parties can perform analytics without revealing
their data to each other. We use the core features of HasTEET that we have
discussed so far - tierless programming, remote attestation and dynamic IFC
with privileges for declassification.

Fig. 5 shows the overall confidential analytics setup. The analytics is carried
out in a data clean room (DCR) - a TEE hosted on a public cloud that aggregates
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data from multiple parties without revealing the actual data. In Fig. 5, the no-
tation {a,b, ...} denotes the state (in-memory and persistent) of that party. The
figure shows two distinct sets of participants - the Data Providers (P) and the
Analytics Consumers (C). The setup does not limit the number of participants,
allowing m data providers and n analytics consumers, where m,n € N. Addi-
tionally, there are no restrictions requiring the data providers and the analytics
consumer to be different, and hence in some cases P = C.

DATA CLEAN ROOM | res  [{PubKe, privkc}

—) dec(r;s’@gich)

m parties n parties

(Pl'p, pUch} IDI
Data res = enc(pubK, analytics Analytics
Provider (P) (unlabelP(pr,, Dp))) Consumer (C)

Fig. 5. A Data Clean Room (DCR) pattern with m data providers (P) and n analytics
consumers (C). P labels its data as Dp and sends it to the DCR, which loads C’s
public key pubKc as well as privilege prp using a closure. The functions enc and dec
handle encryption and decryption, and analytics refers to any general query.

In this setup, the data providers label their data before sending it to the
DCR. The DCR is loaded with analytics queries from C after P reviews both
the schema and the specific queries requested by C. The DCR is provisioned
with C’s public key, limiting access to the computed analytics solely to C'. We
notably use Haskell’s partial application to load the privilege prp, enabling data
unlabeling while restricting the locations of the unlabelP operation.

Consider a synthetic data analytics example with two data providers P; and
P, that both store confidential data regarding COVID strains and the corre-
sponding age of patients. An analytics consumer C; wishes to aggregate this
data and derive the correlation between mean age and the respective COVID
strain. We add a constraint that the analytics should only aggregate COVID
strains that are common to both P; and P> (private set intersection [11]).

The DCR exposes two API calls for communication. The first, datasend,
accepts a DCLabeled Row as an argument and is used by P; and P, to send
a row labeled with their respective DC Label. The DCR stores the in-memory
data in HasTEE™'’s mutable reference type DCRef a. Reading and writing occur
via readRef and writeRef, raising the context’s label accordingly. We omit the
body of datasend for brevity. The full Haskell program is publicly available [36].

Listing 4 (lines 1-7) shows the second interface to the DCR, runQuery, used
by Cj to run the analytics query. A notable operation happens in line 5 where the
unLabelFunc function is applied to each row of the database, labeled with either
Py’s or P»’s DC label. unlabelFunc inspects the label and accordingly uses the
correct privilege to declassify the data. Note, if during the whole computation, a
row’s label gets tainted by both P; and Ps, the unlabel function (not unlabelP,
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runQuery :: EnclaveDC (DCRef DB) -> PublicKey
-> Priv CNF -> Priv CNF -> EnclaveDC ResultEncrypted
runQuery enc_ref_db pubKCl privl priv2 = do
labeled_rows <- join $ readRef <$> enc_ref_db

rows <- mapM (unlabelFunc privl priv2) labeled_rows
res_enc <- encrypt_TCB pubKCl (toStrict $ encode $ query rows)
return res_enc -- encryption error—handling elided

unlabelFunc pl p2 lrow =
case extractOrgName (labelOf lrow) of
"P1" -> unlabelP pl lrow
"P2" -> unlabelP p2 lrow
-> unlabel lrow -- label wzll float up

data API = API { datasend :: Secure (DCLabeled Row -> EnclaveDC ())
, runQ :: Secure (EnclaveDC ResultEncrypted }

app = do db <- liftNewRef dcPublic database
sfunc <- inEnclave dcDefaultState $ sendData db
pubkCl <- 1iftI0 $ read <$> readFile "ssl/public.key"
piPriv <- 1iftI0 $ privInit (toCNF p1)
p2Priv <- 1iftI0 $ privInit (toCNF p2)
gfunc <- inEnclave dcDefaultState $ runQuery db pubKC1 piPriv p2Priv
let api = API sfunc gfunc
runClient (clientl api)
runClient (client2 api)
runClient (client3 api)

Listing 4: runQuery unlabels the data, runs the query and encrypts the result;
The app :: App Done computation captures the three clients and the enclave

see line 13) is invoked, floating the context high enough that writes to public
channels are no longer possible.

In the absence of privileges, the EnclaveDC monad obeys general non-interference
[14]. Hence, privileges, which allow declassification and endorsement, must be
handed out with caution and used in limited places. In app, the privileges are
created (lines 21, 22) and are partially applied to the runQuery function (line 23).
As a result, the enclave loads a partially applied closure, runQuery db pubKC1
plPriv p2Priv, and it is limited to using the privileges solely within runQuery
and its callees. An interesting future work would be using Haskell’s linear type
support [5] to limit the copying of privileges and make them unforgeable.

The app function demonstrates the overall tierless nature of our DSL. It
describes three clients and the enclave as a single program without specifying
complex data copying protocols or involving multi-project hierarchies. We elide
the body of the clients P; and Ps, involving data retrieval from their databases,
labeling, and sending it to DCR, while C; calls runQuery and decrypts the
result. We also omit the query function’s implementation, responsible for exe-
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cuting private set intersection and returning results in a structured format. The
interested reader can find the entire program hosted publicly [36]. In-transit se-
curity, enclave-integrity and client-integrity checks are implicitly enforced on all
communication through HasTEE™’s remote attestation infrastructure.

4.1 Security Analysis

Privacy Protection. The data clean room ensures privacy through - (1) run-
time security, provided by the TEE’s isolation of trusted code and data; (2)
in-transit security, ensured by the RA-TLS protocol; (3) enclave integrity, es-
tablished through remote attestation; (4) client integrity, provided with digital
signatures checked by a monitor (Section 3.2); and (5) information flow control,
implemented using a mix of IFC mechanisms and controlled privilege delegation.

Why is the result encrypted if HasTEE'’s monitor already does
client-integrity checks? This is necessary due to two distinct attacker models:
open-world attacks and closed-world attacks. The digital signature verification in
the monitor protects against open-world attacks, where an unknown malicious
attacker outside our described system attempts to communicate with the DCR.
On the other hand, in a closed-world attack, one of the participating entities, say
Py, may maliciously query the DCR for analytics, even though P; is intended to
be merely a data provider. Although the monitor will allow this communication,
the encryption will protect the data privacy.

Declassification Dimensions [35] Classifying the DCR along the four
dimensions - Who: Integrity checks in HasTEE™, RA-TLS and data labeling
constrain the who dimension, allowing the DCR alone to declassify the data,;
‘What: The combination of the Haskell type system and dynamic privileges
aim to allow declassification only for the analytics query; Where: The partial-
application-based privilege loading was done to restrict this dimension, ensuring
that only runQuery and its subsequent callees can declassify; When This is
currently not captured but it is fairly straightforward to implement a relative
declassification [35] policy where the analytics is released only after a certain set
of data uploads succeeds, especially using the tierless nature of our DSL.

While HasTEE’s privacy protection mechanism provides useful guardrails
against information leaks, we emphasize the importance of auditing the trusted
code by all concerned parties to ensure the privileges are not misused.

5 Performance Evaluations

Here, we present performance microbenchmarks that allow for quantifying the
overheads associated with various features in HasTEE™. For benchmarking, we
use the password checker example from Listing 1. We evaluate three particular
sources of overheads - (1) dynamic checks for information flow control, (2) remote
attestation and (3) client-integrity checks performed by the monitoring module.

We plot the overheads associated with each feature in Fig. 6. The X-axis cap-
tures the mean response-time in executing variants of the operation gatewayRA
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HasTEE* Performance Overheads

Without IFC

With IFC

Without RA

With RA

Without integrity check

With integrity check
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Fig. 6. Performance Overheads in HasTEE™'. The X-axis represents the mean response
time for a query, both with and without the desired feature enabled, measured in
milliseconds. The response time is averaged over 50 runs for each measure.

((checkpwd api) <@> userInput) (line 14) from Listing 1. A gateway call in-
volves serialising the function arguments, making a remote procedure call to the
enclave, executing the enclave computation, and then deserialising the result to
the client. Measurement were conducted on an Azure Standard DC1s v2 (1 vepu,
4 GiB memory) SGX machine, using the Intel SGX SDK for Linux.

Dynamic IFC Checks Overhead. In Fig. 6, the first group measures
the overhead due to the runtime checks for IFC. The difference arises from
extra conditional statements checking legal data flow policies. For Listing 1,
the overhead is 2 milliseconds when compared to the non-IFC version. However,
more complex applications (like Section 4) might incur slightly higher overheads.

Remote Attestation (RA) Overhead. The second group shows the RA
overhead, demonstrating a considerable jump in response time with RA enabled.
Much of the latency is attributed to the underlying RA-TLS protocol, imple-
menting TLS version 1.2. In contrast, the non-RA baseline employs plain TCP
for communication, using Linux’s send/recv to enhance communication speed.
The RA version’s mean latency is 863 milliseconds, improvable by establishing
a secure channel instead of initiating the entire handshake protocol each time.

Integrity-check Overhead. The client-integrity check is built on top of
the HasTEE" RA infrastructure. As a result, for the baseline we use RA mea-
surements from the second group and incorporate integrity checks on top of RA.
The overhead on top of RA is minimal, in the order of 15 milliseconds.

Discussion. The measurements in Fig 6 show that each HasTEE™ feature
incurs maximum overheads in the order of hundreds of milliseconds. The signifi-
cant response time increase for RA is mainly due to the complex TLS handshake
involving multiple hops and communication with the Intel Attestation Service.
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Given the security-critical nature of confidential computing and considering slow-
downs due to general network latency, we posit that HasTEE" ’s overheads are
acceptable, making it a practical choice for security-critical applications.

6 Related Work

We have already discussed projects closely related to HasTEEY, including Has-
TEE [37], GoTEE [13], Jg [31], etc., in Sections 1 and 2. Here, we highlight ad-
ditional related work that is relevant to the broader contributions of HasTEE™.

Tierless Programming for Enclaves To the best of our knowledge, HasTEE™
is one of the first practical programming frameworks to introduce the notion of
tierless programming for confidential computing applications. Weisenburger et
al. [49] provide a survey of general multi-tier programming approaches. Among
the surveyed approaches, the HasTEE" DSL draws inspiration from the Haste
framework [10] and functional choreographic programming [40].

Remote Attestation Infrastructure. HasTEE™ is built on top of the
Intel RA-TLS protocol [21] for binary attestation. In contrast, GuaranTEE [27]
proposes a control-flow attestation technique based on two enclaves, which can
be adapted quite naturally to the HasTEET RA infrastructure.

Information Flow Control for TEEs. Gollamudi et al. proposed the
first use of IFC to protect against low-level attackers in TEEs with the IMP g
calculus [16], followed by a more general security calculus, DFLATE [17], for
distributed TEE applications. In contrast to their work, HasTEE" does not
require language-level modifications or type-system extensions. Instead, it con-
veniently enforces IFC as a library in an existing programming language. At
the OS level, Deluminator [46] offers OS abstractions and userspace APIs for
trace-based tracking of IFC violations in compartmentalized hardware, such as
TEEs. Note that Deluminator is a reporting tool and not an enforcement mech-
anism, in contrast to HasTEE". Another application of IFC to TEEs is Moat
[41], which formally verifies the confidentiality of enclave programs by proving
the non-interference property [14].

Confidential Data Analytics. Referring to our confidential analytics pat-
tern in Section 4, another proposed design pattern is Privacy Preserving Feder-
ated Learning [26], tailored to machine learning attacker models. We believe such
threat models can be naturally integrated with our proposed design pattern.

7 Conclusion

We introduced HasTEE™, a tierless confidential computing DSL that enforces
dynamic information flow control, along with strong client-integrity and enclave-
integrity checks. We also proposed a general confidential analytics pattern, ex-
pressed as a single program in HasTEET. Additionally, we presented perfor-
mance evaluations that demonstrate acceptable overheads. Our evaluations, while
conducted on Intel SGX, illustrate HasTEE™"’s general applicability to ARM
TrustZone, AMD SEV, and Intel TDX machines. Furthermore, our library-based
partitioning and IFC approach is extendable to other programming languages.
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—— Abstract

Programming embedded systems applications involves writing concurrent, event-driven and
timing-aware programs. Traditionally, such programs are written in low-level machine-oriented
programming languages like C or Assembly. We present an alternative by introducing Synchron, an
API that offers high-level abstractions to the programmer while supporting the low-level infrastructure
in an associated runtime system and one-time-effort drivers.

Embedded systems applications exhibit the general characteristics of being (i) concurrent, (ii)
I/O-bound and (iii) timing-aware. To address each of these concerns, the Synchron API consists
of three components - (1) a Concurrent ML (CML) inspired message-passing concurrency model,
(2) a message-passing—based I/O interface that translates between low-level interrupt based and
memory-mapped peripherals, and (3) a timing operator, syncT, that marries CML’s sync operator
with timing windows inspired from the TinyTimber kernel.

We implement the Synchron API as the bytecode instructions of a virtual machine called
SynchronVM. SynchronVM hosts a Caml-inspired functional language as its frontend language, and
the backend of the VM supports the STM32F4 and NRF52 microcontrollers, with RAM in the order
of hundreds of kilobytes. We illustrate the expressiveness of the Synchron API by showing examples
of expressing state machines commonly found in embedded systems. The timing functionality
is demonstrated through a music programming exercise. Finally, we provide benchmarks on the
response time, jitter rates, memory, and power usage of the SynchronVM.

2012 ACM Subject Classification Computer systems organization — Embedded software; Software
and its engineering — Runtime environments; Computer systems organization — Real-time languages;
Software and its engineering — Concurrent programming languages

Keywords and phrases real-time, concurrency, functional programming, runtime, virtual machine

Digital Object Identifier 10.4230/LIPIcs. ECOOP.2022.25

1 Introduction

Embedded systems are ubiquitous. They are pervasively found in application areas like 10T,
industrial machinery, cars, robotics, etc. Applications running on embedded systems tend to
embody three common characteristics:

1. They are concurrent in nature.
2. They are predominantly I/O-bound applications.

3. A large subset of such applications are timing-aware.

This list, although not exhaustive, captures a prevalent theme among embedded applica-
tions. Programming these applications involves interaction with callback-based driver APIs
like the following from the Zephyr RTOS[12]:
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Listing 1 A callback-based GPIO driver API

int gpio_pin_interrupt_configure(const struct device *port
, gpio_pin_t pin
, gpio_flags_t flags);
1 void gpio_init_callback(struct gpio_callback *callback
, gpio_callback_handler_t handler
6 , gpio_port_pins_t pln_mask)
7 int gpio_add_callback(const struct device *port
8 , struct gpio_callback *callback);

Programming with such APIs involves expressing complex state machines in C, which
often results in difficult-to-maintain and elaborate state-transition tables. Moreover, C
programmers use error-prone shared-memory primitives like semaphores and locks to mediate
interactions that occur between the callback-based driver handlers.

In modern microcontroller runtimes, like MicroPython [13] and Espruino (Javascript)
[39], higher-order functions are used to handle callback-based APIs:

Listing 2 Driver interactions using Micropython

def callback(x):
2 #...callback body with nested callbacks...

1 extint = pyb.ExtInt(pin, pyb.ExtInt.IRQ_FALLING
5 , pyb.Pin.PULL_UP, callback)
¢ ExtInt.enable ()

The function callback(x) from Line 1 can in turn define a callback action callback?2,
which can further define other callbacks leading to a cascade of nested callbacks. This leads
to a form of accidental complexity, colloquially termed as callback-hell [22].

We present Synchron, an API that attempts to address the concerns about callback-
hell and shared-memory concurrency while targeting the three characteristics of embedded
programs mentioned earlier by a combination of:

1. A message-passing—based concurrency model inspired from Concurrent ML.
2. A message-passing-based I/O interface that unifies concurrency and I/0.
3. A notion of time that fits the message-passing concurrency model.

Concurrent ML (CML) [27] builds upon the synchronous message-passing—based concur-
rency model CSP [17] but adds the feature of composable first-class events. These first-class
events allow the programmer to tailor new concurrency abstractions and express application-
specific protocols. Additionally, a synchronous concurrency model renders linear control-flow
to a program, as opposed to bottom-up, non-linear control flow exhibited by asynchronous
callback-based APIs.

Synchron extends CML’s message-passing API for software processes to I/O and hardware
interactions by modelling the external world as a process through the spawnExternal operator.
As aresult, the standard message-passing functions such as send, receive etc. are applicable
for handling I/O interactions, such as asynchronous driver interrupts. The overall APT design
allows efficient scheduling and limited power usage of programs via an associated runtime.

For timing, Synchron has the syncT operator, drawing inspiration from the TinyTimber
kernel [21], that allows the specification of baseline and deadline windows for invocation of
a method in a class. In TinyTimber, WITHIN( B, D, &obj, meth, 123 ); expresses the
desire that method meth should be run at the earliest at time B and finish within a duration
of D. Our adaptation of this API, syncT B D evt, takes a baseline, deadline and a CML
event (evt) as arguments and obeys similar semantics as WITHIN.
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The Synchron API is implemented in the form of a bytecode-interpreted virtual machine
(VM) called SynchronVM. The bytecode instructions of the VM correspond to the various
operations of the Synchron API, such that any language hosted on the VM can access
Synchron’s concurrency, I/O and timing API for embedded systems.

Internally, the SynchronVM runtime manages the scheduling and timing of the various
processes, interrupt handling, memory management, and other bookkeeping infrastructure.
Notably, the runtime system features a low-level bridge interface that abstracts it from
the platform-dependent specifics. The bridge translates low-level hardware interrupts or
memory-mapped 1/O into software messages, enabling the SynchronVM application process
to use the message-passing API for low-level I/0.

Contributions

We identify three characteristic behaviours of embedded applications, namely being
(i) concurrent, (ii) I/O-bound, and (iii) timing-aware, and propose a combination of
abstractions (the Synchron API) that mesh well with each other and address these
requirements. We introduce the API in Section 3.

Message-passing—based I/0. We present a uniform message-passing framework that
combines concurrency and callback—based I/0 to a single interface. A software message or
a hardware interrupt is identical in our programming interface, providing the programmer
with a simpler message-based framework to express concurrent hardware interactions.
We show the I/O APT in Section 3.2 and describe the core runtime algorithms to support
this API in Section 4.

Declarative state machines for embedded systems. Combining CML primitives
with our I/O interface allows presenting a declarative framework to express state machines,
commonly found in embedded systems. We illustrate examples of representing finite-state
machines using the Synchron API in Sections 6.1 and 6.2.

Evaluation. We implement the Synchron API and its associated runtime within a
virtual machine, SynchronVM, described in Section 5. We illustrate the practicality and
expressivity of our API by presenting three case studies in Section 6, which runs on the
STM32 and NRF52 microcontroller boards. Finally, we show response time, memory and
power usage, jitter rates, and load testing benchmarks on the SynchronVM in Section 7.

2 Motivation

¢ Concurrency and I0. In embedded systems, concurrency takes the form of a combination
of callback handlers, interrupt service routines and possibly a threading system, for example
threads as provided by ZephyrOS, ChibiOS or FreeRTOS. The callback style of programming
is complicated but offers benefits when it comes to energy efficiency. Registering a callback
with an Interrupt Service Routine (ISR) allows the processor to go to sleep and conserve
power until the interrupt arrives.

An alternate pattern to restore the linear control flow of a program is the event-loop
pattern. As the name implies, an event-loop based program involves an infinitely running loop
that handles interrupts and dispatches the corresponding interrupt-handlers. An event-loop
based program involves some delicate plumbing that connects its various components. Listing
3 shows a tiny snippet of the general pattern.

Listing 3 Event Loop

void eventLoop (){
> while (1) {

25:3
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switch(GetNextEvent ()) {
case GPIO1 : GPIO1Handler ();
case GPIO2 : GPIO2Handler ();

default : goToSleep(); // no events

33}
) GPIO1Handler O){ ... } // must not block
GPID2Handler O{ ... } // must not block

3 //when interrupt arrives write to event queue and wake up the while loop

GPIO1_IRQO{....}

5 GPIO2_IRQO{....}

Programs like the above are an improvement over callbacks, as they restore the linear
control-flow of a program, which eases reasoning. However, such programs have a number
of weaknesses - (i) they enforce constraints on the blocking and non-blocking behaviours
of the event handlers, (ii) programmers have to hand-code elaborate plumbings between
the interrupt-handlers and the event-queue, (iii) they are highly inextensible as extension
requires code modifications on all components of the event-loop infrastructure, and (iv) they
are instances of clearly concurrent programs that are written in this style due to lack of
native concurrency support in the language.

Although there are extensions of C to aid the concurrent behaviour of event-loops, such

as protothreads [8] or FreeRTOS Tasks, the first three listed problems still persist. The main
infinite event loop unnecessarily induces a tight coupling between unrelated code fragments
like the two separate handlers for GPIO1 and GPIO2. Additionally, this pattern breaks
down the abstraction boundaries between the handlers.
e« Time. A close relative of concurrent programming for embedded systems is real-time
programming. Embedded systems applications such as digital sound cards routinely exhibit
behaviour where the time of completion of an operation determines the correctness of the
program. Real-time programs, while concurrent, differ from standard concurrent programs
by allowing the programmer to override the fairness of a fair scheduler.

For instance, the FreeRTOS Task API allows a programmer to define a static priority
number, which can override the fairness of a task scheduler and customise the emergency of
execution of each thread. However, with a limited set of priorities numbers (1 - 5) it is very
likely for several concurrent tasks to end up with the same priority, leading the scheduler
to order them fairly once again. A common risk with priority-based systems is to run into
the priority inversion problem [33], which can have fatal consequences on hard real-time
scenarios. On the other hand, high-level language platforms for embedded systems such as
MicroPython [13] do not provide any language support for timing-aware computations.

Problem Statement. We believe there exists a gap for a high-level language that
can express concurrent, I/O-bound, and timing-aware programs for programming resource-
constrained embedded systems. We outline our key idea to address this gap below.

2.1 Key ldeas

Our key idea is the Synchron API, which adopts a synchronous message-passing concurrency
model and extends the message-passing functionality to all I/O interactions. Synchron also
introduces baselines and deadlines for the message-passing, which consequently introduces a
notion of time into the API. The resultant API is a collection of nine operations that can
express (i) concurrency, (ii) I/O, and (iii) timing in a uniform and declarative manner.
The external world as processes. The Synchron API models all external drivers as
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processes that can communicate with the software layer through message-passing. Synchron’s
spawnExternal operator treats an I/O peripheral as a process and a hardware interrupt as
a message from the corresponding process. Fig. 1 illustrates the broad idea.

External World

UART Process g

Bidirectional
channel

External World

g LED Process

Software
Processes

S

Figure 1 Software processes and hardware processes interacting

S

The above design relieves the programmer from writing complex callback handlers to
deal with asynchronous interrupts. The synchronous message-passing—based I/O renders a
linear control-flow to I/O-bound embedded-system programs, allowing the modelling of state
machines in a declarative manner. Additionally, the message-passing framework simplifies
the hazards of concurrent programming with shared-memory primitives (like FreeRTOS
semaphores) and the associated perils of maintaining intricate locking protocols.

Hardware-Software Bridge. The Synchron runtime enables the seamless translation
between software messages and hardware interrupts. The runtime does hardware interactions
through a low-level software bridge interface, which is implemented atop the drivers supplied
by an OS like Zephyr/ChibiOS. The bridge layer serialises all hardware interrupts into the
format of a software message, thereby providing a uniform message-passing interaction style

for both software and hardware messages. Fig. 2 shows the overall architecture of Synchron.

Software

Process1 Process2 Process3 Process4
processes

Co9 Synchron Runtime System
b Low-level Bridge |

dependent Wall-clock time subsystem Drivers

Zephyr/ChibiOS

Figure 2 The Synchron Architecture

Timing. The final key component of the Synchron API is the real-time function, syncT,
that instead of using a static priority for a thread (like Ada, RT-Java, FreeRTOS, etc.),
borrows the concept of a dynamic priority specification from TinyTimber [21].

The syncT function allows specifying a timing window by stating the baseline and deadline
of message communication between processes. The logical computational model of Synchron
assumes to take zero time and hence the time required for communication determines the
timing window of execution of the entire process. As the deadline of a process draws near,
the Synchron runtime can choose to dynamically change the priority of a process while it is
running. Fig. 3 illustrates the idea of dynamic priority-change.

Fig. 3 shows how a scheduler can choose to prioritise a second process over a running,
timed process, even though the running process has a deadline in the future. In practice, a
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Figure 3 Dynamic priority change with syncT

scheduler needs to be able to pause and resume processes to support the above, which is
possible in the Synchron runtime. The syncT function, thus, fits fairly well with the rest of
the API and provides a notion of time to the overall programming interface.

The combination of syncT, spawnExternal and the CML-inspired synchronous message-
passing concurrency model constitutes the Synchron API that allows declarative specification
of embedded applications. We suggest that this API is an improvement, in terms of
expressivity, over the currently existing languages and libraries on embedded systems and
provide illustrative examples to support this in Section 6. We also provide benchmarks on
the Synchron runtime in Section 7. Next, we discuss the Synchron API in more detail.

3  The Synchron API

3.1 Synchronous Message-Passing and Events

We begin by looking at a standard synchronous message-passing API, like Hoare’s CSP [17] -

spawn : (OO -> () -> Threadld
> channel : () -> Channel a

; sendMsg : Channel a -> a -> ()

i recvMsg : Channel a -> a

In the above type signatures, the type parameter, a, indicates a polymorphic type. The
call to spawn allows the creation of a new process whose body is represented by the (() — ())
type. The channel () call creates a blocking channel along which a process can send or
receive messages using sendMsg and recvMsg respectively. A channel blocks until a sender
has a corresponding receiver and vice-versa. Multi-party communication in CSP is enabled
using the nondeterministic choice operation that races between two sets of synchronous
operations and chooses the one that succeeds first.

However, there is a fundamental conflict between procedural abstraction and the choice
operation. Using a procedure to represent a complex protocol involving multiple sends and
receives hides the critical operations over which a choice operation is run. On the other hand,
exposing the individual sends and receives prevents the construction of protocols with strict
message-ordering constraints (Appendix A). Reppy discusses this issue [27] in depth and
provides a solution in Concurrent ML (CML), which is adopted by the Synchron API.

The central idea is to break the act of synchronous communication into two steps:

(i) Expressing the intent of communication as an event-value
(ii) Synchronising between the sender and receiver via the event-value

The first step above results in the creation of a type of value called an Event. An event is
a first-class value in the language akin to the treatment of higher-order functions in functional
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languages. Reppy describes events as "first-class synchronous operations' [27]. Adapting this
idea, the type signature of message sending and receiving in the Synchron API becomes :

send : Channel a — a — Event ()
recv : Channel a — Event a

Given a value of type Event, the second step of synchronising between processes and the
consequent act of communication is accomplished via the sync operation, whose type is :

[ sync : Event a — a ]

Intuitively, an equivalence can be drawn between the message passing in CSP and the
CML-style message passing (as adopted in the Synchron API) using function composition:

sync . (send c)
2 sync . recv

sendMsg c
recvMsg

The advantage of representing communication as a first-class value is that event-based
combinators can be used to build more elaborate communication protocols. In the same vein
as higher-order functions like function composition (.) and map, events support composition
via the following operators in the Synchron API :

choose : Event a — Event a — Event a
wrap : Event a — (a — b) — Event b

The choose operator is equivalent to the choice operation in CSP and the wrap operator
can be used to apply a post-synchronisation operation (of type a — b). A large tree of events
representing a communication protocol can be built in this framework as follows :

protocol : Event ()
2 protocol =

choose (send cl1 msgl)
y (wrap (recv c2) (X msg2 -> sync (send c3 msg2)))

Using events, the above protocol involving multiple sends and receives was expressible
as a procedural abstraction while still having the return type of Event (). A consumer
of the above protocol can further use the nondeterministic choice operator, choose, and
choose among multiple protocols (see Appendix A). This combination of a composable
functional programming style and CSP-inspired multiprocess program design allows this API
to represent callback-based, state machine oriented programs in a declarative manner.
Comparisons between Events and Futures. The fundamental difference between events
and futures is that of deferred communication and deferred computation respectively. A future
aids in asynchronous computations by encapsulating a computation whose value is made
available at a future time. On the other hand, an event represents deferred communication as
a first-class entity in a language. Using the wrap combinator, it is possible to chain lambda
functions capturing computations that should happen post-communication as well. However,
events are fundamentally building blocks for communication protocols.

3.2 Input and Qutput

The I/O component of Synchron is deeply connected to the Synchron runtime. Hence, we
mention parts of the low-level runtime implementation while describing the I/O interface.
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In the Synchron API, I/0 is expressed using the same events as are used for inter-process
communication. Each I/O device is connected to the running program using a primitive
we call spawnExternal as a hint that the programmer can think of, for example, an LED
as a process that can receive messages along a channel. Each ezternal process denotes an
underlying I/O device that is limited to send and receive messages along one channel.

The spawnExternal primitive takes the channel to use for communication with software
and a driver. It returns a "Threadld" for symmetry with spawn.

[ spawnExternal : Channel a — Driver — ExternalThreadld

The first parameter supplied to spawnExternal is a designated fixed channel along which
the external process shall communicate. The second argument requires some form of identifier
to uniquely identify the driver. This identifier for a driver tends to be architecture-dependent.
For instance, when using low-level memory-mapped I/O, reads or writes to a memory address
are used to communicate with a peripheral. So the unique memory address would be an
identifier in that case. On the other hand, certain real-time operating system (such as
FreeRTOS or Zephyr) can provide more high-level abstractions over a memory address. In the
Synchron runtime, we number each peripheral in a monotonically increasing order, starting
from 0. So our spawnExternal API becomes:

type DriverNo = Int
> spawnExternal : Channel a -> DriverNo -> ExternalThreadId

In the rest of the paper, we will use suggestive names for drivers like 1ed0, uarti, etc
instead of plain integers for clarity. We have ongoing work to parse a file describing the target
board/MCU system, automatically number the peripherals, and emit typed declarations, like
led0 = LED 0, that can be used in the spawnExternal APL

To demonstrate the I/O API in the context of asynchronous drivers, we present a standard
example of the button-blinky program. The program matches a button state to an LED so
that when the button is down, the LED is on, otherwise the LED is off:

Listing 4 Button-Blinky using the Synchron API

butchan
ledchan

glowled

£ O
f = let

main =
let _
let _

[

channel ()
channel ()

= sync (send ledchan i)

= sync (wrap (recv butchan) glowled) in f

spawnExternal butchan 0 in
spawnExternal ledchan 1 in f

Listing 4 above spawns two hardware processes - an LED process and a button process.
It then calls the function £ which arrives at line 7 and waits for a button press. During
the waiting period, the scheduler can put the process to sleep to save power. When the
button interrupt arrives, the Synchron runtime converts the hardware interrupt to a software
message and wakes up process f. It then calls the glowled function on line 4 that sends a
switch-on message to the LED process and recursively calls £ infinitely.

The above program represents an asynchronous, callback-based application in an entirely
synchronous framework. The same application written in C, on top of the Zephyr OS, is
more than 100 lines of callback-based code [11]. A notable aspect of the above program is
the lack of any non-linear callback-handling mechanism.
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The structure of this program resembles the event-loop pattern presented in Listing 3
but fixes all of its associated deficiencies - (1) all Synchron I/O operations are blocking; the
runtime manages their optimal scheduling, not the programmer, (2) the internal plumbing
related to interrupt-handling and queues are invisible to the programmer, (3) the program is
highly extensible; adding a new interrupt handler is as simple as defining a new function.

3.3 Programming with Time

Real-time languages and frameworks generally provide a mechanism to override the fairness of
a fair scheduler. A typical fair scheduler abstracts away the details of prioritising processes.

However, in a real-time scenario, a programmer wants to precisely control the response-
time of certain operations. So the natural intuition for real-time C-extensions like FreeRTOS
Tasks or languages like Ada is to delegate the scheduling control to the programmer by
allowing them to attach a priority level to each process.

The priority levels involved decides the order in which a tie is broken by the scheduler.
However, with a small fixed number of priority levels it is likely for several processes to end
up with the same priority, leading the scheduler to order them fairly again within each level.

Another complication that crops up in the context of priorities is the priority inversion
problem [33]. Priority inversion is a form of resource contention where a high-priority thread
gets blocked on a resource held by a low-priority thread, thus allowing a medium priority
thread to take advantage of the situation and get scheduled first. The outcome of this
scenario is that the high-priority thread gets to run after the medium-priority thread, leading
to possible program failures.

The Synchron API admits the dynamic prioritisation of processes, drawing inspiration
from the TinyTimber kernel [23]. TinyTimber allows specifying a timing window expressed
as a baseline and deadline time, and a scheduler can use this timing window to determine
the runtime priority of a process. The timing window expresses the programmer’s wish that
the operation is started at the earliest on the baseline and no later than the deadline.

In Synchron, a programmer specifies a timing window (of the wall-clock time) during
which they want message synchronisation, that is the rendezvous between message sender
and receiver, to happen. We do this with the help of the timed-synchronisation operator,
syncT, with type signature:

[ syncT : Time — Time — Event a — a ]

Comparing the type signature of syncT with that of sync :

syncT : Time -> Time -> Event a -> a
2 sync Event a -> a

The two extra arguments to syncT specify a lower and upper bound on the time of
synchronisation of an event. The two arguments to syncT, of type Time, express the relative
times calculated from the current wall-clock time. The first argument represents the relative
baseline - the earliest time instant from which the event synchronisation should begin. The
second argument specifies the relative deadline, i.e. the latest time instant (starting from the
baseline), by which the synchronisation should start. For instance,

syncT (msec 50) (msec 20) timed_ev

means that the event, timed__ev, should begin synchronisation at the earliest 50 milliseconds
and the latest 50 4+ 20 milliseconds from now. The now concept is based on a thread’s
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local view of what time it is. This thread-local time (Tjoeqr) is always less than or equal to
wall-clock time (Tapsorute). When a thread is spawned, its thread-local time, Tjocqr, iS set to
the wall-clock time, Typsorute-

While a thread is running, its local time is frozen and unchanged until the thread executes
a timed synchronisation; a syncT operation where time progresses to Tjocqi + baseline.

processl _ =
let _ = s1 in -- Tjoear = O
let _ = 82 in -- Tioear = O
let _ = syncT (msec 50) (usec 10) evl in
processl () -- Tjocar = 50 msec

The above illustrates that the untimed operations s1 and s2 have no impact on a thread’s
view of what time it is. In essence, these operations are considered to take no time, which is a
reference to logical time and not the physical time. Synchron shares this logical computational
model with other systems such as the synchronous languages [7] and ChucK [37].

In practice, this assumption helps control jitter in the timing as long as the timing
windows specified on the synchronisation is large enough to contain the execution time of si,
s2, the synchronisation step and the recursive call. Local and absolute time must meet up
at key points for this approach to work. Without the two notions of time meeting, local time
would drift away from absolute time in an unbounded fashion. For a practical implementation
of syncT, a scheduler needs to meet the following requirements:

The scheduler should provide a mechanism for overriding fair scheduling.

The scheduler must have access to a wall-clock time source.

A scheduler should attempt to schedule synchronisation such that local time meets up
with absolute time at that instant.

We shall revisit these requirements in Section 5 when describing the scheduler within the
Synchron runtime. Next, we shall look at a simple example use of syncT.

Blinky

The well-known blinky example, shown in Listing 5, involves blinking an LED on and off at
a certain frequency. Here we blink once every second.
Listing 5 Blinky with syncT

0
1

not 1 =
not 0 =

ledchan = channel ()

sec n = n *x 1000000
usec n = n -- the unit-time in the Synchron runtime

foo : Int -> ()

) foo val =

let _ = syncT (sec 1) (usec 1) (send ledchan val) in
foo (mot wval)

main = let _ = spawnExternal ledchan 1 in foo 1

In the above program, foo is the only software process, and there is one external hardware
process for the LED driver that can be communicated with, using the ledChan channel.
Line 11 is the critical part of the logic that sets the period of the program at 1 second, and
the recursion at Line 12 keep the program alive forever. Appendix B shows the details of
scheduling this program. We discuss a more involved example using syncT in Section 6.3.
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4  Synchronisation Algorithms

The synchronous nature of message-passing is the foundation of the Synchron API. In this
section, we describe the runtime algorithms, in an abstract form, that enable processes to
synchronise. The Synchron runtime implements these algorithms, which drives the scheduling
of the various software processes.

In Synchron, we synchronise on events. Events, in our API, fall into the categories of
base events and composite events. The base events are send and recv and events created
using choose are composite.

composite_event = choose (send c1 ml) (choose (send c2 m2) (send c3 m3))

From the API’s point of view, composite events resemble a tree with base events in the
leaves. However, for the algorithm descriptions here, we consider an event to be a set of base
events. An implementation could impose an ordering on the base events that make up a
composite event. Different orderings correspond to different event-prioritisation algorithms.

In the algorithm descriptions below, a Channel consists of two FIFO queues, one for
send and one for recv. On these queues, process identities are stored. While blocked on a
recv on a channel, that process’ id is stored in the receive queue of that channel; likewise
for send and the send-queue. Synchronous exchange of the message means that messages
themselves do not need to be maintained on a queue.

Additionally, the algorithms below rely on there being a queue of processes that are ready
to execute. This queue is called the readyQ. In the algorithm descriptions below, handling
of wrap has been omitted. A function wrapped around an event specifies an operation that
should be performed after synchronisation has been completed. Also, we abstract over the
synchronisation of hardware events. As a convention, self used in the algorithms below
refers to the process from which the sync operation is executed.

4.1 Synchronising events

The synchronisation algorithm, that performs the API operation sync, accepts a set of
base events. The algorithm searches the set of events for a base event that has a sender or
receiver blocked (ready to synchronise) and passes the message between sender and receiver.
Algorithm 1 provides a high-level view of the synchronisation algorithm.

The first step in synchronisation is to see if there exists a synchronisable event in the set
of base events. The findSynchronisableEvent algorithm is presented in Algorithm 2.

If the findSynchronisableEvent algorithm is unable to find an event that can be synchron-
ised, the process initiating the synchronisation is blocked. The process identifier then gets
added to all the channels involved in the base events of the set. This is shown in Algorithm 3.

After registering the process identifiers on the channels involved, the currently running
process should yield its hold on the CPU, allowing another process to run. The next process
to start running is found using the dispatchNewProcess algorithm in Algorithm 4.

When two processes are communicating, the first one to be scheduled will block as the
other participant in the communication is not yet waiting on the channel. However, when
dispatchNewProcess dispatches the second process, the findSynchronisable Bvent function will
return a synchronisable event and the syncNow operation does the actual message passing.
The algorithm of syncNow is given in Algorithm 5 below.
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Algorithm 1 The synchronisation algorithm

Data: event : Set

ev < findSynchronisable Event(event);

if ev # & then

‘ syncNow(ev);

else
block(event);
dispatchNewProcess();

end

Algorithm 2 The findSynchronisableEvent function

Data: event : Set

Result: A synchronisable event or &

foreach e € event do

if e.base EventType == SEND then
if ~isEmpty(e.channelNo.recvq) then

| return e

end

else if e.baseFventType == RECV then
if ~isEmpty(e.channel No.sendq) then

| return e
end
else return @; /* Impossible case */
end
return @ ; /* No synchronisable event found */

Algorithm 3 The block function

Data: event : Set
foreach e € event do
if e.baseEventType == SEND then
‘ e.channelNo.sendg.enqueue(sel f);
else if e.baseEventType == RECV then
‘ e.channelNo.recvq.enqueue(sel f);
else Do nothing; /* Impossible case */
end

Algorithm 4 The dispatchNewProcess function

if ready # @ then
process + dequeue(readyQ);
currentProcess = process;

else
| relinquish control to the underlying OS
end
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Algorithm 5 The syncNow function

Data: A base-event value - event

if event.base EventType == SEND then

receiver < dequeue(event.channelNo.recvq);

deliverMSG (self, receiver, msg) ; /* pass msg from self to receiver */
readyQ.enqueue(self);

else if event.base EventType == RECV then

sender < dequeue(event.channelNo.sendq);

deliverMSG (sender, self, msg) ; /* pass msg from sender to self */
readyQ.enqueue(sender);

else Do nothing; /* Impossible case */

4.2 Timed synchronisation of events

Now, we look at the timed synchronisation algorithms. Timed synchronisation is handled
by a two-part algorithm - the first part (Algorithm 6) runs when a process is executing the
syncT API operation, and the second part (Algorithm 7) is executed later, after the baseline
time specified in the syncT call is reached.

These algorithms rely on there being an alarm facility based on absolute wall-clock time,
which invokes Algorithm 7 at a specific time. The alarm facility provides the operation
setAlarm used in the algorithms below. The algorithms also require a queue, waitQ, to hold
processes waiting for their baseline time-point.

Algorithm 6 The time function

Data: Relative Baseline = baseline, Relative Deadline = deadline
T’wakeup = Sel‘ﬁTlocal + baseline;
if deadline == 0 then

‘ Tfinish = Integer.MAX; /* deadline = O implies no deadline */
else
‘ Tfinish = Euakeup + dea,dlme;
end
sel f.deadline = Tinisn;
baselineqpsotute = Tabsolute + baseline;
deadlinegpsoiute = Tabsolute + baseline + deadline;

condl = Typsotute > deadlineqpsorute;
cond2 = (Tabsolute > baSe“neabsolute)&&(Tabsolutc < deadlineabsolute)§
cond3 = baseline < ¢; /* platform dependent small time period */
if baseline == 0V condl V cond2 V cond3 then
ready@.enqueue(currentThread);
dispatchNewProcess();
return;
end
set Alarm(Twakeup);
waitQ.enqueue(sel f).order By(Twakeup);
dispatchNewProcess();

The handleAlarm function in Algorithm 7 runs when an alarm goes off and, at that point,
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makes a process from the waitQ ready for execution. When the alarm goes off, there could
be a process running already that should either be preempted by a timed process with a
tight deadline or be allowed to run to completion in case its deadline is the tightest. The
other alternative is that there is no process running and the process acquired from the waitQ
can immediately be made active.

Algorithm 7 The handleAlarm function

Data: Wakeup Interrupt

timedProcess + dequeue(waitQ);

Thow = timedProcess.baseline;

timedProcess.Tiocal = Thow;

if waitQ # & then
timedProcesss < peek(waitQ); /* Does not dequeue */
set Alarm(timedProcessg.baseline);

end

if currentProcess == &; /* No process currently running */
then

‘ current Process = timed Process;

else

if timedProcess.deadline < currentProcess.deadline then

/* Preempt currently running process */
readyQ.enqueue(currentProcess);

current Process = timedProcess;

else
/* Schedule timed process to run after currentProcess */
readyQ.enqueuve(timedProcess);
current Process. Tiocal = Thow; /* Avoids too much time drift */
end
end

5 Implementation in SynchronVM

The algorithms of Section 4 are implemented within the Synchron runtime. The Synchron
API and runtime are part of a larger programming platform that is the bytecode-interpreted
virtual machine called SynchronVM, which builds on the work by Sarkar et al. [28].

The execution unit of SynchronVM is based on the Categorical Abstract Machine (CAM)
[6]. CAM supports the cheap creation of closures, as a result of which SynchronVM can
support a functional language quite naturally. CAM was chosen primarily for its simplicity
and availability of pedagogical resources [16].

5.1 System Overview

Figure 4 shows the architecture of SynchronVM. The whole pipeline consists of three major
components - (i) the frontend, (ii) the middleware and (iii) the backend.

Frontend. We support a statically-typed, eagerly-evaluated, Caml-like functional lan-
guage on the frontend. The language comes equipped with Hindley-Milner type inference. The



115

A. Sarkar, B.J. Svensson, M. Sheeran

FRONTEND
Parsing, T i compiler Untyped A SenseVM
A-lifting, Monomorphisation, calculus IR Bytecode
Rewriting l
Bytecode \ Serialised Peephole
RUNTIME & ||Interpreter in C99 bytecode Optimiser
SCHEDULER
[Low-level Bridge} \
Middleware

—

ZephyrOS / ChibiOS / Other RTOS ]

Backend

Figure 4 The compiler and runtime for SynchronVM

polymorphic types are monomorphised at compile-time. The frontend module additionally
runs a lambda-lifting pass to reduce the heap-allocation of closures.

Middleware. The frontend language gets compiled to an untyped lambda-calculus-based
intermediate representation. This intermediate representation is then further compiled down
to the actual bytecode that gets interpreted at run time. The generated bytecode emulates
operations on a stack machine with a single environment register that holds the final value
of a computation. This module generates specialised bytecodes that reduce the environment
register-lookup using an operational notion called r-free variables described by Hinze [16].
On the generated bytecode, a peephole-optimisation pass applies further optimisations, such
as S-reduction and last-call optimisation [16] (a generalisation of tail-call elimination).

Backend. The backend module is the principal component of the SynchronVM. It can
be further classified into four components - (i) the bytecode interpreter, (ii) the runtime, (iii)
a low-level bridge interface, and (iv) underlying OS/driver support.

Interpreter. The interpreter is written in C99 for portability. Currently, we use a total of
55 bytecodes operating on a stack machine.

Runtime. The runtime consists of a fixed-size stack with an environment register. A
thread/process is emulated via the notion of a context, which holds a fixed-size stack, an

environment register and a program counter to indicate the bytecode that is being interpreted.
The runtime supports multiple but a fized number of contexts, owing to memory constraints.

A context holds two additional registers - one for the process-local clock (Tjocqr) and the
second to hold the deadline of that specific context (or thread).

The runtime has a garbage-collected heap to support closures and other composite values
like tuples, algebraic data types, etc. The heap is structured as a list made of uniformly-sized
tuples. For garbage collection, the runtime uses a standard non-moving, mark-and-sweep
algorithm with the Hughes lazy-sweep optimisation [18].

Low-level Bridge. The runtime uses the low-level bridge interface functions to describe
the various I/O-related interactions. It connects the runtime with the lowest level of the
hardware. We discuss it in depth in Section 5.4.

Underlying OS/drivers. The lowest level of SynchronVM uses a real-time operating
system that provides drivers for interacting with the various peripherals. The low-level is
not restricted to use any particular OS, as shall be demonstrated in our examples using both
the Zephyr-OS and ChibiOS.

25:15
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5.1.1 Concurrency, 1/0 and Timing bytecode instructions

For accessing the operators of our programming interface as well as any general runtime-based
operations, SynchronVM has a dedicated bytecode instruction - CALLRTS n, where n is a
natural number to disambiguate between operations. Table 1 shows the bytecode operations
corresponding to our programming interface.

spawn CALLRTS 0 recv CALLRTS 3 spawnExternal] CALLRTS 6
channel CALLRTS 1 sync CALLRTS 4 wrap CALLRTS 7
send CALLRTS 2 choose CALLRTS 5 T CALLRTS 8;

syne CALLRTS 4

Table 1 Concurrency, I/O and Timing bytecodes

A notable aspect is the handling of the syncT operation, which gets compiled into a
sequence of two instructions. The first instruction in the syncT sequence is CALLRTS 8 which
corresponds to Algorithm 6 in Section 4. When the process is woken up by Algorithm 7, the
process program counter lands at the next instruction which is CALLRTS 4 (sync).

5.2 Message-passing with events

All forms of communication and I/O in SynchronVM operate via synchronous message-passing.
However, a distinct aspect of SynchronVM’s message-passing is the separation between the
intent of communication and the actual communication. A value of type Event indicates the
intent to communicate.

An event-value, like a closure, is a concrete runtime value allocated on the heap. The
fundamental event-creation primitives are send and recv, which Reppy calls base-event
constructors [27]. The event composition operators like choose and wrap operate on these
base-event values to construct larger events. When a programmer attempts to send or receive
a message, an event-value captures the channel number on which the communication was
desired. When this event-value is synchronised (Section 4), we use the channel number
as an identifier to match between prospective senders and receivers. Listing 6 shows the
heap representation of an event-value as the type event_t and the information that the
event-value captures on SynchronVM.

Listing 6 Representing an Event in SynchronVM

typedef enum {
SEND, RECV

; } event_type_t;
1
5 typedef struct {
6 event_type_t e_type; // 8 bits
7 UUID channel_id; // 8 bits
= } base_evt_simple_t;
10 typedef struct {
1 base_evt_simple_t evt_details; // stored with 16 bits free
12 cam_value_t wrap_func_ptr; // 32 bits
15 } base_event_t;
14
15
16 typedef struct {
17 base_event_t bev; // 32 bits
18 cam_value_t msg; // 32 bits; NULL for recv
19} cam_event_t;
20

21 typedef heap_index event_t;
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An event is implemented as a linked list of base-events constructed by applications of the
choose operation. Each element of the list captures (i) the message that is being sent or
received, (ii) any function that is wrapped around the base-event using wrap, (iii) the channel
being used for communication and (iv) an enum to distinguish whether the base-event is a
send or recv. Fig 5 visualises an event upon allocation to the Synchron runtime’s heap.

base_evt_simple_t

32 bit vencoding - event type
and channel number

Pointer to the

base_event_t N N "
wrap’ function

Pointer to the
message

heap_index i ointer
the head of the event P
Pointer to the rest
of the events l:‘:l 2 SenseVM heap cell

represented as a tuple

cam_event_t

Figure 5 An event on the SynchronVM heap

The linked-list, as shown above, is the canonical representation of an Event-type. It can
represent any complex composite event. For instance, if we take an example composite event
that is created using the base-events, e, es, e3 and a wrapping function w fi, it can always
be rewritten to its canonical form.

choose e; (wrap (choose e2 e3) wfi)
3 -— Rewrite to canonical form --
4

5 choose e; (choose (wrap ex wfi) (wrap es wfi))

The choose operation can simply be represented as consing onto the event list.

5.3 The scheduler

SynchronVM’s scheduler is a hyrbid of cooperative and preemptive scheduling. For applica-
tions that do not use syncT, the scheduler is cooperative in nature. Initially the threads are
scheduled in the order that the main method calls them. For example,

main =
let _ = spawn threadl in
let _ = spawn thread2 in
. let _ = spawn thread3 in

The scheduler orders the above in the order of threadl first, thread2 next and thread3
last. As the program proceeds, the scheduler relies on the threads to yield their control
according to the algorithms of Section 4. When the scheduler is unable to find a matching
thread for the currently running thread that is ready to synchronise the communication, it
blocks the current thread and calls the dispatchNewProcess() function to run other threads
(see Algorithm 1). On the other hand, when synchronisation succeeds, the scheduler puts
the message-sending thread in the readyQ and the message-receiving thread starts running.

The preemptive behaviour of the scheduler occurs when using syncT. For instance, when
a particular untimed thread is running and the baseline time of a timed thread has arrived,
the scheduler then preempts the execution of the untimed thread and starts running the
timed thread. A similar policy is also observed when the executing thread’s deadline is later
than a more urgent thread; the thread with the earliest deadline is chosen to be run at that
instance. Algorithm 7 shows the preemptive components of the scheduler.

ECOOP 2022
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The SynchronVM scheduler also handles hardware driver interactions via message-passing.
The structure that is used for messaging is shown below:
Listing 7 A SynchronVM hardware message

typedef struct {

uint32_t sender_id;
uint32_t msg_type;
uint32_t data;

Time timestamp;

i '} svm_msg_t;

The svm_msg_t type contains a unique sender id for each driver that is the same as the
number used in spawnExternal to identify that driver. The 32 bit msg_type field can be
used to specify different meanings for the next field, the data. The data is a 32 bit word.
The timestamp field of a message struct is a 64 bit entity, explained in detail in Section 5.5.

When the SynchronVM scheduler has all threads blocked, it uses a function pointer called
blockMsg, which is passed to it by the OS that starts the scheduler, to wait for any interrupts
from the underlying OS (more details in Section 5.4). Upon receiving an interrupt, the
scheduler uses the SynchronVM runtime’s handleMsg function to handle the corresponding
message. The function internally takes the message and unblocks the thread for which the
message was sent. The general structure of SynchronVM'’s scheduler is shown in Algorithm 8.

Algorithm 8 The SynchronVM scheduler

Data: blockM sg function pointer
Vthreads set Tiocal = Tabsolute;
svm_msg_t msg;
while True do
if all threads blocked then
blockM sg(&msg); /* Relinquish control to 0S */
handleM sg(msg);
else
‘ interpret(currentThread.PC);
end
end

The Tjpear clock is initialised for each thread when starting up the scheduler. Also notable
is the blockMsg function that relinquishes control to the underlying OS, allowing it to save
power. When the interrupt arrives, the handleMsg function unblocks certain thread(s) so
that when the if..then clause ends, in the following iteration the else clause is executed and
bytecode interpretation continues. We next discuss the low-level bridge connecting Synchron
runtime to the underlying OS.

5.4 The Low-Level Bridge

The low-level bridge specifies two interfaces that should be implemented when writing
peripheral drivers to use with SynchronVM. The first contains functions for reading and
writing data synchronously to and from a driver. The second is geared towards interrupt-based
drivers that asynchronously produce data.

The C-struct below contains the interface functions for reading and writing data to a
driver as well as functions for checking the availability of data.
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typedef struct 11_driver_s{
void *driver_info;
bool is_synchronous;
uint32_t (*11_read_fun) (struct 11 _driver_s #*this, uint8_t*, uint32_t);
uint32_t (*11_write_fun) (struct 11_driver_s *this, uint8_t*, uint32_t);
uint32_t (*11_data_readable_fun) (struct 1ll_driver_sx* this);
uint32_t (*11_data_writeable_fun) (struct 11 _driver_s* this);

UUID channel_id;

)} 11_driver_t;

The driver_info field in the 11_driver_t struct can be used by a driver that implements
the interface to keep a pointer to lower-level driver specific data. For interrupt-based
drivers, this data will contain, among other things, an OS interoperation struct. These OS
interoperation structs are shown further below. A boolean indicates whether the driver is
synchronous or not. Next, the struct contains function pointers to the low-level driver’s
implementation of the interface. Lastly, a channel_id identifies the channel along which the
driver is allowed to communicate with processes running on top of SynchronVM.

The 11_driver_t struct contains all the data associated with a driver’s configuration
in one place and defines a set of platform and driver independent functions for use in the
runtime system, shown below:

uint32_t 11 _read(ll_driver_t *drv, uint8_t *data, uint32_t data_size);
uint32_t 11 _write(ll_driver_t *drv, uint8_t *data, uint32_t data_size);
uint32_t 11_data_readable(ll_driver_t *drv);
uint32_t 11 _data_writeable(ll_driver_t *drv);

The OS interoperation structs, mentioned above, are essential for drivers that asynchron-
ously produce data. We show their Zephyr and ChibiOS versions below:

typedef struct zephyr_interop_s {

struct k_msgq *msgq;

int (*send_message) (struct zephyr_interop_s* this, svm_msg_t msg);
} zephyr_interop_t;

typedef struct chibios_interop_s {

memory_pool_t *msg_pool;

mailbox_t *mb;

int (*send_message) (struct chibios_interop_s* this, svm_msg_t msg);
} chibios_interop_t;

In both cases, the struct contains the data that functions need to set up low-level message-
passing between the driver and the OS thread running the SynchronVM runtime. Zephyr
provides a message-queue abstraction that can take fixed-size messages, while ChibiOS
supports a mailbox abstraction that receives messages that are the size of a pointer. Since
ChibiOS mailboxes cannot receive data that is larger than a 32-bit word, a memory pool of
messages is employed in that case. The structure used to send messages from the drivers is
the already-introduced svm_msg_t struct, given in Listing 7.

The scheduler also needs to handle alarm interrupts from the wall-clock time subsystem,
arising from the syncT operation. The next section discusses that component of SynchronVM.

5.5 The wall-clock time subsystem

Programs running on SynchronVM that make use of the timed operations rely on there
being a monotonically increasing timer. The wall-clock time subsystem emulates this by
implementing a 64bit timer that would take almost 7000 years to overflow at 84MHz frequency
or about 36000 years at 16MHz. The timer frequency of 16MHz is used on the NRF52 board,
while the timer runs at 84MHz on the STM32.

25:19
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SynchronVM requires the implementation of the following functions for each of the
platforms (such as ChibiOS and Zephyr) that it runs on :
bool sys_time_init (void *os_interop);
2 Time sys_time_get_current_ticks(void);
; uint32_t sys_time_get_alarm_channels(void);
uint32_t sys_time_get_clock_freq(void) ;

5 bool sys_time_set_wake_up(Time absolute);
¢ Time sys_time_get_wake_up_time(Void);
7 bool sys_time_is_alarm_set (void);

The timing subsystem uses the same OS interoperation structs as drivers do and thus
has access to a communication channel to the SynchronVM scheduler. The interoperation is
provided to the subsystem at initialisation using sys_time_init.

The key functionality implemented by the timing subsystem is the ability to set an alarm
at an absolute 64-bit point in time. Setting an alarm is done using sys_time_set_wake_up.
The runtime system can also query the timing subsystem to check if an alarm is set and at
what specific time.

The low-level implementation of the timing subsystem is highly platform dependent at
present. But on both Zephyr and ChibiOS, the implementation is currently based on a single
32-bit counter configured to issue interrupts at overflow, where an additional 32-bit value is
incremented. Alarms can only be set on the lower 32-bit counter at absolute 32-bit values.
Additional logic is needed to translate between the 64-bit alarms set by SynchronVM and
the 32-bit timers of the target platforms. Each time the overflow interrupt happens, the
interrupt service routine checks if there is an alarm in the next 32-bit window of time and
in that case, enables a compare interrupt to handle that alarm. When the alarm interrupt
happens, a message is sent to the SynchronVM scheduler in the same way as for interrupt
based drivers, using the message queue or mailbox from the OS interoperation structure.

Revisiting the requirements for implementing syncT (Section 3.3), we find that our
scheduler (1) provides a preemptive mechanism to override the fair scheduling, (2) has access
to a wall-clock time source, and (3) implements an earliest-deadline-first scheduling policy
that attempts to match the local time and the absolute time.

5.6 Porting SynchronVM to another RTOS

For porting SynchronVM to a new RTOS, one needs to implement - (1) the wall-clock time
subsystem interface from Section 5.5, (2) the low-level bridge interface (Section 5.4) for each
peripheral, and (3) a mailbox or message queue for communication between asynchronous
drivers and the runtime system, required by the time subsystem.

Our initial platform of choice was ZephyrOS for its platform-independent abstractions.
The first port of SynchronVM was on ChibiOS, where the wall-clock time subsystem was 254
lines of C-code. The drivers for LED, PWM, and DAC were about 100 lines of C-code each.

6 Case Studies

Finite-State Machines with Synchron

We will begin with two examples of expressing state machines (involving callbacks) in the
Synchron API. Our examples are run on the NRF52840DK microcontroller board containing
four buttons and four LEDs. We particularly choose the button peripheral because its drivers
have a callback-based API that typically leads to non-linear control-flows in programs.
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6.1 Four-Button-Blinky

We build on the button-blinky program from Listing 4 presented in Section 3.2. The original
program, upon a single button-press, would light up an LED corresponding to that press and
switch off upon the button release. We now extend that program to produce a one-to-one
mapping between four LEDs and four buttons such that buttonl press lights up LEDI,
button2 lights up LED2, button3 lights up LED3 and button4 lights up LED4 (while the
button releases switch off the corresponding LEDs).

The state machine of button-blinky is a standard two-state automaton that moves from the
ON-state to OFF on button-press and vice versa. Now, for the four button-LED combinations,
we have four state machines. We can combine them using the choose operator.

Listing 8 shows the important parts of the logic. The four state machines are declared
in Lines 1 to 4, and their composition happens in Line 6 using the choose operator. See
Appendix C.1 for the full program.

Listing 8 The Four-Button-Blinky program expressed in the Synchron API

pressl = wrap (recv butchanl) (A x -> sync (send ledchanl x))
press2 = wrap (recv butchan2) (A x -> sync (send ledchan2 x))

; press3 = wrap (recv butchan3) (A x -> sync (send ledchan3 x))
press4 = wrap (recv butchan4) (A x -> sync (send ledchan4 x))

¢ anybutton = choose pressl (choose press2 (choose press3 pressé4))

o

program : ()
program = let _ = sync anybutton in program

6.2 A more intricate FSM

We now construct a more intricate finite-state machine involving intermediate states that can
move to an error state if the desired state-transition buttons are not pressed. For this example
a button driver needs to be configured to send only one message per button press-and-release.
So there is no separate button-on and button-off signal but one signal per button.

In this FSM, we glow the LED1 upon consecutive presses of buttonl and button2. We
use the same path to turn LED1 off. However, if a press on buttonl is followed by a press of
button 1 or 3 or 4, then we move to an error state indicated by LED3. We use the same
path to switch off LED3. In a similar vein, consecutive presses of button3 and button4 turns
on LED2 and button3 followed by button 1 or 2 or 3 turns on the error LED - LED3. Fig. 6
shows the FSM diagram of this application, omitting self-loops in the OFF state.

Figure 6 A complex state machine

Listing 9 shows the central logic expressing the FSM of Fig 6 in the Synchron API (see
Appendix C.2 for the full program). This FSM can be viewed as a composition of two
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separate finite state machines, one on the left side of the OFF state involving LED2 and
LED3 and one on the right side involving LED1 and LED3. Once again, we use the choose
operator to compose these two state machines.

Listing 9 The complex state machine running on the SynchronVM

errorLed x = ledchan3

faillev = choose (wrap (recv butchanl) errorLed)
(choose (wrap (recv butchan3) errorLed)
(wrap (recv butchan4) errorLed))

fail2ev = choose (wrap (recv butchanl) errorLed)
(choose (wrap (recv butchan2) errorLed)
(wrap (recv butchan3) errorLed))

ledlHandler x =
sync (choose (wrap (recv butchan2) (\x -> ledchanl)) faillev)

led2Handler x =
sync (choose (wrap (recv butchan4) (\x -> ledchan2)) fail2ev)

led : Int -> ()

led state =
let fsml = wrap (recv butchanl) ledilHandler in
let fsm2 = wrap (recv butchan3) led2Handler in
let ch = sync (choose fsml fsm2) in
let _ = sync (send ch (not state)) in
led (not state)

In Listing 9, the led1Handlerl and ledHandler2 functions capture the intermediate
states after one button press, when the program awaits the next button press. The error
states are composed using the choose operator in the functions faillev and fail2ev.

The compositional nature of our framework is visible in line no. 21 where we compose
the two state machines, fsm1 and fsm2, using the choose operator. Synchronising on this
composite event returns the LED channel (demonstrating a higher-order approach) on which
the process should attempt to write. This program is notably a highly callback-based, reactive
program that we have managed to represent in an entirely synchronous framework.

6.3 A soft-realtime music playing example

We present a soft-realtime music playing exercise from a Real-Time Systems course, expressed
using the Synchron API. We choose the popular nursery rhyme - "Twinkle, Twinkle, Little
Star". The program plays the tune repeatedly until it is stopped.

The core logic of the program involves periodically writing a sequence of 1’s and 0’s to
a DAC driver. However, to make the produced note sound musical to the human ear, the
periodic rate at which our process writes to the DAC driver is important, and this is where
the real-time aspect of the application comes in. The human ear recognises a note produced
at a certain frequency as a musical note. Our sound is generated at the 196Hz G3 music key.

Listing 10 shows the principal logic of the program expressed using the Synchron API.
Note that we use syncT to describe a new temporal combinator after that determines the
periodicity of this program. The list twinkle (line 17) holds the 28 notes in the twinkle song
and the list durations (line 18) provides the length of each note. Appendix C provides full
details of the program.

Listing 10 The Twinkle, Twinkle tune expressed using the Synchron API

msec t = t * 1000
> usec t = t
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; after t ev = syncT t 0 ev

5 -—— note frequencies

v oN N

[ EECICI)

g = usec 2551
a = usec 2273
b = usec 2025
c = usec 1911
d = usec 1703
e = usec 1517
; hn = msec 1000 -- half note
gqn = msec 500 -- quarter note
; twinkle, durations : List Int
twinkle =[g, g, d, d, e, e, d.... 1 -- 28 notes
durations = [qn, qn, qn, qn, qn, qn, hn.... ]
) dacC = channel ()
noteC = channel ()

playerP : List Int -> List Int -> Int -> () -> O
playerP melody nt n void =

if (n == 29)

then let _ = after (head nt) (send noteC (head twinkle)) in
playerP (tail twinkle) durations 2 void

else let _ = after (head nt) (send noteC (head melody)) in

playerP (tail melody) (tail nt) (n + 1) void

tuneP : Int -> Int -> (O -> ()
tuneP timePeriod vol void =
let newtp =
after timePeriod (choose (recv noteC)
(wrap (send dacC (vol * 4095))

(A _ -> timePeriod))) in
tuneP newtp (not wvol) void
main =
let _ = spawnExternal dacC O in
let _ = spawn (tuneP (head twinkle) 1) in
let _ = spawn (playerP (tail twinkle) durations 2) in ()

The application consists of two software processes and one external hardware process. We
use two channels - dacC to communicate with the DAC and noteC to communicate between
the two software processes. Looking at what each software process is doing -

playerP. This process runs at the rate of a note’s length. For a quarter note it wakes up
after 500 milliseconds (1000 msecs for a half note), traverses the next element of the twinkle
list and sends it along the noteC channel. It circles back after completing all 28 notes.

tuneP. This process creates the actual sound. Its running rate varies depending on the
note that is being played. For instance, when playing note C, it will write to the DAC at a
rate of 1911 microseconds-per-write. However, upon receiving a new value along noteC, it
changes its write frequency to the new value resulting in changing the note of the song.

7 Benchmarks

7.1 Interpretive overhead measurements

We characterise the overhead of executing programs on top of SynchronVM, compared to
running them directly on either Zephyr or ChibiOS, by implementing button-blinky directly
on top of these operating systems and measuring the response-time differences.

ECOOP 2022
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The button-blinky program copies the state of a button onto an LED, something that
could be done very rapidly at a large CPU utilization cost by continuously polling the button
state and writing it to the LED. Instead, the Zephyr and ChibiOS implementations are
interrupt-based and upon receiving a button interrupt (for either button press or release),
send a message to a thread that is kept blocking until such messages arrive. When the
thread receives a message indicating a button down or up, it sets the LED to on or off. This
approach keeps the low-level implementation in Zephyr and ChibiOS similar to SynchronVM
and indicates the interpretive and other overheads in SynchronVM.

The data in charts presented here is collected using an STM32F4 microcontroller based
testing system connected to either the NRF52 or the STM32F4 system under test (SUT). The
testing system provides the stimuli, setting the GPIO (button) to either active or inactive
and measures the time it takes for the SUT to respond on another GPIO pin (symbolising
the LED). The testing system connects to a computer displaying a GUI and generates the
plots used in this paper. Each plot places measured response times into buckets of similar
time, and shows the number of samples falling in each bucket as a vertical bar. Each bucket
is labelled with the average time of the samples it contains.

1000
= ChibiOS — SynchronVM
800 s SynchronVM 800 s Zephyr (MQ)
Z 600 2 600
£ 00 £ w0
200 200
- .
0 10 20 30 40 50 0 20 40 60 80
Time (us) Time (us)
(a) Response time comparison between a C-code (b) Responsg time' comparison betwtaen a C-code
implementation using ChibiOS against the same implementation using Zephyr OS against the same
program on SynchronVM (running on ChibiOS). program on SynchronVM (runmng on Zephyr).
Data obtained on the STM32F4 microcontroller. Data obtained on the NRF52 microcontroller.
Uses 1000 samples. Uses 1000 samples.

Figure 7 Button-blinky response times comparison between C and SynchronVM

Fig. 7a shows the SynchronVM response time in comparison to the implementation of
the program running on ChibiOS using its mailbox abstraction (MB). There the overhead is
about 3x. Fig. 7b compares response times for SynchronVM and the Zephyr message queue
based implementation (MQ), and shows an overhead of 2.6x.

7.2 Effects of Garbage Collection

This experiment measures the effects of garbage collection on response time by repeatedly
running 10000 samples test for different heap-size configurations of SynchronVM. A smaller
heap should lead to more frequent interactions with the garbage collector, and the effects of
the garbage collector on the response time should magnify.

As a smaller heap is used, the number of outliers should increase if the outliers are
due to garbage collection. The following table shows the number of outliers at each size
configuration for the heap used, and there is an indication that GC is the cause of outliers.
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Heap size (bytes) | 256 | 512 | 1024 | 2048 | 4096 | 8192
Outliers NRF52
on Zephyr
Outliers STM32
on ChibiOs

3334 | 1429 | 811 491 0 81

3339 | 1430 | 810 491 0 80

Figures 8 and 9 show the response-time numbers across the heap sizes of 8192, 4096, 2048,
1024, 512 and 256 bytes. A general observable trend is that as the heap size decreases and
GC increases, the response time numbers hover towards the farther end of the X-axis. This
trend is most visible for the heap size of 256 bytes, which is our smallest heap size. Note that
we cannot collect enough sample data for response-time if we switch off the garbage collector
(as a reference value), as the program would very quickly run out of memory and terminate.
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Figure 8 Response time measurements at different sizes of the heap to identify effects of garbage
collection. This data is collected on the STM32F4 microcontroller running SynchronVM on top of
ChibiOS. Each bucket size is approx 0.533us. Uses 10000 samples.
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Figure 9 Response time measurements at different sizes of the heap to identify effects of garbage
collection. This data is collected on the NRF52 microcontroller running SynchronVM on top of the
Zephyr OS. Each bucket size is approx 1.65us. Uses 10000 samples.

7.3 Memory Footprint

SynchronVM resides on the Flash memory of a microcontroller. On Zephyr, a tiny C
application occupies 17100 bytes, whereas the same SynchronVM application occupies 49356
bytes, which gives the VM’s footprint as 32256 bytes. For ChibiOS, the C application takes
18548 bytes, while the SynchronVM application takes 53868 bytes. Thus, SynchronVM takes
35320 bytes in this case. Hence, we can estimate SynchronVM’s rough memory footprint at
32 KB, which will grow with more drivers.
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7.4 Power Usage
Fig. 10 shows the power usage of the NRF52 0.04
microcontroller running the button-blinky pro- 0.035
. . . ELEDon
gram for three implementations. The first is 0.03
. . . . M LED off
a polling version of the program in C. The 0.025
second program uses a callback-based version '002
of button-blinky [11]. The last program is § '
Listing 4 running on SynchronVM. The meas- 0015
urements are made using the Ruideng UM25C 0.01
ammeter. We collect momentary readings from 0.005
the ammeter after the value has stabilised. 0
Notable in Fig. 10 is the polling-based C im- Pollingin € Callback in C SynchronVM
plementation’s use of 0.0175 Watts of power :
F 10 P 3 sured on the NRF52
in a button-off state, whereas SynchronVM_ . igure 10 Power usage measured on the NRI5
. microcontroller
consumes five times less power (0.0035 Watts).
This is comparable to the callback-based C implementation’s use of 0.003 Watts. Integrating
the power usage over time will likely make the difference between SynchronVM and the
callback-based C version more noticeable. However, we believe that the simplicity and
declarative nature of the Synchron-based code provide a fair tradeoff.
7.5 Jitter and Precision
Jitter can be defined as the deviation from true periodicity of a presumably periodic signal,
often in relation to a reference clock signal. We want to evaluate how our claims of syncT
reducing jitter pans out in practice.

Listing 11 below is written in a naive way to illustrate how jitter manifests in programs.
Figure 11a shows what the oscilloscope draws, set to persistent mode drawing while sampling
the signal from the Raspberry Pi outputs.

The Raspberry Pi program reads the status of a GPIO pin and then inverts its state
back to that same pin. The program then goes to sleep using usleep for 400us. The goal
frequency was 1kHz and sleeping for 400us here gave a roughly 1.05kHz signal. The more
expected sleep time of 500us to generate a 1kHz signal led, instead, to a much lower frequency.
So, the 400us value was found experimentally.

1 while (1) { 11 ledchan = channel ()
> uint32_t state = GPIO_READ(23); 12
;  if (state) { 13 foo : Int -> ()
1 GPIO_CLR(23); 11 foo val =
} else { 15 let _ = syncT 500 0 (send
6 GPIO_SET (23); ledchan val)
7} 16 in foo (not val)
s usleep (400) ; 17
. & main =
10 // main method and other setup 19 let _ = spawnExternal ledchan 1
elided 20 in foo 1
Listing 11 Raspberry Pi C code Listing 12 SynchronVM 1KHz wave code

Listing 12 shows the same 1kHz frequency generator for SynchronVM. Note that, in this
case, specifying a baseline of 500us led to a 1kHz wave (Fig. 11b). In comparison, a 400us
period in Listing 11 generated a roughly 1kHz wave, owing to additional delays of the system.
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(a) Tlustrating the amount of jitter on the square
wave generated from the Raspberry Pi by setting

the oscilloscope display in persistent mode.

(b) A 1kHz square wave generated using Syn-
chronVM running on the STM32F4 with no jitter

Figure 11 A 1 kHz frequency generator on the Raspberry PI (in C) and STM32 (Synchron)

7.6 Load Test

The SynchronVM program in the previous section could produce a 1kHz-wave with no jitter.
However, the only operation that the program did was produce the square wave. In this
section, we want to test how much computational load can be performed by Synchron while
producing the square wave. We emulate the workload using the following program.

load i n =

let
let

_ = fib_tailrec n in
= syncT 8000 O (send

ledchan i)

in load (mot i)

180
160
140
120
100
80
60
40
20

1000

Figure 12 Load testing SynchronVM with the_
nth fibonacci number function

=& Load

500

250

Frequency

125

62.5

25 loop i a b n =
2¢ if i == n then a
7 else loop (i+1) (b) (a+b) n

20 fib_tailrec n = loop 0 0 1 n

At a given frequency, it is possible to calculate
only up to a certain Fibonacci number while
generating the square wave at the desired fre-
quency. For example, when generating a 62.5
Hz wave, it is only possible to calculate up
to the 155th Fibonacci number. If the 156th
number is calculated, the wave frequency drops
below 62.5 Hz.

Fig. 12 plots the nth Fibonacci numbers that
can be calculated against the square wave fre-
quencies that get generated without jitters.
Our implementation of fib_tailrec involves
2 addition operations, 1 equality comparison
and 1 recursive call. So, calculating the 155th

Fibonacci number involves 155 * 4 = 620 major operations. The trend shows that the load
capacity of SynchronVM grows linearly as the desired frequency of the square wave is halved.

7.7 Music Program Benchmarks

We now provide some benchmarks on the music program from Section 6.3. Figure 13 shows
CPU usage, average time it takes to allocate data and total time spent doing allocations in a
1 minute window. The values used in the chart come from the second minute of running
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Figure 13 CPU usage and allocation trends over a 1 minute window for Listing 10

the music application. The values from the first minute of execution are discarded as those
would include the startup phase of the system. The amount of heap made available to the
runtime system is varied from a roomy 16384 bytes down to 3072 bytes.

The sweep phase of our garbage collector is intertwined with the allocations phase. Hence,
instead of showing the GC time, the chart shows statistics related to all allocations that take
a measurable amount of time using the ChibiOS 10KHz system timer. All allocations taking
less than 100us are left out of the statistics (and not counted towards averaging).

The data in Fig. 13 shows that CPU usage of the music application is pretty stable at
around 8 percent over the one minute window. It increases slightly for the very small heap
sizes and ends up at nearly 10 percent at the smallest heap size that can house the program.

In terms of allocation, the average time of an allocation (in usecs) increases when the
probability of a more expensive allocation increases, which in turn increases with small heap
sizes. In the last data series, the total amount of time spent in allocations (in msecs) grows
considerably as the heap size drops below 7168 bytes - an indicator of increased GC activity.

Programming Complexity. This music application ports a Real-Time Systems course
exercise written in C using the TinyTimber kernel [21]. The TinyTimber-based C program
(excluding the kernel) is around 600 lines of code. In comparison, our entire program
(Appendix D), along with the library functions, stands at 74 lines. The most time-consuming
part of the port was modifying the core logic in terms of message-passing. A major gain is that
the interrupt-handling and other I/O management routines are invisible to the programmer.
The user-defined timing operator, after, further enables the concision of the program.

7.8 Discussion

Our benchmarks, so far, show promising results for power, memory, and CPU usage. How-
ever, SynchronVM’s response time is 2-3x times slower than native C code, which needs
improvement. We attribute the slowness to the CAM-based execution engine, which we hope
to mitigate by moving to a ZAM-based machine [20].

Our synthetic load test (Fig. 12) indicates that the VM can support around 150 operations
for applications that operate around 250Hz (such as humanoid balance bots [9], autonomous
vehicle platforms [36]). Our music program falls in the range of 200-500 Hz, and SynchronVM
could sustain that frequency without introducing any jitter. There exist other untimed,
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aperiodic applications with much lower frequencies where SynchronVM could be applicable.

Examples include smart home applications [34], monitoring systems [14], etc.

The Synchron API chooses a synchronous message-passing model, in contrast, with
actor-based systems like Erlang that support an asynchronous message-passing model with
each process containing a mailbox. We believe that a synchronous message-passing policy is
better suited for embedded systems for the following reasons:

1. Embedded systems are highly memory-constrained, and asynchronous send semantics
assume the unboundedness of an actor’s mailbox, which is a poor assumption in the
presence of memory constraints. Once the mailbox becomes full, message-sending becomes
blocking, which is already the default semantics of synchronous message-passing.

2. Acknowledgement is implicit in synchronous message-passing systems, in contrast to

explicit message acknowledgement in asynchronous systems that leads to code bloat.

Additionally, if a programmer forgets to remove acknowledgement messages from an
actor’s mailbox, it leads to memory leaks.

8 Limitations and Future Work

In this section, we propose future work to improve the Synchron API and runtime.

8.1 Synchron API limitation

Deadline miss API. Currently, the Synchron API cannot represent actions that should
happen if a task were to miss its deadline. We envision adapting the negative acknowledgement
APT of CML to represent missed-deadline handlers for Synchron.

8.2 SynchronVM limitations

Memory management. A primary area of improvement is upgrading our stop-the-world
mark and sweep garbage collector and investigating real-time garbage collectors like Schism
[25].  Another relevant future work would be investigating static memory-management
schemes like regions [32] and techniques combining regions with GC [15].

Interpretation overhead. A possible approach to reducing our interpretation overhead
could be pre-compiling our bytecode to machine code (AOT compilation). Similarly, dynamic
optimization approaches like JITing could be an area of investigation.

Priority inversions. Although TinyTimber-style dynamic priorities might reduce
priority inversion occurrences, they can still occur on the SynchronVM. Advanced approaches
like priority inheritance protocols [29] need to be experimented with on our scheduler.

8.3 General runtime limitations

Power efficiency and lifetime while operating from a small battery is challenging for a
byte-code interpreting virtual machine.
Safety-critical, hard real-time systems remain out of reach with a bytecode-interpreted
and garbage collected virtual machine.

9 Related Work

Among functional languages running on microcontrollers, there exists OCaml running on
OMicroB [35], Scheme running on Picobit [31] and Erlang running on AtomVM [4]. Synchron
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differs from these projects in the aspect that we identify certain fundamental characteristics
of embedded systems and accordingly design an API and runtime to address those demands.
As a result, our programming interface aligns more naturally to the requirements of an
embedded systems application, in contrast with general-purpose languages like Scheme.

The Medusa [2] language and runtime is the inspiration behind our uniform framework
of concurrency and I/0O. Medusa, however, does not provide any timing based APIs, and
their message-passing framework is based on the actor model (See Section 7.8).

In the real-time space, a safety-critical VM that can provide hard real-time guarantees
on Real-Time Java programs is the FijiVM [26] implementation. A critical innovation of
the project was the Schism real-time garbage collector [25], from which we hope to draw
inspiration for future work on memory management.

RTMLton [30] is another example of a real-time project supporting a general-purpose
language like SML. RTMLton adapts the MLton runtime [38] with ideas from FijiVM to enable
handling real-time constraints in SML. CML is available as an SML library, so RTMLton
provides access to the event framework of CML but lacks the uniform concurrency-I/O model
and the syncT operator of Synchron.

The Timber language [5] is an object-oriented language that inspired the syncT API of
Synchron. Timber was designed for hard real-time scenarios; related work on estimating
heap space bounds [19] could perhaps benefit our future research.

The WebAssembly project (WASM) has spawned sub-projects like WebAssembly Micro
Runtime (WAMR) [1] that allows running languages that compile to WASM on microcon-
trollers. Notable here is that while several general-purpose languages, like JavaScript, can
execute on ARM architectures by compiling to WebAssembly, they lack the native support
for the concurrent, I/O-bound, and timing-aware programs that is naturally provided by our
API and its implementation. Reactive extensions of Javascript, like HipHop.js [3], are being
envisioned to be used for embedded systems.

Another related line of work is embedding domain-specific languages like Ivory [10] and
Copilot [24] in Haskell to generate C programs that can run on embedded devices. This
approach differs from ours in the aspect that two separate languages dictate the programming
model of an EDSL - the first being the DSL itself and the second being the host language
(Haskell). We assess that having a single language (like in Synchron) provides a more uniform
programming model to the programmer. However, code-generating EDSLs have very little
runtime overheads and, when fully optimised, can produce high performance C.

10 Conclusion

In this paper, we have presented Synchron - an API and runtime for embedded systems. The
API is implemented as a virtual machine called SynchronVM. We identified three essential
characteristics of embedded applications, namely being concurrent, I/O-bound, and timing-
aware. Correspondingly, our API is designed to address all three concerns. Our evaluations,
conducted on the STM32 and NRF52 microcontrollers, show encouraging results for power,
memory and CPU usage of the SynchronVM. Our response time numbers are within the
range of 2-3x times that of native C programs, which we envision being improved by moving
to a register-based execution engine and by using smarter memory-management strategies.
We have additionally demonstrated the expressivity of our API through state machine-based
examples, commonly found in embedded systems. Finally, we illustrated our timing API by
expressing a soft real-time application, and we expect future theoretical investigations on the
worst-case execution time and schedulability analysis on SynchronVM.
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A  Appendix A - Selective Communication and Events

To enable multi-party communication, synchronous message-passing models introduce a
selective communication operator that races between two operations and selects the one
that completes first. This enables the handling of communication with multiple participants
without being unnecessarily blocked by the synchronous nature of the communication.
However, Reppy identified a conflict that arises between selective communication and
procedural abstraction [27]. The complication can be demonstrated via the example of a
client-server communication protocol where the client follows the protocol - first send a
message along a channel, reqCh, and only upon the success of the send will it accept the
server response along the channel, respCh. Such a protocol can be expressed in synchronous
models like CSP and then abstracted as a procedure like the following:
clientCall : (Channel a, Channel b) -> a -> b
> clientCall (reqCh, respCh) a =

let _ = sendMsg reqCh a
in recvMsg respCh

Now imagine a scenario where the client is communicating with two servers and the first
server is temporarily unavailable. In such an instance the sendMsg call in line no. 3 will block
and as the sendMsg call has been abstracted away inside the procedure it is not possible to
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apply the select operation on it. Hence, for liveness the sendMsg operation should not be
hidden in the procedure.

However, if we expose the sendMsg operation, it goes against the principles of software
abstraction where the internal operations of a protocol are leaked and can authorize the
programmer to write unsafe operations like a sequence of two sendMsg calls that violates the
protocol invariant (a send should always be followed by a receive). The Event construct of
Concurrent ML resolves this issue elegantly by programming the abstraction as follows:

clientCallEvt : (Channel a, Channel b) -> a -> Event b

> clientCallEvt (reqCh, respCh) a =

wrap (send reqCh a) (A _ -> sync (recv respCh))

The clientCallEvt program above represents a server as a tuple of a request channel
and a response channel. The use of wrap in clientCallEvt creates an event of type Event
b (where b is the type of the values sent across the respCh). Send events have type Event
() so the function (A _ -> sync (recv respCh)) has type (O -> b.

The choose operator, of type choose : Event a -> Event a -> Event a, can be used now.
Given two servers, serverl = (serveriReqCh, serveriRespCh) and server2 = (server2ReqCh,
server2RespCh), multi-party communication can be expressed without breaking the procedural
abstraction using choose (clientCallEvt serverl) (clientCallEvt server2).

The return type of a choose call will still be Event, allowing us to compose and choose
among several synchronous operations like choose (choose (choose evy evy) evs) evy... When
sync is applied to such a composite event it will race among all the events, evy, evs, evs, ..,
and synchronise on the operation that unblocks first.

B  Appendix B - Scheduling Blinky

Fig. 14 below shows the timeline of our scheduler executing the blinky program from Listing 5.
This chart involves two clocks. The actual wall-clock time, Tapsorute, 1S represented along the
X-axis while the process-local clock, Tjycql, for the process foo is shown inside the body of
green chart representing foo.

Interrupt arrives at
the 1 sec mark

Y

Scheduler

start | syncT (sec 1) (usec 1)
task (send ledchan 1)

foo Tiocal = 0 sec : Tiocal = 1 sec

LED
Driver

| | | 1 | | | | »

I | | I | | |
Osec Jjsec dp sec 1sec 14+3; 1+83+ 1403+

T 5 2sec
Tiepsec LED*04

sec LED sec
Wall clock time (Tapsolute) TLep + 84 <1 usec

Figure 14 Scheduler timeline while executing the blinky program

When the program arrives at the syncT statement, an alarm is set for the time at which
the VM should begin attempting communication with the LED driver. The alarm is set
exactly at the 1-second mark, calculated from the Tj,eq; clock, which removes the jitter
associated with other statement executions and runtime overheads.
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25:35

Once the alarm interrupt arrives, communication is initiated, and the deadline counter
gets activated. The LED driver takes Ty gp seconds to execute, and the scheduler takes
an additional 4 time units to unblock the process foo. So, the deadline requested to the
runtime follows the relation - 64 + Trpp < 1 usec. Finally, Tjocq is incremented by the
relation Tjocai = Tiocal + baseline, where the baseline is 1 second in our case and the program

continues.

C Appendix C - FSM Examples

C.1 Four button blinky

Listing 13 The complete Four-Button-Blinky program (Section 6.1) running on SynchronVM

butchanl
butchan2

; butchan3

o o© © 0 N o o oW

butchan4

; ledchani

ledchan2
ledchan3
ledchan4

pressli
press2 =
press3 =
press4

anybutton

program

) program =

let _ =
program

; main =

let =
let =
let =
let =
let =
let =
let =
let =
program

channel
= channel
channel
channel

channel
= channel
= channel
= channel

= wrap (recv

wrap (recv
wrap (recv

= wrap (recv

butchanl) (A
butchan2) (A
butchan3) (A
butchan4) (A

X
X
X
X

->
=->
=->
->

sync
sync
sync
sync

(send
(send
(send
(send

= choose pressl (choose press2 (choose

O

sync anybutton in

spawnExternal butchanl
spawnExternal butchan2
spawnExternal butchan3
spawnExternal butchan4
spawnExternal ledchanl
spawnExternal ledchan2
spawnExternal ledchan3
spawnExternal ledchan4

C.2 Large State Machine

~NoO O WN RO

in
in
in
in
in
in
in
in

ledchanti
ledchan2
ledchan3

ledchan4 x

press3 press4))

Listing 14 The complete complex state machine (Section 6.2) running on SynchronVM

butchanl
butchani

; butchan2

butchan?2

5 butchan3

o

butchan3
butchan4
butchanéd

) ledchanil

ledchanl
ledchan2

: Channel
= channel
: Channel
= channel
: Channel
= channel
: Channel
= channel

Channel
= channel
Channel

Int
O
Int
O
Int
O
Int
O

Int
O
Int
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; ledchan2 = channel ()

ledchan3 : Channel Int

5 ledchan3 = channel ()
; ledchan4 : Channel Int

ledchan4 = channel ()

9 not : Int -> Int
)y not 1 =0
not 0 = 1
; errorLed x = ledchan3
5 faillev = choose (wrap (recv butchanl) errorlLed)

(choose (wrap (recv butchan3) errorLed)
(wrap (recv butchan4) errorLed))

) fail2ev = choose (wrap (recv butchanl) errorLed)

(choose (wrap (recv butchan2) errorLed)
(wrap (recv butchan3) errorLed))

;3 led1Handler x =

sync (choose (wrap (recv butchan2) (\x -> ledchanl)) faillev)

;6 led2Handler x =

sync (choose (wrap (recv butchan4) (\x -> ledchan2)) fail2ev)

led : Int -> ()

) led state =

let fsml = wrap (recv butchanl) ledlHandler in
let fsm2 = wrap (recv butchan3) led2Handler in
let ch = sync (choose fsml fsm2) in

let _ = sync (send ch (not state)) in

led (not state)

main =
let _ = spawnExternal butchanl 0 in
let _ = spawnExternal butchan2 1 in
let _ = spawnExternal butchan3 2 in
let _ = spawnExternal butchan4 3 in
let _ = spawnExternal ledchanl 4 in
let _ = spawnExternal ledchan2 5 in
let _ = spawnExternal ledchan3 6 in
let _ = spawnExternal ledchan4 7 in
led O

D Appendix D - The complete music programming example

‘We run this program on the STM32F4-discovery board that comes with a 12-bit digital-to-
analog converter (DAC), which we connect to a speaker as a peripheral. We can write a
value between 0 to 4095 to the DAC driver that gets translated to a voltage between 0 to 3V
on the DAC output pin.

To produce a sound note we need to periodically write a sequence of 1’s and 0’s to the
DAC driver. However, to make the produced note sound musical to the human ear, the
periodic rate at which our process writes to the DAC driver is very important, and this is
where the real-time aspect of the application comes in. The human ear recognises a note
produced at a certain frequency as a musical note. Frequency is related to the periodic rate
of a process by the relation:
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[ Period = 1/Frequency ]

For instance, the musical note A occurs at a frequency of 440 Hz, which implies it has a
time period of 2273 pseconds. From the point of view of the software, we are actually writing
two values, a 1 and a 0, so we need to further divide the value by 2 to determine our rate of
each individual write. If we call the rate of our writes as Timew i, we get the relation -

Timewite = Period/2 = 1/(2 * Frequency)

Now that we know how to calculate the periodicity of our write in relation to the frequency,
we need to know (i) what are the musical notes that occur in the "Twinkle, Twinkle" rhyme
and (ii) what are the frequencies corresponding to those notes so that we can calculate the
Timew ite value from the frequency. The musical notes of the "Twinkle, Twinkle" tune (in
the key of G) are well known and is given below:

[ GGDDEEDCCBBAAGDDCCBBADDCCBBA ]

Given the above notes, the frequency of each of these notes are also well known. In
Table 2 we show our calculation of the Timey ;e value for the various musical notes.

H Note Frequency (Hz) Period (usec) Timewite (psec) H

G 196 5102 2551
A 220 4546 2273
B 247 4050 2025
C 261 3822 1911
D 294 3406 1703
E 329 3034 1517

Table 2 Musical notes, their frequencies and time periods

Now we need to specify the time duration of each note. At the end of each note’s duration
period, we change the frequency of writes to the DAC driver. For instance, consider the
transition from the second to the third note of the tune from G to D. If the note duration
for G is 500 milliseconds then that implies our writing frequency should be 196 Hz for
500 milliseconds, and then at the 501st millisecond the frequency changes to 294 Hz (D’s
frequency).

When describing a musical etude, each note should be ideally mapped to its distinct
duration in the program. A note duration can be a half note (1000 milliseconds) or a quarter
note (500 milliseconds). The note duration of each of the 28 notes of the "Twinkle, Twinkle"
tune is given below (Q implies a quarter note and H implies a half note):

[QQQQQQHQQQQQQHQQQQQQHQQQQQQH

Listing 15 shows the entire program running on the SynchronVM that cyclically plays the
"Twinkle, Twinkle, Little Stars" tune. The first 20 lines consists of declarations initialising a
List data type and other standard library functions. Lines 54 - 68 consist of the principal logic

25:37
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of the program. Listing 15 can be compiled and run, unaltered, on an STM32F4-discovery
board.
Listing 15 The Twinkle, Twinkle tune (Section 6.3) running on SynchronVM

data List a where

2 Nil : List a

3 Cons : a -> List a -> List a
1

5 head : List a -> a

s head (Cons x xs) = x

s tail : List a -> List a

9 tail Nil = Nil

o tail (Cons X xs) = Xs

1
1
12 not : Int -> Int
13 not 1 =0
1
1

i not 0 = 1
16 msec : Int -> Int

17 msec t = t * 1000

19 usec : Int -> Int

20 usec t = t

22 after : Int -> Event a -> a
23 after t ev = syncT t 0 ev
24

25 g = usec 2551

26 a = usec 2273

27 b = usec 2025

25 ¢ = usec 1911

20 d = usec 1703

o e = usec 1517

31 hn = msec 1000

2 qn = msec 500

34 twinkle : List Int

55 twinkle = Cons g (Cons g (Cons d (Cons d (Cons e (Cons e (Cons d

36 (Cons ¢ (Cons c (Cons b (Cons b (Cons a (Cons a (Cons g

37 (Cons d (Cons d (Cons c¢ (Cons c (Cons b (Cons b (Cons a

38 (Cons d (Cons d (Cons ¢ (Cons c (Cons b (Cons b (Cons a Nil)

39 333333)3333))3333))33)))))))

10

11 durations : List Int

1> durations = Cons gn (Cons qn (Cons qn (Cons qn (Cons gn (Cons gn (Cons hn

43 (Cons qn (Cons gn (Cons gqn (Cons qn (Cons qn (Cons qn (Cons hn
14 (Cons qn (Cons gn (Cons gn (Cons gqn (Cons qn (Cons qn (Cons hn
15 (Cons gn (Cons qn (Cons qn (Cons gqn (Cons gn (Cons gn (Cons hn

16 Nil)))))3)333)3)3)33))33))))3))))

15 dacC : Channel Int
1o dacC = channel ()

noteC : Channel Int
noteC = channel ()

©

playerP : List Int -> List Int -> Int -> () -> ()
5 playerP melody nt n void =

¢ if (n == 29)

57 then let _ = after (head nt) (send noteC (head twinkle)) in
58 playerP (tail twinkle) durations 2 void

59 else let _ = after (head nt) (send noteC (head melody)) in

60 playerP (tail melody) (tail nt) (n + 1) void

tuneP : Int -> Int -> () -> ()
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63 tuneP timePeriod vol void =
64 let newtp =

65 after timePeriod (choose (recv noteC)

66 (wrap (send dacC (vol * 4095))

67 (A _ -> timePeriod))) in
68 tuneP newtp (not vol) void

70 main =

7 let _ = spawnExternal dacC 0 in

72 let _ = spawn (tuneP (head twinkle) 1) in

73 let _ = spawn (playerP (tail twinkle) durations 2) in

7 O

Our application consists of two software processes and one external hardware process.
The Timeyw e values of each of the twenty eight notes are represented as the list twinkle
on Lines 34-39 and the note durations are contained in the durations list (Lines 41-46). We
use two channels - dacC to communicate with the DAC and noteC to communicate between
the two software processes.

Owing to the different time periods of the two processes, their Tj,cq; clock progresses at
different rates. In Figure 15 we visualise the message passing that occurs between the two
software process and the hardware process when transitioning from a note C4 to a note G4.

[Tiocal Miocal [iocal
playerP = = =

500 1000 1500

111 — meme (| I meokes . i
B T 1 |

| ] | >
| I l

500 msec 1000 msec 1500 msec
Wall clock time (Tapsolute)

denotes message-passing

Figure 15 Moving from the note C4 to note G4

As the playerP process runs once every 500 milliseconds, the tuneP process completes
500 * 103/1915 = 261cycles when playing the note C. For the next note, G, the Timew rite
value changes to 1432 microseconds and the corresponding write frequency changes to 392
cycles and the process cyclically carries on.

ECOOP 2022
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ABSTRACT

With the growing ubiquity of Internet of Things (IoT), more complex
logic is being programmed on resource-constrained IoT devices,
almost exclusively using the C programming language. While C
provides low-level control over memory, it lacks a number of high-
level programming abstractions such as higher-order functions,
polymorphism, strong static typing, memory safety, and automatic
memory management.

We present Hailstorm, a statically-typed, purely functional pro-
gramming language that attempts to address the above problem.
It is a high-level programming language with a strict typing disci-
pline. It supports features like higher-order functions, tail-recursion,
and automatic memory management, to program IoT devices in
a declarative manner. Applications running on these devices tend
to be heavily dominated by I/O. Hailstorm tracks side effects like
I/O in its type system using resource types. This choice allowed us
to explore the design of a purely functional standalone language,
in an area where it is more common to embed a functional core
in an imperative shell. The language borrows the combinators of
arrowized FRP, but has discrete-time semantics. The design of the
full set of combinators is work in progress, driven by examples.
So far, we have evaluated Hailstorm by writing standard examples
from the literature (earthquake detection, a railway crossing system
and various other clocked systems), and also running examples on
the GRiSP embedded systems board, through generation of Erlang.
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1 INTRODUCTION

As the density of IoT devices and diversity in IoT applications con-
tinue to increase, both industry and academia are moving towards
decentralized system architectures like edge computing [38]. In edge
computation, devices such as sensors and client applications are
provided greater computational power, rather than pushing the
data to a backend cloud service for computation. This results in
improved response time and saves network bandwidth and energy
consumption [50]. In a growing number of applications such as
aeronautics and automated vehicles, the real-time computation is
more robust and responsive if the edge devices are compute capable.

In a more traditional centralized architecture, the sensors and
actuators have little logic in them; they rather act as data relaying
services. In such cases, the firmware on the devices is relatively sim-
ple and programmed almost exclusively using the C programming
language. However with the growing popularity of edge computa-
tion, more complex logic is moving to the edge IoT devices. In such
circumstances, programs written using C tend to be verbose, error-
prone and unsafe [17, 27]. Additionally, IoT applications written
in low-level languages are highly prone to security vulnerabilities
[7, 58].

Hailstorm is a domain-specific language that attempts to ad-
dress these issues by bringing ideas and abstractions from the
functional and reactive programming communities to program-
ming IoT applications. Hailstorm is a pure, statically-typed func-
tional programming language. Unlike impure functional languages
like ML and Scheme, Hailstorm restricts arbitrary side-effects and
makes dataflow explicit. The purity and static typing features of the
language, aside from providing a preliminary static-analysis tool,
provide an essential foundation for embedding advanced language-
based security techniques [54] in the future.

The programming model of Hailstorm draws inspiration from
the extensive work on Functional Reactive Programming (FRP)
[18]. FRP provides an interface to write reactive programs such
as graphic animations using (1) continuous time-varying values
called Behaviours and (2) discrete values called Events. The original
formulation of FRP suffered from a number of shortcomings such
as space-leaks [41] and a restrictive form of stream based I/O.

A later FRP formulation, arrowized FRP [46], fixed space leaks,
and in more recent work Winograd-Cort et al. introduced a notion
of resource types [66] to overcome the shortcomings of the stream
based I/O model. The work on resource types is a library in Haskell,
and is not suitable to run directly on resource-constrained hard-
ware. Hailstorm uses resource types to uniquely identify each I/O
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resource. It treats each resource as a signal function to track its
lifetime, and prevents resource duplication through the type system.
Hailstorm currently has a simple discrete time semantics, though
we hope to explore extensions later.

A Hailstorm program is compiled to a dataflow graph, which is
executed synchronously. The core of the language is a pure call-
by-value implementation of the lambda calculus. The synchronous
language of arrowized-FRP provides a minimal set of combinators
to which the pure core constructs of Hailstorm can be raised. This
language of arrows then enforces a purely functional way to interact
with I/O, using resource types.

Hailstorm, in its current version, is a work-in-progress compiler
which does not address the reliability concerns associated with node
and communication failures plaguing edge devices [58]. We discuss
the future extensions of the language to tackle both reliability and
security concerns in Section 7. We summarize the contributions of
Hailstorm as follows:

o A statically-typed purely functional language for IoT
applications. Hailstorm provides a tailored, purely func-
tional alternative to the current state of programming re-
source constrained IoT devices.

Resource Types based I/0. Hailstorm builds on Winograd-
Cort et al’s work to provide the semantics and implemen-
tation of an alternate model of I/O for pure functional lan-
guages using resource types - which fits the streaming pro-
gramming model of IoT applications. (Section 4.1)

Discrete time implementation Hailstorm uses the combi-
nators of arrowized FRP in a discrete time setting (Section
3).

An implementation of the Hailstorm language. We im-
plement Hailstorm as a standalone compiler, with Erlang
and LLVM backends. We have run case studies on the GRiSP
embedded system boards [60], to evaluate the features of the
language. (Section 4). The compiler implementation and the

examples presented in the paper are made publicly available!.

2 LANGUAGE OVERVIEW

In this section we demonstrate the core features and syntax of
Hailstorm using running examples. We start with a simple pure
function that computes the n’ h Fibonacci number.

def main : Int = fib 6
def fib : (Int -> Int)
= fib_help 0 1

def fib_help (a :
if n==10
then a

else fib_help (a + b) a (n - 1)

Int) (b : Int) (n : Int) : Int

The simple program above, besides showing the ML-like syn-
tax of Hailstorm, demonstrates some features like (1) higher-order
functions (2) recursion (3) partial application (4) tail-call optimiza-
tion and (5) static typing. All top-level functions in a Hailstorm
program have to be annotated with the types of the arguments and

!https://abhiroop.github.io/ppdp-2020-artifact.zip

the return type, which currently allows only monomorphic types.
However certain built-in combinators supported by the language
are polymorphic which will be discussed in the following section.

The pure core of the language only allows writing pure functions
which have no form of interactions with the outside world. To
introduce I/O and other side effects, we need to describe the concept
of a signal function.

2.1 Signal Functions

A fundamental concept underlying the programming model of
Hailstorm is that of a Signal Function. Signal Functions, derived
from the work on arrowized-FRP [46], are functions that always
accepts an input and always returns an output.

Signal functions are analogous to the nodes of a dataflow graph.
Signal functions operate on signals which do not have any concrete
representation in the language. A signal denotes a discrete value
at a give point of time. Nilsson et al [46] use the electric circuit
analogy: a signal corresponds to a wire and the current flowing
through it, while signal functions correspond to circuit components.
An important distinction between Hailstorm and both classic and
arrowized-FRP is that signals are always treated as discrete entities
in Hailstorm unlike the continuous semantics enforced by FRP.

To create larger programs Hailstorm provides a number of built-
in combinators to compose signal functions. These combinators are
drawn from the Arrow framework [31] which is a generalization
of monads. Arrows allow structuring programs in a point-free style,
while providing mathematical laws for composition. We start by
presenting some of the core Hailstorm combinators? and their types
for composing signal functions.

mapSignal# : (a -> b) -> SF a b

(>>>) : SFab ->SFbc->SFac

(8&&) : SF ab ->SF ac ->SF a (b, ¢
(***) : SFab ->SF cd->SF (a, c) (b, d

Some of the built-in combinators in Hailstorm are polymorphic
and the type parameters a, b and c represent the polymorphic
types. mapSignal# is the core combinator which lifts a pure Hail-
storm function to the synchronous language of arrows, as a signal
function (See Fig 1).

Hailstorm then provides the rest of the built-in combinators to
compose signal functions while satisfying nine arrow laws [39].
One of the advantages of having a pure functional language is
that such laws can be freely used by an optimizing compiler to
aggressively inline and produce optimized code. The semantics of
composing signals with the arrow combinators is visually depicted
in Fig 1.

2Non-symbolic built-in combinators & driver functions in Hailstorm end with #
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Figure 1: Arrow combinators for signal functions

Now where do signals actually come from? To answer this question
- a natural extension to signal functions is using them to interact
with I/O, which we discuss in the next section.

2.2 10

Hailstorm adopts a streaming programming model, where an effect-
ful program is constructed by composing various signal functions
in the program. The final program is embedded in a stream of input
flowing in and the program transforms that into the output.

Composition 9
Input 3 of Signal " output
5 Functions L

Figure 2: A Hailstorm program interacting with the real
world

While this model of I/O adapts well with a pure functional lan-
guage, it is reminiscent of the now abandoned stream-based I/O
interface in Haskell. In Haskell’s early stream-based I/O model, the
type of the main function was [Response] — [Request]. The
major problems with this model are :

o All forms of I/O are restricted to happen at the main func-
tion leading to non-modular programs, especially in case
of applications running on IoT devices where I/O functions
dominate the majority of the program.

e It is non-extensible as the concrete types of Request and
Response need to be altered every time any new I/O facility
has to be added [48].

o There is also no clear mapping between an individual Request
and its Response [48].

Work by Winograd-Cort et al. on resource types [66] attempts
to address this problem by virtualizing real-world devices as signal
functions. What we mean here by "virtualizing” is that the scope of
a program is extended so that devices like sensors and actuators
are represented using signal functions. For example:

sensor : SF () Int
uart_rx : SF () Byte
actuator : SF Bool ()

We adopt this model in Hailstorm. The type parameter () repre-
sents a void type. There are no values in the language which inhabit
the () type. The () type always appears within a signal function.
So, an example like sensor : SF () Int - this represents an action
which when called, produces an integer.

One of the key aspects of designing a pure functional language
is this distinction between an expression that returns a value and
an action. When an action (like sensor : SF () Int)is evaluated,
it returns a representation of that function call rather than actually
executing the call itself. This distinction is the key to equational
reasoning in a purely functional program. In the absence of such a
distinction the following two expressions are no longer equivalent
although they represent the same programs.

-- Expression 1 : accepts an input and
-- duplicates that input to return a pair
let x = getInput -- makes one I/0 call

in (x,x)

-- Expression 2 : accepts two inputs
-- returns both of them as a pair
(getInput, getInput) -- makes two I/0 calls

After enforcing a difference between values and action in the
language, we soon encounter one of the pitfalls of treating a real-
world object as a virtual device - it allows a programmer to write
programs with unclear semantics. For example:

def foo : SF () (Int, Int) = sensor &&& sensor

Although the above program is currently type correct, it can
have two conflicting semantics - (1) either sensor &&& sensor
implies two consecutive calls to the sensor device or (2) a single call
emitting a pair. Given the type of the sensor function, the latter
is not supported and the former is incompatible with Hailstorm’s
discrete, synchronous semantics.

The notion of Resource Types seeks to solve this problem by label-
ing each device with a type-level identifier, such that duplicating a
device becomes impossible in the program. We change the type of
sensor to :

resource S

sensor : SF S () Int

The resource keyword in Hailstorm declares a type level identifier
which is used for labeling signal functions like sensor above. All the
built-in arrow combinators introduced previously are now enriched
with new type-level rules for composition as follows:

mapSignal# : (a -> b) -> SF Empty a b

(>>>) : SFrpab ->SFrpbc->SF (nunr) ac

(&8&&) : SF rpab ->SFryac ->SF (rnUr) a (b, ¢
(*¥*x*) : SFrpab ->SFry,cd->SF (r1Ury) (a, ¢) (b, d)

In the combinators above, the type parameters ry, ry represent
polymorphic resource type variables, which act as labels for the
effectful signal functions. The combinator mapSignal# lifts a pure
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Hailstorm function to a signal function without any effectful oper-
ations, and as a result the resource type is Empty. The combinators
>>> &&& and # * * compose signal functions, and result in a
disjoint-union of the two resources types. This type-level disjoint
union prevents us from copying the same resource using any of
these combinators. So in Hailstorm if we try this,

def foo : SF (SUS) () (Int, Int) = sensor &&& sensor

we currently get the following upon compilation:

Type-Checking Error:
Error in "foo":
Cannot compose resources :
Encountered in
sensor &&& sensor

S S containing same resource

The type rules associated with composing Hailstorm combinators
and their operational semantics are presented formally in Section
3.2 and 3.3 respectively.

2.2.1  Example of performing I/0O. We can distinguish the read and
write interface of a resource using two separate resource types. For
example, to repeatedly blink an LED we need two APIs - (1) to read
its status (2) to write to it. The drivers for these two functions have
the following types:

readlLed# :
writelLed# :

SFR () Int
SF W Int ()

We use the integer 1 to represent light ON status and 0 for OFF.
The program for blinking the LED would be:

def main : SF (RUW) () () =
readLed# >>> mapSignal# flip >>> writedLed#

def flip (s : Int) : Int =
if (s == 0) then 1 else 0

The above program runs the function main infinitely. It is possible
to adjust the rate at which we want to run this program, discussed
later in Section 2.5. This treatment of I/O as signal functions has
the limitation that each device (as well as their various APIs) has
to be statically encoded as a resource type in the program.

2.3 State

Hailstorm supports stateful operations on signals using the loop#
combinator.

loop# : ¢ -> SF Empty (a, c) (b, ¢) -> SF Empty a b

The type of the loop# combinator is slightly different from the
type provided by the ArrowLoop typeclass in Haskell, in that it
allows initializing the state type variable c. The internal body of the
signal function encapsulates a polymorphic state entity. This entity
is repeatedly fed back as an additional input, upon completion of a
whole step of signal processing by the entire dataflow graph. Fig 3
represents the combinator visually.

Figure 3: The stateful loop# function

The loop# combinator can be used to construct the delay func-
tion as found in synchronous languages like Lustre [26], for encod-
ing state.

def delay (x : Int) : SF Empty Int Int =
loop# x (mapSignal# swap)
def swap (a :

Int, s : Int) : (Int, Int) = (s, a)

2.4 A sample application

We now demonstrate the use of the Hailstorm combinators in a
sample application. The application that we choose is a simplified
version of an earthquake detection algorithm [65] which was first
used by Mainland et al. to demonstrate their domain specific lan-
guage for wireless sensor networks [42]. The figure below shows
the core dataflow graph of the algorithm.

high gain
EWMA

val >
get sample compute ratio —>/ ppE Sy,

Detection
Event

low gain
EWMA

Figure 4: The earthquake detection dataflow graph

The exponentially weighted moving average (EWMA) compo-
nent above is a stateful element. We assume the getSample input
function is a wrapper around a seismometer providing readings
of discrete samples. At the rightmost end, the Detection Event
would be another stateful entity which would include some form of
an edge detector. The entire program for the earthquake detection
is given in Fig 5.

The function edge in Fig 5 is a stateful edge detector which gen-
erates an action if a boolean signal changes from False to True. To
program this, we use an imaginary actuator (like an LED) in a GRiSP
board, which would glow red once if the input to it is 1, signalling
danger, and otherwise stay green signalling no earthquake.

2.5 Sampling rate

The combinators introduced so far execute instantaneously using
a logical clock. In Hailstorm, one logical time step includes the
following actions, in sequence -

o accepting a discrete sample of data from each of its connected
input devices

e passing the discrete sample through the dataflow graph

o finally passing a discrete value to the responsible actuator
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resource S
resource E

def main : SF (SUE) () () =
getSample >>> detect >>> edge

def detect : SF Empty Float Bool
= (ewma high &&& ewma low)
>>> (mapSignal# (\(hi : Float, lo : Float) =>
(hi / 1lo) > thresh))
Float)

def ewma (a : : SF Empty Float Float

= let func = \(x : Float, Xxo;q : Float) =>
let Xpew = (@ *. x) +. (1.0 - a) *. Xoid
in (Xnew, Xnew)
in loop# 0.0 (mapSignal# func)
-- constants
def low : Float = ...
def high : Float = ...
def thresh : Float = ...
def edge : SF E Bool () =
loop# False (mapSignal# edgeDetector) >>>
actuator

def edgeDetector (a : Bool, c :
if (c == False && a == True)

Bool) : (Int, Bool) =

then (1, a)

else (0, a)
-- getSample : SF S () Float - Erlang driver
-- actuator : SF E Int () - Erlang driver

Figure 5: The earthquake detection algorithm

A program returning a signal function continuously loops around,
streaming in input and executing the above steps, at the speed it
takes for the instructions to execute. However under most circum-
stances we might wish to set a slower rate for the program. The
rate# combinator is used for that purpose,

rate# : Float -> SFrab ->SFrab

The first argument to rate# is the length of the wall clock time
(in seconds) at which we wish to set the period of sampling input.
This helps us establish a relation between the wall clock time and
Hailstorm’s logical clock. We demonstrate the utility of the rate#
combinator using a Stopwatch example.

2.5.1 Stopwatch. We program a hypothetical stopwatch which
accepts an input stream of Ints where 1 represents START, 2 rep-
resents RESET and 3 represents STOP.

def f (g : Float) (a : Int, ¢ : Float) : (Float, Float) =
let inc = ¢ +. g in
case a of

1 ~> (inc, inc);
2 ~> (0.0,0.0);

- > (c,0)

def stopwatch (g : Float) : SF Empty Int Float
= rate# g (loop# 0.0 (mapSignal# (f g)))

def main : SF (IUO0) O O =
input >>> stopwatch 1.0 >>> output

In the above program, the rate# combinator uses the argument
g to set the sampling rate to 1 second, which in turn fixes the
granularity of the stopwatch as 1 second.

2.5.2  Limitation. In the current implementation of Hailstorm, an
operation like (rate# t, (rate# t; sf1)) would result in setting
the final sampling rate as t, overwriting the value of #;. In the
programs presented here, we use a single clock, and hence a single
sampling rate. Libraries like Yampa [14] provide combinators like
delay :: Time — a — SF a a which allow oversampling for dealing
with multiple discrete sampling rates. As future work, we hope to
adopt oversampling operators for communication among signal
functions with different sampling rates.

2.6 Switches

A Hailstorm dataflow graph allows a form of dynamic, data-driven
switching within the graph. It accomplishes this using the switch#
combinator:

switch# : SFry ab -> (b ->SFr, bc) ->SF (rnUr) ac

The first argument to switch# accepts a signal function whose
output data is used to switch between the various signal functions.
The strict typing of Hailstorm restricts the branches of the switch
to be of the same type, including the resource type. The switching
dataflow is visually presented in Fig 6.

SFr2bc }—4.

Output only
through the
activated signal
function

Input
SFrzbe

..... other signal
functions

Figure 6: A switch activating only the top signal function

2.6.1 Limitation. switch# is a restrictive combinator with a num-
ber of known limitations:

- switch# constrains all of its branches to be of the same type. This
is particularly restrictive when dealing with actuators where each
actuator would have their own resource type. We currently deal
with the notion of choice in the following way -

. >>> foo >>> (actuatorl %% actuator2)
-- instead of emitting a single value foo will emit a pair
-- of values encoded as (move actuatorl, dont move actuator2

The Arrow framework provides more useful combinators based
on the ArrowChoice typeclass which are currently absent from
Hailstorm.

<
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- The switch# combinator is an experiment to describe expressions
of the form:
switch# input_signal_function
(\val => if <condition, on val>
then SF;
else if <condition, on val>
then SF,
else ...)

The combinator currently supports expression only of the above
form. Thus, we currently do not allow more general functions of
type (b—SF b c) as the second parameter to switch#, and so avoid
problems with possibly undefined runtime behaviour. However,
there is no check in the compiler to enforce this restriction. As
future work we hope to adopt the guards syntax of Haskell to
represent the second parameter as a collection of boolean clauses
and their corresponding actions.

3 SYNTAX, SEMANTICS AND TYPES

In the previous sections, we have given an informal treatment to the
most important syntactic parts of Hailstorm, for IoT applications,
and described the programming model using them. In this section,
we present the core syntax, type rules and operational semantics
of the main parts of Hailstorm.

3.1 Syntax

The set of types in the source language is given by the following
grammar.

= () | Int | Float | Bool |1 — o271 = 72| (71, 72)

The type 71 = 75 represents a signal function type from a to b
with the resource type rie SF r a b.

The abstract syntax of the core expressions of Hailstorm is given
by the following grammar. The meta-variable x € Var ranges over
variables of the source language. Additionally we let i € Z and
f € R. We use e and e separately to denote ordinary expressions
and arrow based signal function expressions respectively.

e := x|i| f|True|Falselii binop; iz|fi binopy fo
ler relop ez|if e; then ey else es [Ax : 7. e | (e1 €2)
| let x = eg iney| (e1, ez) | fst# e | sndt e

esp == mapSignal# (Ax.e)lesr) >>> espo
lesr1 &&& egpalespy * * * egpa|Loop# ey ez
|switch# e; (Ax.e)|read#|write#

relop:=> | < | >= | =< | ==

In the grammar above we describe two primitives for I/O called
read# and write#. In practise, as Hailstorm deals with a number
of I/O drivers there exists a variety of I/O primitives with varied
parameters and return types. However for the purpose of presenting
the operational semantics, we abstract away the complexity of the

drivers and use the abstracted read# and write# to describe the
semantics in Section 3.3.

3.2 Type rules

Hailstorm uses a fairly standard set of type rules except for the
notion of resource types. The typing context of Hailstorm employs
dual contexts, in that it maintains (1) T - a finite map from variables
to their types and (2) A - a finite set which tracks all the I/O resources
connected to the program.

ATu=-|T,x:7

An empty context is given by -. Additionally dom(T') provides
the set of variables bound by a typing context.

In Fig 7, we show the most relevant type rules concerning signal
functions and their composition. The remaining expressions follow
standard set of type rules which is provided in its entirety in the
extended version of this paper [55].

Looking at the rule T-Mapsignal, a signal function such as 71 é
72 denotes the result of applying mapSignal# to a pure function.
This results in an expression with an empty resource type denoted
by 0. A missing rule is the introduction of a new resource type in
the resource type context A. The resource type context is an append-
only store and a new resource is introduced using the keyword
resource. It can be defined using this simple reduction semantics

A;T v resourcer ~ AUr;T’

where ~~ denotes one step of reduction which occurs at compile-

time. The rules such as T-Compose, T-Fanout, T-Combine, T-Switch

apply a type-level disjoint union to prevent resource duplication.

3.3 Big-step Operational Semantics

In this section, we provide a big-step operational semantics of
our implementation of the Hailstorm language, by mapping the
meaning of the terms to the lambda calculus. We begin by defining
the values in lambda calculus that cannot be further reduced:

V=il f|AxE

i and f represent integer and float constants respectively. We
use n to represent variables and the last term denotes a lambda
expression. The syntax that we use for defining our judgements is
of the form :

s1EM | Visy

The variables sy, s; are finite partial functions from variables n
to their bound values V; € V. In case a variable n is unbound and s
is called with that argument it returns (. The above judgement is
read as starting at state sy and evaluating the term M results in the
irreducible value V; € V while setting the final state to s;.

The first judgement essential for our semantics is this,

sk V] Vs
which means that the values V cannot be reduced further.
We use a shorthand notation p(n, s) to signify lookup the vari-
able n in s. Additionally, to make the semantics more compact we
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0
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"
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ATrey:3=—=1
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0
AT re: (11, 0) = (12, 7¢) ATre:te

ri,rg €A rnNrp=0 (T-Compose)
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(T-Loop
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Figure 7: Typing rules of signal functions in Hailstorm

srexp | Ax.E,s

s + mapSignal# exp || Ax.E, s

sikexpr | Vi, s

siFexpr | Vi, s2 sa kexpz | V2,53
s1Fexpy >>> expy | Ax.Va (V) x), 83

(eval-Compose)

s2 Fexpy || Va, 53

(eval-Fanout)

51k expy &&& expy | Ax. < Vi x, Vo x >,53

sikexpr | Visp sz +expy || Vo, 53
sy Fexpy kxxexpy | AxAy. < Vix,Vay >, 53

(eval-Combine)

s1 Finit || Vi, so sy Fexp |l Vi,s3 n & dom(ss)
s1 F loop#y init exp | Ax.fst (V1 (x, Vs)),s3[n+— snd (V; (x, V;))]

(eval-Loop-Tnit)

s1 Finit || Vi, sp s Fexp |l Vi,s3 n € dom(ss3)
s1 + loop#y init exp || Ax.fst (Vi (x, p(n,s3))),s3[n > snd (V1 (x, p(n,s3)))]

(eval-Loop)

sikex V.5, sp +ep | Ax.Eq,s3 s3kEq[x > V] | Vpsy sttt Vi so[¥ e V] s2[¥ - Vil Fexp LV, s3

I-R

(eval-App)
s1 Fratettexp | V,s3

spk(ere2) U Vy,s3
st Fexpy | Vi, s sa +expy || Ab.op[Ac.Eq, Ac.Ey, ... Ac.Ep], s3

s1 F switch# expy expa || Aa.((Ab.op[Ac.Eq, Ac.Ey, ...Ac.Ep]) (V1 a)) (V1 a),s3

—  (evalRead)
s+ read# || Ax.read, s

(eval-Write)

s+ write# || Ax.(write x), s

Figure 8: Big-Step Operational Semantics of signal functions in Hailstorm

use pairs <a, b> and their first and second projections, fst, snd.
They do not belong to V but it is possible to represent all three of
them using plain lambdas and function application - shown in the
extended version of this paper [55].

In Fig 8, we show the most relevant big-step operational seman-
tics concerning signal function based combinators. The remaining
expressions have standard semantics and the complete rule set is
provided in the extended paper [55]. In the rule eval-Rate, we use
¥ to store the sampling rate. In our current implementation, when
composing signal functions with different sampling rates, the state
transition from s, to s3 overwrites the first sampling rate.

In eval-Loop-Init and eval-Loop, the subscript n represents
a variable name that is used as a key, in the global state map s, to
identify each individual state.

For the rule eval-Switch, op[Ac.Eq, Ac.Ey, ...Ac.Ey,] represents a
conditional expression that uses the value of b i.e. (V5 a) to choose
one of the several branches - Ac.E; - and then supplies (V; a) again
to the selected branch to actually generate a value of the stream.

Of special interest in Fig 8 are the rules eval-Read and eval-Write.
We need to extend our lambda calculus based abstract machine with
the operations, read and write, to allow any form of I/O. The ef-
fectful operations, read and write, are guarded by As to prevent
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any further evaluation, and as a result are treated as values. This
method is essential to ensure the purity of the language - by treating
effectful operations as values.

The program undergoes a partial evaluation transformation which
evaluates the entire program to get rid of all the As guarding the
read operations. Given the expression Ax.read the compiler sup-
plies a compile time token of type () which removes the lambda
and exposes the effectful function read. The partially evaluated
program is then prepared to conduct I/O. This approach is detailed
further in Section 4.1.

The big-step semantics of the language shows its evaluation
strategy. However to understand the streaming, infinite nature of
an effectful Hailstorm program we need an additional semantic
rule. A Hailstorm function definition is itself an expression and a
program is made of a list of such functions,

Program ::= main : [Function]
Function ::= elegy
Each Hailstorm program compulsorily has a main function. After
the entire program is partially evaluated (described in Section 4.1)

and given that the main function causes a side effect (denoted by
() below), we have the following rule:

s1 Fmain ] (),s2

s1 + main || main, sy
The eval-Main rule demonstrates the streaming and infinite
nature of a Hailstorm program when the main function is a signal
function itself. After causing a side effect, it calls itself again and
continues the stream of effects while evaluating the program using
the semantics of Fig 8.

4 IMPLEMENTATION

Here we describe an implementation of the Hailstorm language
and programming model presented in the previous sections. We
implement the language as a compiler - the Hailstorm compiler -
whose compilation architecture is described below.

Drivers
written in
Erlang

optimized I | linker
file
Final
Executable

Figure 9: The Hailstorm compilation architecture

Hailstorm
Runtime

The compiler pipeline starts by parsing a Hailstorm source file
and desugaring small syntactic conveniences provided to reduce
code size (such as case expressions). After desugaring, the Hail-
storm AST constituted of the grammar described in Section 3.1 is
generated. Next, typechecking of the AST using the type rules of
Fig 7 is done. After a program is typechecked, it is transformed into
the Hailstorm core language called L1.

The L1 language is an enriched version of the simply typed
lambda calculus (STLC) with only nine constructors. Unlike STLC,
L1 supports recursion by calling the name of a global function. It
is currently incapable of recursion using a let binding. L1 has a
simpler type system than the Hailstorm source, as it erases the
notion of resource types - which are exclusively used during type
checking.

The L1 language being considerably simpler, forms a sufficient
foundation for running correctness preserving optimization passes.
L1 attempts to get rid of all closures with free variables, as they are
primarily responsible for dynamic memory allocation. Additionally,
it attempts to inline expressions (primarily partial applications)
to further reduce both stack and heap memory allocation. The
optimization passes are described in further detail in Section 4.2.

The final optimization pass in L1 is a partial evaluation pass which
specializes the program to convert it into an effectful program.
Before this pass, all I/O inducing functions are treated as values,
by guarding them inside a A abstraction. This pass evaluates those
expressions by passing a compile-time token and turning the L1
non-effectful program into an effectful one. This pass is discussed
in further detail in Section 4.1.

Finally, the effectful Hailstorm program gets connected to one
of its backends. Recursion is individually handled in each of the
backends by using a global symbol table. We currently support an
LLVM backend [36] and a BEAM backend [4].

41 I/O0

The I/O handling mechanism of the Hailstorm compiler is the es-
sential component in making the language pure. A pure functional
language allows a programmer to equationally reason about their
code. The entire program is written as an order independent set of
equations. However, to perform I/O in a programming language,
it is necessary to (1) enforce an order on the I/O interactions, as
they involve chronological effects visible to the user and (2) interact
with the real world and actually perform an effect.

To solve (1) we use the eval-App rule given in Fig 8. Hailstorm,
being a call-by-value implementation of the lambda calculus, fol-
lows ordering in function application by always evaluating the
function argument before passing it to the function. This seman-
tics of function application allows us to introduce some form of
ordering to the equations.

To solve (2) we have extended our pure lambda calculus core to
involve effectful operations like read and write. Again, as observed
in the semantic rules, eval-Read and eval-Write from Fig 8, the
effectful operations are guarded by A abstractions to treat them
as values, rather than operations causing side-effects. This allows
us to freely inline or apply any other optimization passes while
preserving the correctness of the code. However, to finally perform
the side effect, we need to resolve this lambda abstraction at compile
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time. We do this by partially evaluating [33] our program. Below
we describe the semantics of the partial evaluation step.

A Hailstorm program is always enforced (by the typechecker in
our implementation) to contain a main function. We shall address
the case of an effectful program i.e a main function whose return
type is an effectful signal function such as SF r () (). The () type
in the input and output parameters reflect that this function reads
from a real world source like a sensor and causes an effect such
as moving an actuator. The partial application pass is only fired
when the program contains the () type in either one of its signal
function parameter.

Let us name the main function above with the return type of SF
r O O as maingg. Now maingy is itself a function, embedded in
a stream of input and transforming the input to an output, causing
an effect. As it is a function we can write: maingg = AL.E.

Additionally in our implementation, after typechecking, a signal
function type 71 = 72 is reduced to a plain arrow type - 71 — 7.
Now, using the two aforementioned definitions, we can write the
following reduction semantics:

r r
maingg = At.E maingg : () = () =S R

ME: ()= ()~ AE: ()= ()

HE: ()= () = Elt—0:0]
where ~ denotes one step of reduction and 6 denotes an arbitrary
compile time token of type (). The final step, which produces
the expression E[t — 0 : ()], is the partial evaluation step. We
demonstrate this reduction semantics in action using an example:

(eval-Partial)

read# : SF STDIN () Int
write# : SF STDOUT Int ()
def main : SF (STDIN U STDOUT) () () = read# >>> write#

We use the eval-Read, eval-Write and eval-Compose rules to
translate the main function above to
[main = At. (Ay. write y) ((Ax. read) t) ]

Given the above definition of main, we can apply the reduction
rule eval-Partial and eval-App to get the following,

(Partial

At. (Ay. write y) ((Ax. read) t) ~»« (Ay. write y) (read)

Now the program is ready to create a side effect as the read
function is no longer guarded by a A abstraction. The eval-App
rule guarantees that read is evaluated first and only then the value
is fed to write owing to the call-by-value semantics of Hailstorm.

4.1.1 Limitation. The Hailstorm type system doesn’t prevent a
programmer from writing write# >>> read#. The type of such
a program would be SF (STDOUT U STDIN) Int Int. As the
types do not reflect the () type, the partial evaluation pass is not
fired and the program simply generates an unevaluated closure -
which is an expected result given the meaningless nature of the
program. However, the type would allow composing it with other
pure functions and producing bad behaviour if those programs are
connected to meaningful I/O functions. This is simply solved by
adding the following type rule:

ATrn=0Vn=0 ]

rel r0

- (T-Unsafe)
exp:T =12

4.2 Optimizations

4.2.1 Lambda Lifting. Hailstorm, being a functional language, sup-
ports higher order functions (HOFs). HOFs frequently capture free
variables which survive the scope of a function call. For example:

def addFive (nr :
let x =5 in
let addX = \(y:Int) => x + y in
addX nr

Int) : Int =

Our implementation treats HOFs as closures which are capable of
capturing an environment by allocating the environment on the
heap. In line no. 3 above, the value of the variable x is heap allocated.
However, in resource constrained devices heap memory allocation,
is highly restrictive and any language targeting such devices should
attempt to minimize allocation.

Hailstorm applies a lambda-lifting [32] transformation to address
this. Lambda-lifting lifts a lambda expression with free variables
to a top-level function and then updates related call sites with a
call to the top-level function. The free variables then act as argu-
ments to the function. This effectively allocates them on the stack
(or registers). Owing to our restricted language and the lack of
polymorphism, our algorithm is less sophisticated than the orig-
inal algorithm devised by Johnsson. We describe the operational
semantics of our algorithm in the lambda-1ifting rule below.

We use a slightly different notation from Section 3.3 here. P,
is used to describe the entire program with its collection of top
level functions. We identify a modified program with P, [G(x).E]
to mean a new program with an additional global function G which
accepts an argument x and returns an expression E. Finally the
fo function is used find the set of free variables in a Hailstorm
expression.

Pivrexp | Ax. E, Py fo(Ax.E) #0
fo(Ax. E) = {it, yin} Py+Ax. E | E/, P3[G(iy, ..., in, x) . E]
Pyvexp ) E', P3[G(it, ...y in, x) . E]

The above rule returns a modified expression E’ which consists of
a function call to G(iy, ..., in, x) . E with the free variables iy, ..., i, as
arguments. This rule is repeatedly run on local lambda expressions
until none has any free variables. It transforms the program foo
above to :
def addX' (x:Int) (y:Int) = x +y

def addFive (nr :
let x = 5 in
addX' x nr

Int) : Int =

4.2.2 Inlining. The inlining transformation works in tandem with
the lambda lifter to reduce memory allocations. Inlining a lambda
calculus based language reduces to plain f reduction. i.e ((Ax. M) E) ~~
M[x + E].Inlining subsumes optimization passes like copy-propagation
in a functional language. Our prototype inliner is relatively con-
servative in that (1) it doesn’t attempt to inline recursive functions
and (2) it doesn’t attempt inter-function inlining.

However, it attempts to cooperate with the lambda-lifter to re-
move all possible sites of partial applications, which are also heap
allocated, to minimize memory allocation. The program shown in
the previous section, undergoes the cycle in Fig 10
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def addX' (x:Int) (y:Int) = x +y

def addFive (nr : Int) : Int = Lambda Lifting
let x = 5 in
let addX = \(y:Int) => x + y in deieid:FlV? 5:' i Int) : Int
addx nr let addX = addX' x in
addX nr
Inlining
def addX' (x:Int) (y:Int) = x +y def addX' (x:Int) (y:Int) = x +y
Inlining
def addFive (nr : Int) : Int = def addFive (nr : Int) : Int =
addx' 5 nr let x = 5 in
addx' x nr

Figure 10: Lambda-lifting and inlining in action

The lambda lifting pass produces a partial application which is
further inlined to a single function call where the arguments can be
passed using registers. We show the generated LLVM code before
and after the optimization passes are run in the extended version of
this paper [55]. We show there the absence of any calls to malloc in
the optimized version of the code. Our inliner doesn’t employ any
novel techniques but it still has to deal with engineering challenges
like dealing with name capture [5], which it solves using techniques
from the GHC inliner [34].

4.3 Code Generation

The Hailstorm compiler is designed as a linear pass through a
tower of interpreters which compile away high level features, in the
tradition of Reynolds [51]. Here, we show the final code generation
for two of the more interesting combinators using C-like notation.

4.3.1 loop#. The loop# combinator models a traditional Mealy
machine whose output depends on the input as well as the current
state of the machine. In the following we see the code generated
for the delay combinator described in Section 2.3 which is itself
described using loop#.

int foo_state = 0;

int foo (int x) {return (x + 5);}

void main(){

def main : SF (RUMW) O O =
readIntStreamt >>> foo >>> writeIntStream while (1) {
int val = readInt();
e .
int temp = 0;

def foo : SF Empty Int Int =

delay @ >>> (mapSignal# (\(x:Int) => x + 5)) int (*fun_ptr)(int)
temp = foo_state;
foo_state = val;

writeInt(fun_ptr(temp));

foo;

In Erlang, the global variable of foo_state is modeled recur-
sively using a global state map, which is updated on every time
step. In the LLVM backend, the translation is very similar to the
C-notation shown above.

4.3.2  switch#. We show an example of the switch# combinator
when dealing with stateful branches

int s1 = @; int s2 = 1;

int f(int x){return (x*2);}
int g(int x){return (x*3);}

void main(){

def main : SF RUW) () O = while(1){
switcht readintStreant int val = readInt();
S _ mim
then delay 0 >>> (mapSignal# (\(x:Int) => x * 2)) lf (val%z == 0){ X
else delay 1 >>> (mapSignal® (\(x:Int) => x * 3)) int (+fun_ptri)(int) = f;

) >>>

writeIntStreami temp = s1; s1 = val;

writeInt(fun_ptri(temp));
Yelse{

int (xfun_ptr2)(int) = g;
temp = s2; s2 = val;
writeInt(fun_ptr2(temp));
333

Figure 11: Code generation for switch#

The second parameter in the switch# type - (b—SF b c) - acts
like a macro which is unfolded into an if-then-else expression in the
L1 core language. The core language contains primops for getting
and setting state variables. The final L1 fragment that is generated
for the (b—SF b ¢) component of switch# (post partial evaluation
phase) is given below:

.. == s1 and s2 recursively in scope
let x = readInt() in
((A val
if(val % 2 == 0)
then (A val2 .
let temp = s1 in
let _ = (set s1 to val2) in
writeInt (f temp))
else (A val3 .
let temp = s2 in
let _ = (set s2 to val3) in
writeInt (f temp))
) X)X ...

From the above L1 fragment, the C like imperative code shown
in Fig. 11 is generated. The if-then-else expressions are translated to
case expressions in Erlang and the LLVM translation is very similar
to the C code. The global state map now stores two state variables
which are updated depending on the value of x. To make the oper-
ational aspect of the combinator clearer, we show the evolution of
the state variables through the various timesteps of the program:

INPUT: 2 3 4 5 6 7 8...
s1: @ 2 2 4 4 6 6...
s2: 11 3 3 5 5 7...
OUTPUT: @ 3 4 9 8 15 12...

4.4 Pull Semantics

In this section we discuss the semantics of data consumption in
our compiler. There exist two principle approaches (1) demand-
driven pull and (2) data-driven push of data. As Hailstorm’s signal
function semantics assume a continuous streaming flow of data
triggering the dataflow graph, our compiler adopts a pull based
approach which continuously polis the I/O drivers for data. The
program blocks until more data is available from the I/O drivers.
Let us take the earthquake detection example from Section 2.4.
The getSample input function in the dataflow graph (Fig. 4) is a
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wrapper around the driver for a simulated seismometer, which
when polled for data provides a reading. The rightmost edge of the
graph for the Detection Event pulls on the dataflow graph after
it completes an action and the rest of the graph in turn pulls on
getSample, which polls the simulated seismometer.

However, in certain devices such as UART, a push based model
is more prevalent, where data is asynchronously pushed to the
drivers. In such cases, to avoid dropping data the wrapper function
(such as getSample) needs to be stateful and introduce buffers that
store the data. The pseudocode of the wrapper function for such a
driver, written for our Erlang backend, would look like Fig 12.

loop(State)
receive

{hailstormcall, From, Datasize} ->
(Data, NewState) = extract_Data(Datasize, State),
From ! {ok, Data},
loop(NewState);

{uartdriver, Message} ->
NewState = buffer(Message, State),
loop(NewState);

end.

Figure 12: Enforcing pull semantics on push-based data

In Fig 12 there are two separate message calls handled. The data
transmission from the drivers is handled using the uartdriver
message call, which continuously buffers the data. On the other
hand, the Hailstorm program, upon finishing one cycle of compu-
tation, requests more data using the hailstormcall message, and
proceeds with the rest of the cycle.

4.4.1 Limitation. Elliott has criticized the use of pull semantics
[19] as being wasteful in terms of the re-computation required in the
dataflow graph. He advocates a hybrid push-pull approach, which,
in case of continuously changing data, adopts the pull model, but in
the absence of any change in the data doesn’t trigger the dataflow
graph. This approach could be useful in resource constrained de-
vices, where energy consumption is an important parameter, and
we hope to experiment with this approach in future work.

4.5 The digital - analog interface

The runtime of Hailstorm has to deal with the boundary of discrete
digital systems and continuous analog devices. The input drivers
have to frequently discretize events that occur at some unknown
point of time into a stream of discrete data. An example is the
Stopwatch simulation from Section 2.5.1. The pressing of an ON
button in a stopwatch translates to the stream of ones (111...) and
when switched OFF the simulation treats that as a stream of zeroes.
This stream transformation is handled by the wrapper functions
around the input drivers.

On the contrary, for the output drivers a reverse translation
of discrete to continuous is necessary. We can take the example
of operating traffic lights (related demonstration in Section 5.1.2).
When operating any particular signal like GREEN supplying a
discrete stream of data (even at the lowest granularity) will lead to
a flickering quality of the light. In that case the wrapper function

for the light drivers employs a stateful edge detector, as discussed
in Section 2.4, to supply a new signal only in case of change.

4.6 Backend specific implementation
The backend implementation includes
o Memory management. The compiler attempts to minimize
the amount of dynamically allocated memory using lambda-
lifting and inlining such that the respective garbage collectors
have to work less. Future work hopes to experiment with
static memory management schemes like regions [61].
o Tail call optimization (TCO). Erlang itself does TCO and
LLVM supports TCO when using the fastcc calling con-
vention.

5 EVALUATION
5.1 Case Studies

In this section we demonstrate examples from the synchronous
language literature [30] written in Hailstorm.

5.1.1  Watchdog process. A watchdog process monitors a sequen-
tial order processing system. It raises an alarm if processing an
order takes more than a threshold time. It has two input signals - (1)
order : SF O () Bool which emits True when an order is placed and
False otherwise, (2) done : SF D () Bool which also emits True only
when an order is done. For output we use - alarm : SF A Bool ()
where an alarm is rung only when True is supplied. In the program
below we keep a threshold time for order processing as 3 seconds.

def f ((order : Bool, done : Bool),

(time : Int, openOrder : Bool)) : (Bool, (Int, Bool
= if (openOrder == True && time > 3)
then (True, (time + 1, False)) -- set alarm once
else if (done == True)
then (False, (0, False)) -- reset
else if (order == True)

then (False, (0, True))
else (False, (time + 1, openOrder))

def watchdog : SF (0 U D U A) (O () = (order &&& done) >>
(loop# (0, False) (mapSignal# f)) >>> alarm

def main : SF (0 U D U A) () () = rate# 1.0 watchdog

5.1.2 A simplified traffic light system. We take the classic example
of a simplified traffic light system from the Lustre literature [53].
The system consists of two traffic lights, governing a junction of
two (one-way) streets. In the default case, traffic light 1 is green,
traffic light 2 is red. When a car is detected at traffic light 2, the
system switches traffic light 1 to red, light 2 to green, waits for 20
seconds, and then switches back to the default situation.

We use a sensor - sensor : SF S () Bool - which keeps returning
True as long as it detects a car. The system, upon detecting a sub-
sequent car, resets the wait time to another 20 seconds. We sample
from the sensor every second. For the traffic lights, we use 1 to
indicate green and 0 for red.

g
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def lightSwitcher (sig : Bool, time :
= if (time > 0)
then ((0,1), time - 1)
else if (sig == True)
then ((0,1), 20) -- reset
else ((1,0), 0) -- default

Int):((Int, Int), Int)

def lightController : SF (SUTL;UTLy) OO (O, O) =
sensor >>> (loop# 0 (mapSignal# lightSwitcher)) >>>
(trafficLighty; *** trafficLighty)

def main : SF (SUTLiUTLy) () O =
rate# 1.0 lightController

-- sensor : SF S () Bool
-- trafficLight; : SF TL; Int ()
-- trafficLight, : SF TL; Int ()

5.1.3 A railway level crossing.

The problem. We consider a two-track railway level crossing area
that is protected by barriers, that must be closed in time on the
arrival of a train, on either track. They remain closed until all trains
have left the area. The barriers must be closed 30 seconds before
the expected time of arrival of a train. When the area becomes
free, barriers could be opened, but it’s not secure to open them for
less than 15 s. So the controller must be warned 45 s before a train
arrives. Since the speed of trains may be very different, this speed
has to be measured, by detecting the train at two points separated
by a known distance. A first detector is placed 2500 m before the
crossing, and a second one 100 m after this first. A third is placed
after the crossing area, and records a train’s leaving. We divide our
solution into three programs.

The Detect Process. The passage of a train is detected by a me-
chanical device, producing a True pulse - pulse : SF P () Bool -
only when a wheel runs on it (otherwise False). The detect pro-
cess receives all these pulses, but warns the controller only once,
on the first wheel. All following pulses are ignored.
def f (curr : Bool, old : Bool) : (Bool, Bool) =

if (curr == True && old == False)

then (True, curr) else (False, curr)

def detect : SF P () Bool =
pulse >>> loop# False (mapSignal# f)

A Track Controller. On each track, a controller receives signals
from two detectors. From Detect1 and Detect2, it must compute
the train’s speed, and warn the barriers 45 seconds before expected
time of arrival at crossing. At the maximum speed of 180 km/h, the
100 m between Detect1 and Detect2 are covered in 2 s. So, a clock
pulse every 0.1 s would be of good accuracy.
def t ((d1 : Bool, d2 : Bool), time:Float) : (Float, Float)

= case (d1, d2) of
(True, False) ~> (0.0,0.0);
(False, True) ~> ((24.0 *. (time +. 0.1) -. 45.0),0.0);
~> (0.0, time +. 0.7)

def timer : SF Empty (Bool, Bool) Float

= rate#t 0.1 (loop# 0.0 (mapSignal# t))

def trackController : SF (P;UP;) () Float
= (detect; &&& detecty) >>> timer

def detect;
def detecty

: SF Py () Bool = ...
: SF P, () Bool = ...

When a train approaches, the trackController calculates the
time for the train to reach the barrier and sends that value. In the
absence of a train it sends zeroes.

The Barriers Controller. It consists of an alarm - alarm : SF (P; U

P5) () Bool which consumes the time values from the trackController

and returns True when an alarm is to be rung. The trackController
is also sampled every 0.1 second.

Float) : (Bool, Float) =

def g (sig : Float, time :
if (sig > 0.0)
then (False, sig)
else if (time == 0.1)
then (True, 0.0)
else (False, time -. 0.1)

def alarm : SF (P; UP;) () Bool
= trackController >>> rate# 0.1 (loop# 0.0 (mapSignal# g))

Given the alarms from the two separate tracks, the barrier con-
troller sends an open/close signal represented by 0 and 1 respec-
tively. In case a train is approaching in both of the tracks at the
same speed - the barrier for only track 1 is opened.

: SF (PyUP;) () Bool = ...
SF (P;UPy) () Bool = ..

def alarmg
def alarmy :
def openclose (sig : (Bool, Bool)) : (Int, Int) =
case sig of

(True, False) ~> (0, 1);

(False, True) ~> (1, 0);

(True , True) ~> (0, 1);

~> (0, @) -- (False, False)

def barrierController : SF (PiUP,UP3UPs) () (Int, Int)=
alarm; &&& alarmy; >>> (mapSignal# openclose)

Finally, before sending the signal to the actuators (i.e the barriers),
we need an additional system clock that keeps each barrier open for
45 seconds, and ignores other signals in the interim. The handling
of the conversion of discrete signals to continuous is done by the
drivers for the actuators, as discussed in Section 4.5.
def gate ((x : Int, y : Int),

(t : Float, old : (Int, Int))) :
((Int, Int) , (Float, (Int, Int))) =

if (old # (0,0) A t > 0.0)

then (old, ((t -. 0.1), old)) -- persisting a signal

else if (x == 1V y==1)

then ((x,y), (45.0, (x, ¥)))
else ((x,y), (0.0, (x,¥)))

def main : SF (P;UP,UP3UP,UB1UBy) (O (O, O) =
rate# 0.1 (barrierController >>>
(loop# (0.0, (0,0)) (mapSignal# gate)) >>>
(barrier; *** barriery))
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-- barrier;
-- barrier; :

. SF By Int ()
SF B, Int ()

Note that the three instances of rate# all sample at the same in-
terval of 0.1 seconds. Hailstorm currently doesn’t have well defined
semantics for programs with multiple clock rates.

5.2 Microbenchmarks

Here we provide memory consumption and response-time micro-
benchmarks for the examples presented above using the Erlang
backend.
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Figure 13: Memory consumption of programs

We measure the mean memory consumption for each program
over five runs, each of five minutes duration. Given the I/O driven
nature of the programs, the memory consumption shows little to
no fluctuations. The Erlang runtime (ERTS) upon initialization sets
up the garbage collector, initializes the lookup table and sets up the
bytecode-interpreter which occupies 30 MB of memory on average.
The actual program and its associated bookkeeping structures takes
up an average of 1.5 MB of memory in the programs above. The
garbage collector remains inactive throughout the program run.
The memory spike visible upon termination is the garbage collector
pausing the program and collecting all residual memory.

H Program Runj(ms) Runy(ms) Runsz(ms) H
watchdog 7.7 8.65 11.4
traffic-light 3.81 3.04 2.12

train controller 29.72 28.05 29.8

Table 1: Response time measured in milliseconds

Table 1 shows the response time for the programs measured in
milliseconds. We measure the CPU Kernel time (CPUT) - which
calculates the time taken by the dataflow graph to finish one cycle
of computation. We show three separate runs where the Erlang
virtual machine is killed and restarted to reset the garbage collector.
Each of the numbers are an average of twenty iterations of data
processing. We use the erlang: statistics module for measuring

time and in the applications I/O happens over the command line
interface, which explains the overall slow behaviour (tens of mil-
liseconds). The metrics are run on the erts-10.6.4 runtime and
virtual machine running on a Macbook-Pro with a 2.9 GHz Intel
Core i9 processor. A common observation is that the computation
takes less than 1% of the total wall clock time involved in the re-
sponse rate, showing that the I/O reading/writing times dominate
the final response rate.

An alternate benchmarking strategy which we used was to model
the input from the sensors as an in-memory structure (in Erlang)
and compute the total response time for processing those values
using the timer: tc module:

H Program Runj(us) Runz(us) Runs(us) H
watchdog 97.3 106.7 98.7
traﬂic-light 110.8 120.2 115.1
train controller 144.3 128.1 138.7

The above values are all measured in microseconds which are av-
eraged over forty iterations each. As expected, using an in-memory
structure results in graph processing times that are much lower
than those in Table 1.

6 RELATED WORK

6.1 Programming Languages for IoT

There has been recent work on designing embedded DSLs (EDSLs)
for IoT applications [11]. In EDSLs, I/O is handled by embedding
a pure core language inside a host language’s I/O model - which
is an approach that Hailstorm deliberately avoids. Given the I/O
dominated nature of IoT apps, we choose to focus much of our
attention on designing a composable stream based I/O model, rather
than only considering the pure core language, as many EDSLs do.

Other approaches like Velox VM [62] runs general purpose lan-
guages like Scheme on specialized virtual machines for IoT devices.
A separate line of work has been exploring restrictive, Turing-
incomplete, rule-based languages like IoTDSL [2] and CyprIOT
[9].

Juniper [29] is one of the few dedicated languages for IoT but it
exclusively targets Arduino boards. Emfrp [56] and its successor
XFRP [59] are most closely related to the goals of Hailstorm. How-
ever, their model of I/O involves writing glue code in C/C++ and
embedding the pure functional language inside it. Hailstorm has a
more sophisticated I/O integration in the language.

While IoT stands for an umbrella term for a large collection of
software areas, there has been research on declarative languages
for older and specialized application areas like:

o Wireless Sensor Networks (WSNs). There exists EDSLs like
Flask [42] and macroprogramming languages like Regiment
[45] and Kairos [24] for WSNs.

® Real Time Systems. Synchronous language like Esterel [10],
Lustre [26] are a restrictive set of languages designed specif-
ically for real time systems. Further extensions of these lan-
guages like Lucid Synchrone [12], ReactiveML [44], Lucy-n
[43] have attempted to makes them more expressive.

The applications demonstrated in the paper are expressible in
synchronous languages, albeit using a very different interface from
Hailstorm. While languages like Lustre and its extensions are pure
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they restrict their synchronous calculus to the pure core language
and handle I/O using the old stream based I/O model of Haskell
[48]. Hailstorm explores the design space of pure functional pro-
gramming with the programming model and purity encompassing
the I/O parts as well.

In Lustre, a type system called the clock calculus ensures that
programs can run without any implicit buffering inside the pro-
gram. Strong safety properties such as determinism and absence
of deadlock are ensured at compile time, and programs are com-
piled into statically scheduled executable code. This comes at the
price of reduced flexibility compared to synchronous dataflow-like
systems, particularly in the ease with which bounded buffers can
be introduced and used. Mandel et al have studied n-synchronous
systems in an attempt to bring greater flexibility to synchronous
languages [43]. Hailstorm, in the presence of recursion, is unable to
statically predict memory usage but we plan future work on type
level encoding of buffer sizes to make memory usage more pre-
dictable. Polychronous languages like SIGNAL [8] and FRP libraries
like Rhine [6] provide static guarantees on correctness of systems
with multiple clocks - something that we hope to experiment with
in the future.

6.2 FRP

Hailstorm draws influence from the FRP programming model. Since
the original FRP paper [18], it has seen extensive research over
various formulations like arrowized FRP [46], asynchronous FRP
[16], higher-order FRP [35], monadic stream functions [47].

Various implementations have explored the choice between a
static structure of the dataflow graph (for example Elm [15]) or
dynamic structure, as in most Haskell FRP libraries [3] as well as
FrTime in Racket [13]. The dynamic graph structure makes the
language/library more expressive, allowing programs like sieves
[25].

The higher-order FRP implementation offers almost the local
maxima of tradeoffs, but at the cost of an extremely sophisticated
type system, which infests into the source language, compromising
its simplicity.

The loop# combinator in Hailstorm is similar to the y-combinator
first introduced by Sheeran [57] and to the 1oopB combinator in
the Causal Commutative Arrows (CCA) paper [40]. CCA presents
a number of mathematical laws on arrows and utilizes them to
compile away intermediate structures and generate efficient FRP
code - a promising avenue for future work in Hailstorm.

FRP has seen adoption in various application areas. Application
areas related to our target areas of IoT applications include robotics
[64], real-time systems [63], vehicle simulations [21] and DSLs
discussed in detail in the previous section.

6.3 Functional I/O

A detailed summary of approaches to functional I/O was presented
by Gordon et al. [22]. Since then monadic I/O [23] has become
the standard norm for I/O in pure functional languages, with the
exception of Clean’s I/O system [1] based on uniqueness types.
More recently, there have been attempts at non mondaic I/O
using a state passing trick in the Universe framework [20]. The
latest work has been on the notion of resource types, proposed by
Winograd-Cort et al. [66], which is explored as a library in Haskell.
In effect, their library uses Haskell’s monadic I/O model; however,

they mention possible future work on designing a dedicated lan-
guage for resource types. Hailstorm explores that possibility by
integrating the idea of resource types natively in a language’s I/O
model. FRPNow! [49] provides an alternate monadic approach to
integrate I/O with FRP.

7 FUTURE WORK

Hailstorm is an ongoing work to run a pure, statically-typed, func-
tional programming language on memory constrained edge devices.
As such, there are a number of open avenues for research:

- Security. We hope to integrate support for Information Flow
Control (IFC) [28] - which uses language based privacy policies
to determine safe dataflow - in Hailstorm. Given that the effectful
combinators are based on the Arrow framework, we expect to build
on two lines of work - (1) integrating IFC with the Arrow typeclass
in Haskell [37] (2) a typeclass based technique to integrate IFC
without modifying the compiler [52] but one which relies on the
purity and static typing of the language.

- Reliability. Hailstorm currently doesn’t provide any fault toler-
ance strategies to mitigate various node/communication failures.
However, being hosted on the Erlang backend, we plan to experi-
ment with distributed versions of the arrow combinators where the
underlying runtime would use supervision trees to handle failures.
This would be a much more invasive change as the synchronous
dataflow model of the language is not practically suitable in a dis-
tributed scenario - leading to more interesting research directions
on macro-programming models [24].

- Memory constrained devices. The evaluation of this paper is car-
ried out on GRiSP boards which are relatively powerful boards. We
are currently working on developing a small virtual machine which
can interpret a functional bytecode instruction set and run on much
more memory constrained devices like STM32 microcontrollers.

8 CONCLUSION

We have presented the design and implementation of Hailstorm, a
domain specific language targeting IoT applications. Our evalua-
tion suggests that Hailstorm can be used to declaratively program
moderately complex applications in a concise and safe manner. In
the future, we hope to use the purity and type system of Hailstorm
to enforce language-based security constraints, as well as to in-
crease its expressiveness to enable the description of interacting
IoT devices in a distributed system.
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